
“Are emergency service vehicles packed with too much equipment?”
“Why can’t vehicles’ ICT applications be simplified and rationalized to help first 
responders work more efficiently and effectively?”
“Can two items of equipment be combined to make it easier to use and decrease power 
consumption?”

The MOBI (Mobile Object Bus Interaction) research project aims to create a common 
information and communications technology (ICT) infrastructure for all emergency 
service vehicles based on better integration of ICT systems, applications, and services. 
Our approach is to divide emergency service vehicles’ ICT systems into four layers 
(a vehicle infrastructure and power management layer, a communications layer, a 
service platform and common services layer, and an actor-specific services layer) with 
standardized interfaces between them. Open standards make it easier for small- and 
medium-sized enterprises, in particular, to enter the market. In addition to providing 
cost savings, our system significantly improves interoperability and the availability of 
new ICT services for first responders.
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–orewordO–OäesigningOtheO–utureO
ömergencyOVehicleO

Are  emergency  service  vehicles  packed  with  too  much  equipment?  jany  think  soI  which  is  
why a research project set out to find ways to simplify thingsK 
 
jl_f – jobile lbject _us fnteraction oesearch and aevelopment mroject was a three year 
research project involving collaborative work between iaurea rniversity of Applied pcienceI 
the technical center of the cinnish moliceI who were the initiator of the projectI and diverse 
industrial  partners  such  as  Airbus  aefence  and  ppace  EformerlyI  CassidianFX  Ajeco  Esecurity  
electronics and software companyFI punit EinJbuilt vehicle computers and display companyFI 
and fkpqA Efq service provider for public safety in cinlandFK 
 
molice  officers  and  emergency  service  workers  are  gaining  more  fCq  facilities  and  
applications in their vehiclesI and many are asking why these cannot be more rationalised so 
work  would  be  easier  and  more  efficient  and  effectiveK  Could  two  items  of  equipment  be  
combined into one to make it easier to use and decrease power consumptionI for example? 
 
qhis  was  the  major  goal  behind  the  jl_f  projectK  jl_f  aimed  to  create  a  common  
international fCq infrastructure for all mublic mrotection and aisaster oelief EmmaoF vehiclesI 
based on better integration of fCq systemsI applicationsI and servicesK Another aim was to 
extend this project to other mmao vehicles in buropean countriesI permitting the 
standardization of tools and technology in br countriesK 
 
rsuallyI  a  police  vehicle  is  a  generic  car  with  added  featuresK  As  the  need  to  transfer  data  
grows exponentiallyI the number of electronic devicesI cables and user manuals that need to 
be carried also increasesI eating more and more into available spaceK qhe devicesI cables and 
user manuals are rapidly becoming unmanageableK qhis trend can only continue to 
accelerateI because emergency workers need to have fast transfer of photosI videos and 
heavy documentation between the different unitsI combined with strong network securityK 
 
qhe beauty of the jl_f project was that it researched its topic in practiceK A demonstration 
vehicle was first specified and then it was used for tests and further research by the project 
membersK 
 
cinnish public safety organisations have the unique ability to innovate and develop new 
methods  and  solutions  in  cooperation  with  each  otherK  iaurea’s  research  projects  such  as  
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jl_f add the students of applied sciences as well as cooperative business partners into the 
equationK As an idea and as a processI this is a great thingK 
 
fn the scope of such a cooperation projectI people representing businesses and people 
representing their customers or prospects can discuss topics very openlyK qhis is incredibly 
importantK  qhe  business  partners  have  a  great  opportunity  to  learnI  to  be  able  to  design  
solutions for cinnish and international public safety customers alikeK 
 
Airbus aefence and ppace believes in the importance of providing digital services and secure 
communications  and  the  jl_f  project  offered  a  way  to  become  ever  more  innovative  in  
safety and securityK 
 
 
eelsinki ORKOKOMNQ 
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eead of Content and ptrategy Airbus aefence and ppace 
 
  



 

 

S 
 

PrefaceOdOSecurityOwithO’reaterO
SituationOxwarenessOandO
zonnectivityO

iaurea rniversity of Applied pciences has built in only few years a good portfolio of national 
and  buropean  security  research  projectsK  ft  has  good  contacts  to  end  users  from  east  of  
saalimaa to qexasI Alaska and eawaiiK  mrojects have included topics such as dmp trackingI 
border controlI the police and other first respondersI and technologies such as micro rAs’sK 
qhe projects have been tackling technical issuesI human factors and legal aspects of 
securityK  
 
qhis publication contains the results of “jobile lbject _us fnteraction” Ejl_fF project in 
qekes’  mrogramme  for  pafety  and  pecurity  EOMMTJOMNPFK  jl_f  deals  with  a  police  vehicle  
with extensive amounts of electronicsI a test bed of current and new technologiesK qhis 
research  project  generated  data  for  industrial  projects  by  especially  studying  the  needs  of  
the end users and possibilities for standardizationK hey demand is the interoperability 
between the vehicles and their control centersK qhese aspects were tested using a demo 
vehicle with working fCqJintegrationK 
 
qhe  trend  is  towards  the  mobile  police  office  giving  the  police  on  patrol  more  accurate  
situational awareness thus improving operational efficiency and giving more service for the 
societyK jore smart technology in police or other emergency response vehicle is likely to 
create new technical problems on how the different electronic systems work together and 
how  larger  amounts  of  data  can  be  securely  transferredK  fn  some  countries  police  now  use  
private smartphones to bypass such problemsI thus creating new security risksK aay to day 
operations are increasingly dependent on fCq systemsI especially on wireless and mobile 
communicationsK qhus there is a need to find working solutions in a given price rangeK  
 
qhe  fCqJsystems  should  be  easy  to  use  and  available  all  the  timeI  thus  improving  
policeman’s or policewoman’s efficiency in workK jany technologiesI eKgK mobile video 
surveillanceI help to record the actions of the police or the suspectsI accident location etcK – 
they  create  data  that  is  useful  in  further  legal  etcK  processesK  eoweverI  the  payback  on  
investments is often hard to quantifyK 
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qhe buropean CommissionI the buropean iaw bnforcement Agency EbrolmliF and the 
buropean Agency for the janagement of lperational Cooperation at the bxternal _orders 
EcolkqbuF have all recognized that the lack of interoperability of technical systems limit the 
effectiveness of operationsK daps in technologies or the less than perfect connectivity to 
other technologies existW eKgK in locating of resourcesI real time monitoringI analyzing dataI 
even  reportingK  qhere  is  no  unified  platform  on  which  to  build  the  vehicle’s  fCqJsystems  –  
maybe the root cause of interoperability problems? qhere is not much standardization in this 
field  in  buropeX  every  country  has  its  own  requirementsK  soice  communication  is  still  –  for  
many good reasons – the primary way of communicatingK _ut the limited amounts of data 
that  can  be  sent  or  received  with  current  systems  are  a  limiting  factorX  compare  eKgK  
qbqoALqbqoAmli and Pd or QdK fssues like information sharing have also organizational 
and legal problems between various security authoritiesK fn the end the police on the field 
want incident support and easier reportingI smooth communicationsI access to relevant 
dataK Currently not even the power consumption of the electronic systems versus car battery 
capacity do not match wellK 
 
qo some extent similar technologies are used at eKgK airports in automatic passenger control 
EA_CF  in  border  crossingK  rse  of  robotsI  eKgK  unmanned  aerial  vehicles  ErAssFI  is  one  
technological  option  in  surveillanceK  iaurea  have  studied  also  these  aspectsK  cor  example  
the buropean Commission cmT pecurity and the just starting eorizon OMOM pecure pocieties 
programmes study issues of cultural customsI facial and other biometric recognitionI 
biologicalI chemical and explosive sensorsI telecommunications etcK jl_fJproject was 
linked to eKgK buropean Commission cmT pecurity project “Afo_orne information for 
bmergency situation Awareness and jonitoring” EAfo_bAjFI “mroject molicyJoriented 
marine bnvironmental oesearch in the pouthern buropean peas” EmbopbrpF and “pcientific 
innovation  mroduct  concept”  EpClmbFI  and  also  key  companies’  own  projectsK  puch  
international collaboration is more important now when the qekes security research 
programme has endedK At the moment cybersecurity is on the rise nationally and globallyK 
buropean Commission is increasing its role in security research also through its executive 
agenciesK ft is important to see buropeanI and even American and oussianI developments in 
securityK  
 
crom developing technologies and testing of new technologiesI even in large scale 
demonstration projectsI there is a long way to successful operational use of the technologies 
in the fieldK mrocurements starting from specifications to selection of contractor teams and 
delivery of hardware and software often take many yearsI during which some of the 
technologies  may  become  obsoleteK  qhe  jl_f  case  touches  also  the  issues  of  public  
procurementK An old bnglish saying says ”aon’t buy anything jark fK” _ut at the same time 
it is seen that public procurement can foster innovationK 
 
qhe law enforcement wants usable systems and individual equipment that are added to the 
system in the police vehicleK Also in cinland the public procurement laws are changing to 
enhance the quality of procurementsK qhe new laws may OMNS onwards help cinnish pjb’s 
in competitionsK pimilar changes are on the way in the buropean rnion levelI the new 
directives should be ready by the end of this yearK Also the cramework mrogrammes cmT and 
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eorizon OMOM have project types “mreJcommercial procurement” EmCmF that prepare 
development future technologies for public procurementsK  
 
qhe publication describes also relevant other studies by iaureaI especially by its students 
and  graduate  studentsW  eKgK  on  fire  engines  electrical  devicesI  qbqoA  mobile  radio  and  
onboard computer integration with touch screen based user interfaceI patient contentment 
in the quality of firstJaid servicesI usability of paramedic reportsI renewing of police 
fnformation pystemI tablet computers and smartphones in healthcareI opinions on the use 
of the sirveJnetworkI utilization of ocfaJtechnologyI utilizing video surveillance to support 
policeK  
 
iinking the research by students for _achelor’s and jaster’s thesis to the portfolio of larger 
research projects is an especially good approachK 
 
 
eelsinki ORKOKOMNQ 
 
mauli ptigell 
penior Adviser 
qekes 
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h IntroductionO
Jyri Rajamäki, Pasi Kämppi & Rauno Pirinen 

qhe jobile lbject _us fnteraction Ejl_fF oesearch and aevelopment mroject has been an 
essential feasibility study towards designing future vehicles for safety authorities and other 
public protection and disaster relief EmmaoF actorsK qhese vehicles might be dedicated 
emergency  response  vehicles  EbossF  for  first  responders  EcosF  or  specific  mobile  command  
and control centres and offices for public safety officialsX howeverI in cinland these functions 
are often combined within one vehicleK qhe following two abstracts by the project’s research 
directorI ar gyri oajamäkiI introduces the projectK 
=
=

oajamäkiI gK EOMNPaFK qhe jlBf mrojectW aesigning the cuture bmergency 
pervice sehicleK fbbb sehicular qechnology jagazineI volKUI noKOI gune 
OMNPI VOJVVK 

=
AbstractW=qhe=proliferation=of=information=and=communications=technology=EfCqFI=
facilities= in= public= protection= and= disaster= relief= EmmaoF= vehicles= has= highlighted=
several= questionsI= includingW= ?thy= canDt= vehiclesD= fCq= applications= be= simplified=
and= rationalized= to= help= mmao= responders= work= more= efficiently= and= effectively?=
and= ?Can= two= items= of= equipment= be= combined= to= make= it= easier= to= use= and=
decrease= power= consumption?= lur= project= aims= to= create= a= common= fCq=
infrastructure= for= all= mmao= vehicles= based= on= better= integration= of= fCq= systemsI=
applicationsI =and =servicesK =lur =approach =is =to =divide =mmao =vehiclesD =fCq =systems =
into= four= layers= Ea= vehicle= infrastructure= and= power= management= layerI= a=
communications= layerI= a= service= platform= and= common= services= layerI= and= an=
actorJspecific= services= layerF= with= standardized= interfaces= between= themK= lpen=
standards =make =it =easier =for =smallJ =and =mediumJsized =enterprises =EpjbsFI =in =
particularI= to=enter=the=marketK= fn=addition=to=providing=cost=savingsI=our= system=
significantly= improves= interoperability= and= the= availability= of= new= mmao= fCq=
servicesK=

=
=

oajamäkiI gK EOMNPbFK cuture bmergency sehicles’ fCq pervicesK fnvited 
mlenary iectureK oecent Advances in Computer bngineering periesI volK NSW 
mroceedings of the Ond fnternational Conference on fnformation 
qechnology and Computer ketworks EfqCk DNPF edited by pergio iopesI pK 
NRI tpbAp mress 
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=
AbstractW= mublic= mrotection= and= aisaster= oelief= EmmaoF= responders’= emergency=
vehicles =are =packed =with =fCq =facilitiesK =qhis =lecture =shows =that =vehicles’ =fCq =
systems= can= be= simplified= by= dividing= fCq= architecture= into= certain= layers= EeKgK=
vehicle=infrastructure=and=power=generation=layerI=communications=layerI=common=
services= for= all= mmao= actors’= layerI= specific= services= layerF= that= have= standardised=
interfacesK=mmao=vehicles’=communications=needs=can=be=divided=into=long=distance=
communications=EeKgK=qbqoALqbqoAmliI=OLPLQdI=cjI=dmpI=tijAuFI=local=area=
networks= ECAkI= iAkI= tiAkI= adJhoc= –communications= between= vehiclesF= and=
accessory= communicationsK= curthermoreI= each= category= is= scaled= from= light= to=
heavyK=fCq=solutions=have=to=be=robustI=easy=to=install=and=a=special=attention=has=
to=be=paid=to=information=securityK=aifferent=encryption=methods=between=different=
kinds= of= systems= bring= their= own= challengesK= fn= additionI= different= mmao= actors=
have=their=own=requirements=how=to=implement=the=information=security=into=their=
vehicles’= systemsK= qhe= standardised= communication= layer= for= all= mmao=
organisations= enables= coJoperation= between= authoritiesI= eKgK= via= common= talk=
groupsK= qhe= next= harmonising= pitch= will= be= the= common= services= for= all= mmao=
actors’= layerK= qhis= includes= a= field= command= system= for= all= mmao= actors= being= a=
complete= solution= that= integrates= different= applications= into= one= easyJtoJuse=
interfaceK= qhe= same= technology= and= application= can= be= applied= by= all= mmao=
respondersK=

=
heh yackgroundOofOtheOMOyIOProjectO
 
mmao servicesI such as law enforcementI firefightingI emergency medicalI and disaster 
recovery  servicesI  bring  value  to  society  by  creating  a  stable  and  secure  environmentK  qhe  
protection to be ensured by mmao responders covers peopleI the environment and propertyK 
ft addresses a large number of threatsI both natural and manJmadeK lne important task of 
mmao services is to deal with emergency and surveillance situations on landI sea and airK qhe 
most important part of this work is done in the fieldI so all the tools must match the needs 
accordinglyK then working in the fieldI vehicles with their devicesI systems and the services 
they provide are the most important toolsI in which occupational safetyI efficiency and 
ergonomics  must  be  taken  into  accountK  qhe  vehicles  used  and  devices  installed  on  them  
must be robustI secure and suitable for very demanding and variable conditionsK 
 
qhe number of technical devicesI applications and services in emergency response vehicles 
EbossF  has  increased  during  the  past  few  decadesK  qhis  progression  has  also  increased  the  
volume of different user interfaces and generated new problemsI eKgK vehicle airbags have 
less room to fillK  qechnical problemsI especially with power consumption and cablingI have 
also been reportedK 
 
Another problem is the poor documentation of applied solutions because there has been no 
standardization in the fieldK qhis is partially because of the diversity in equipment and the 
vendors who supply themK qhe diversity in the equipment supplied raises issues of system 
integration and interoperability between collaborating unitsI such as the emergency control 
unit  or  the  command  control  with  the  emergency  vehicles  in  the  fieldK  qhe  issue  of  
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interoperability also negatively impacts the administration of the emergency services since 
services  are  observed  to  be  managed  on  a  nationalI  regional  and  local  basisK  fnformation  
interchange is therefore criticalK cor instanceI in the fire and rescue service field in cinlandI 
the country is divided into multiple regionsI where each of those regions have their own fire 
and rescue departments responsible to deliver fire and rescue services to the publicK As the 
technology  develops  and  becomes  more  utilized  in  everyday  lifeI  so  it  does  in  the  fire  and  
rescue environmentK qhese technology advancements would help to develop servicesI make 
them more efficient and especially help the rescue services unit to better deliver effective 
and efficient serviceK rnfortunatelyI so far there has been no standardization in the 
equipment and systems utilized by these emergency service vehiclesK qhe number of 
equipment  suppliers  is  large  and  complexK  vearly  low  delivery  volumes  have  not  been  
helping the development of standardizationK qhe aforementioned problems present the need 
for new business modelsK 
 
joreoverI  with  the  increased  number  of  applicationsI  the  amount  of  transferred  data  has  
explodedK fn the fieldI the role of wireless communications is to support the mobility of firstJ
time responders by providing continuous connectivity among responders and with the 
command and control roomsK qhe support includesW maintain voice communication to 
coordinate the relief efforts for the resolution of the crisisX creation and distribution of a 
common operational picture among all responsible partiesX collect and distribute data on the 
operational context or the environment from sensorsX retrieve data from central repositories 
EeKgK building plansI inventory dataF to support their activityX and support the tracking and 
tracing  of  the  supply  chain  of  goods  and  materials  needed  in  the  response  and  recovery  
phases of a crisisK 
 
fn  buropeI  many  dedicated  and  secured  network  infrastructures  have  been  built  and  
deployed to provide the necessary capabilities for mmao organizationsK qhese networksI 
generally realized by qbqoALqbqoAmli are narrowbandK qhe lack of broadband connectivity 
of  wireless  communications  for  existing  and  future  mmao  applications  is  a  real  problem  
E_aldiniI OMNMFK jany new applications require wideband or broadband data rates usually 
provided by commercial operatorsK cor that reasonI separate parallel data communication 
channels are neededK 
 
qhe buropean CommissionI the buropean iaw bnforcement Agency brolmli and the 
buropean Agency for the janagement of lperational Cooperation at the bxternal _orders 
colkqbu have recognized that lack of interoperability limits the effectiveness of mmao 
practitioners in actual operationsI and an evident lack of understanding as to whether these 
limitations arose from technologyI operational proceduresI gaps in procurement or research 
E_aldiniI OMNMFK A scientifically proven fact is that standardization strongly affects 
businesses that develop and sell technologies and technologyJbased products and servicesX 
standards are one main enabler for fast growth EhivimäkiI OMMTFK cor improving 
interoperabilityI standardization development among likeJminded countries should be 
startedK 
 
mmao field operations are increasingly dependent on fCq systemsI especially wireless and 
mobile communicationsK fn mmao vehiclesI data communication is missionJcriticalK ft is 
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necessary  to  ensure  that  information  and  “onJdemand”  services  provided  by  these  
technologies are delivered reliably and securely through one or more of the recently 
developed wireless architecturesK 
 
According to _aldini EOMNMFI the main effort in developing fCq systems of mmao should be to 
standardize the interoperability architecture for applications EeKgK command and controlF 
and infrastructure EeKgK interface gatewaysI mobile unitFK rsability is also a main concernI as 
many solutions are not ergonomic or easy to adapt to existing vehicles or infrastructuresK  
 
 
hei MOyIOProgrammeOandOMOyIOProjectO
 
qhe target of a cinnish national researchI development and innovation programme ‘jobile 
lbject _us fnteraction Ejl_fF’ was to make essential feasibility studies towards a common 
fCq hardware and software infrastructure for all emergency vehiclesK qhis information 
infrastructure EffF includes devices for voice and data communicationsI computersI screensI 
printersI antennasI and cablesX and in additionI interlinking with factoryJequipped vehicles’ 
fCq systems is researchedK 
 
qhe programme consists of two industrial projects and a research project that generates 
research data for industrial projects by researching and documenting the needs and 
requirements of the usersI power generation and supplyI and specifying the existing 
solutionsK lne industrial projectI led by Cassidian cinland itdKI implemented a vehicleJ
installed professional mobile radio concept for law enforcementI fire and rescue operationsK 
Another  industrial  projectI  led  by  fnsta  aefpec  itdKI  developed  secured  software  servicesK  
qhe project utilized the results of the related research project and aimed to develop product 
concepts that have potential in both domestic and export marketsK AdditionallyI fnsta 
aefpec  itdK  further  developed  its  business  model  in  order  to  be  able  to  utilize  the  growth  
potential of the product conceptsK 
 
qhe  jl_f  research  project  generated  research  data  for  industrial  projects  by  researching  
and documenting the needs and requirements of the usersI power generation and supplyI 
together with specifying the existing solutionsK qhe research also investigated how plA and 
teb services standards can support the software application requirements of these vehicles 
in order to enable standardizationI integration and interoperability between the vehicles and 
their control centresK _ased on the researchI a demo vehicle with working fCqJintegration 
was equippedK  
 
qhe project consortiumI led by iaurea rniversity of Applied pciencesI consists of three 
research institutesI two industrial partnersI two smallJ and mediumJsize enterprises EpjbsFI 
several endJuser organizations and a public financierW qekes — the cinnish cunding Agency 
for  qechnology  and  fnnovationK  qhe  budget  of  jl_f  research  projects  is  €UMMIMMM  and  
qable N shows the funding sharesK 
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Table 1 cunding for the jobi research projectK 
 

marticipant € B 
Tekes QUM MMM SM 
oesearch institutes NOV MMM NS 
fndustrial partners NNM MMM NQ 
pjbs QO MMM R 
bnd-users PV MMM R 
TlTAi UMM MMM NMM 

 
cigK  N  shows  jl_f’s  tork  mackages  EtmsFK  qhe  project  starts  by  researching  user  
requirements  EtmOFK  qhe  common  fCq  infrastructure  is  composed  of  four  layers  and  their  
standardized interfacesW vehicle fCq infrastructure and power generation EtmPFI data 
communications EtmQFI common software infrastructure EtmRFI and fCq services for mmao 
practitioners EtmSFK AlsoI a demo vehicle is equipped EtmTFI new business models studied 
EtmUF and coordination taken care of EtmNFK  
  

 
cigure 1 tork mackages of the jl_f projectK 
 
tork mackage N included tasks considering project managementI of which the main objective 
is  to  ensure  that  the  jl_f  research  project  generated  research  data  for  the  parallel  
corporate projectsK qhis work package included cooperation and the exchange of information 
with  other  relevant  projectsI  such  as  the  jl_f  projectDs  parallel  corporate  projectsI  br  
cmTLpbC mroject Afo_orne fnformation for bmergency pituation Awareness and jonitoring 
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EAfo_bAjFI br cmTLpbC mroject molicyJoriented jarine bnvironmental oesearch in the 
pouthern  buropean  peas  EmbopbrpFI  pcientific  fnnovation  mroduct  Concept  EpClmbFI  and  
CbiqfC mlus mroject jultiJAgency Cooperation in CrossJborder lperations EjACfClFK 
 
fn tork mackage OI present electrical and fCq systems were surveyed Efor example for police 
vehiclesW power supply technologiesI radio equipmentI video equipmentI radars and other 
speedJmonitoring devicesI fq workstationsI printersI biometric devicesI and navigation and 
tracking devicesFK rser and authority requirements for these systems and devices were also 
surveyedK  cormer  studies  EeKgK  ofbpCA  and  pAqbofphF  were  used  as  a  source  for  
informationK fn this work packageI administrative and operative systems were identified and 
priority and manageability requirements for these systems were definedK  
 
tork packages P through S dealt with technical aspectsK tmP concentrated on vehicle 
infrastructure and power managementI tmQ data and voice communicationsI tmR service 
platform  and  common  servicesI  and  tmS  on  actorJspecific  servicesK  fn  tork  mackage  TI  a  
demo vehicle was equippedI and industrial participants and endJuser organizations were 
able to test chosen solutions in this restricted research environmentK  
 
aeveloping an fCq concept is expensiveI so access to the international markets is desirableK 
cinland is an optimal country in which to develop the industry because cooperation between 
different authorities is efficient and highly developedK qhe challenges mentioned in pection 
NKN are similar in all countries and much needed standardization has not been introduced in 
the industryK tork mackage U studied these standardization issuesK AlsoI industry’s market 
and volumesI and national and international publicJprivate partnership regulations were 
studied in tmUK lne of the main tasks was to monitor the development of markets in this 
industry within the brK tmU also researched how mmao organizations should choose their 
service delivery models for new digital servicesK 
 
 
hej LayeredOxpproachOtoOöRVs’OIzTOIntegrationO
 
qhe jl_f project’s approach was to divide boss’ fCq systems into four layers that have the 
standardized interfaces shown in cigure OK qhese layers are ENF a vehicle infrastructure and 
power  management  layerI  EOF  a  communications  layerI  EPF  a  service  platform  and  common  
services layerI  and EQF an actorJspecific services layerK  pome aspects run through all  layersI 
such as securityI power efficiency and product safety regulationsK  
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tith regard to the vehicle infrastructure and power management layerI  there are two main 
areas to standardizeW ENF what services will be adapted from a standard vehicle systemX and 
EOF how to make the car body modifications and new installations in a standardized mannerK 
qhe services adopted from standard vehicles includeI for exampleI power generation when 
the engine is on and information applied from the vehicle’s controller area network ECAkFK 
qhe standardized bos installations include vehicle body modificationsI emergency lights and 
alarmsI intelligent power management Epower generationI storage and distribution systemsF 
as well as cable and antenna installations Eelectromagnetic compatibility issuesFK 
 
fn the current digital worldI cos are aware of the benefits that interconnection between 
different professional mobile radios EmjoF and the integration of new advanced data 
services could bring to their professional sectorsK iqb is considered an appropriate 
technology for building nextJgeneration broadband public safety networksK eoweverI it does 
not yet support some voice communication characteristics that mjo technologies already 
offerK AlsoI mjo systems are widespread around the worldI making their replacement quite 
difficult  within  a  short  periodK  qherefore  some  public  safety  organizations  are  working  on  
dual solutions to provide qbqoA voice capabilitiesI together with broadband data transfersK  
 
All boss have many similar applicationsI such as a navigation systemI patrol trackingI target 
mapsI activity logsI alarms and remote access to central databases as well as the control of 
blue lights and sirensI power supply systemsI and communications equipmentK ooughlyI the 
common needs of the service platform and common services layer could be divided into two 
main areasW ENF a decrease in the number of physical humanJmachine interfaces EejfsFX and 
EOF a common field command system for all mmao actors that also improves interoperability 
between different co actorsK eoweverI several physical ejfs are needed for different modes 

cigure O iayered approachK 
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of  operationK  cor  exampleI  the  ejfs  when  driving  at  full  speed  should  be  totally  different  
from those in a mobile office modeI where ergonomics have an important roleK Applying the 
design principles of serviceJoriented architectureI from an endJusers point of viewI different 
existing systems will seem to form one part of the field command systemK  
 
_y ‘actorJspecific services’I we mean these digital services that differ substantially from 
other co needsK cor exampleI ibAs ought to have forensics technology for investigations and 
field workK qhese kinds of technologies include advanced tracking systems that apply the 
dlobal mositioning pystem EdmpF to track criminals and vehicles that have been taggedK qhis 
allows  ibAs  to  keep  track  of  suspicious  activity  that  can  help  solve  casesK  eoweverI  these  
digital services should run on top of common services via a standardized interfaceK 
 
 
hek ResearchOMethodologyO
 
qhe  jl_f  research  was  addressed  to  the  field  of  emergency  vehicle  based  solutions  and  
applied mobile technology in an authority and emergency management environmentK ft 
involved the kinds of applied technologies that advanced solutions and new emergency 
mobile systems sharing that was first addressed on the national level and then targeted to 
global disseminationK qhe jl_f accepted new technical emergency equipment and digital 
services mainly in the field of emergency automobilesX the jl_f research was addressed to 
novel  problems  such  as  power  supplyI  ergonomicsI  cabling  routeI  electromagnetic  
compatibility and the functioning of safety devices from the perspective of emergency 
vehicle related systems and management functionsK 
 
qhe  jl_f  study  included  the  oCa  frameworkI  which  comprised  a  continuum  of  oCa  
methods for increased understandingI and for buildingI improving and testing informationJ
intensive services artifactsI which were relevant both to the jl_f research and to the 
research strategy and oCa agenda at iaurea rApK qhe research rationale facilitated settings 
which were related to the integration of the jl_f project and activities of higher education 
functionsI such as authenticityI emerge valueI expertise networking and valuable relations 
between  jl_f  actorsK  collowing  from  thisI  it  was  possible  to  understand  a  single  oCa  
intervention in jl_f as part of a larger collaborative network of oCa interventions and 
global knowledge transitionI collocationI scalability and disseminationK 
 
cor studentsD centred thinking and the scope of research evidence in integrative modelI the 
jl_f was identified as the integrated mobileJbased research theme of emergency vehicles 
which then were mainly addressed to the information systemsI safety domain and service 
studies in the education functions within the research collaboration and towards the jl_f 
networkK eereI the oCa interventions were performed in a manner that integrates students 
and  networks  of  related  oCa  actorsX  thereforeI  such  interventions  would  take  place  in  
integrative environmentsI such as a jl_f research consortiumI that allow dissemination 
and globalization of new knowledge and in which knowledge transition and distribution is 
both used and focused uponK 
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qhe integrative oCa model of jl_f builds bridges between technologiesI applications and 
servicesK  ft  enables  research  results  to  be  transformed  into  products  and  servicesI  and  it  
creates economic value returns among involved actorsI such as related test environmentsI 
regional  innovation  systems  and  more  global  business  actorsK  fn  the  jl_fI  it  was  
understood that innovation alliances should be made between various stakeholdersI 
particularly  in  scienceI  businessI  and  especially  here  as  between  politics  and  policyJbased  
actorsK 
 
fn  the  oCa  model  of  jl_fI  vertical  cooperationI  namely  lead  innovationsI  was  geared  
toward certain servicesI applications and branches that benefit from specifically coordinated 
support from mobile emergency technological domainsK fn collaboration with service 
platformsI technological alliances and technological objectives were jointly created by 
science and solutions as well as aims of global businessK pince the realization of study units 
included different types of future senseI which can be described by such relative new terms 
as “proactiveI cooperationI coJdesignI coJcreation”I reflection and research activitiesK   
 
iaurea’s role in this “lead innovation mobile system” was focused upon emergency service 
product innovations and the production of professional competencesK fn this integrative 
oCa modelI the term “coJcreation” as an activity of “mutual creation” pertains to an oCa 
collaborationI in which students and customers can be seen as “coJcreators” of emergent 
values and information rather than as passive recipients of learned knowledgeI goods and 
technologyJbased servicesK cor this new cultural changeI the jl_f research focuses on “coJ
created”  knowledge  and  “coJdesigned”  products  and  services  by  encouraging  the  
development  of  competitive  “value  coJcreation”  in  the  fields  of  safetyI  service  and  
emergencyJbased mobile product developmentK 
 
qhe one noteworthy methodological contribution of jl_f was the facilitation of a linear 
oCa framework and design for cyclic innovation activities that have researchI action and 
quality returnsK qhe system was a kind of “coJwork system” within an innovation system 
framework and as a liberation process for innovative activities — support for knowledgeJ
building rather than a fully automated process for innovation generationK ECfK AlterI OMMUKF 
 
fn  the  jl_f  studiesI  where  the  next  methodological  reflection  was  concernedI  was  in  the  
collective interpretation of related knowledge sourcesI technological elements and mobile 
solutionsK qhe reasoning for the continuum of jl_f methods lies in the assumption that the 
jl_f consortium and activities of oCaJrelated higher education studies emerges valueI 
knowledge economyI expertise networkingI value returns and relationships for involved 
actors EmirinenI OMMUFK    
 
fn  jl_fI  the  view  of  rigorous  research  was  approached  to  be  as  a  prerequisite  for  the  
sustainable developing and quality of networked expertiseK fn this contextI the framework of 
the research continuum includedW ENF thinking and ideaJbuilding groups as coJcreation 
forumsX  EOF  case  study  research  for  understandingX  EPF  design  research  for  buildingI  
improving and testing artifactsI services and methodologyX and EQF a “lastJmile research” 
approach for general utility productionI which in the end is addressed to valueJbuilding and 
economical returns on the national and global levelK 
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cirstI in jl_f the participants were involved in collaboration models in which achieved 
value comes from physical goods and artifacts but also increasingly from intangible things 
such as servicesI focused knowledgeI and global relationshipsK fn this shift in new emergent 
knowledge and the business modelI the first empiric view can be compressed to the phrase 
“jl_f was research for transition to live”I customersI and the role of higher education 
would  be  seen  as  “coJcreators  of  value”  rather  than  as  passive  recipientsK  qhis  first  
knowledgeJsharing dimension can also be described in more general terms as “thinking or 
ideaJbuilding space” or then as a “coJcreation forum for preJvalidation and synthesis of 
promising proposals for transition to live”K 
 
kext  in  jl_fI  case  study  research  was  coJinstructed  for  bringing  an  understanding  of  a  
complex issue or objectI  and it  can extend experience or add strength to what was already 
known through previous researchK qhe implementation of case studies in jl_f emphasised 
the detailed contextual analysis of a limited number of events or conditions and their 
relationshipsI except when the relevant behaviour cannot be changed or manipulated by 
researchers EbisenhardtI NVUVX deorge C _ennettI OMMRX derringI OMMTX ptakeI NVVRX vinI 
OMMVFK 
 
fn jl_fI the case study inquiry relies on multiple sources of evidenceI with data needing to 
converge in a triangulation fashionI and it benefits from the prior development of theoretical 
propositions to guide data collection and analysisK qhe term “triangulation” here refers to 
the usage of multiple sources of    evidence such asW data sourcesI as data triangulationX 
among different  evaluatorsI as investigator triangulationX perspectives of the same datasetI 
as theory  triangulationX and multiJmethodological approachI as methodological 
triangulation ECampbell C ciskeI NVRVX kunamakerI OMNMX mattonI NVVMX oobsonI OMMOX vinI 
OMMVFK 
 
qhenI third in the jl_f research continuumI design research studies were considered to 
produce a viable and mobile artifact in the forms of a constructI modelI methodI or 
instantiationI and design science produces design science knowledge for the improvement of 
the activities of design and constructionK fn other wordsI in the jl_f studyI it produces the 
knowledge to implement and realize the emergencyJrelated artifactsI servicesI methods and 
incipient innovations EAlterI OMMUX dregor C gonesI OMMTX eevnerI jarchI markI C oamI 
OMMQX eevner C ChatterjeeI OMNMX jarkusI jajchrzakI C dasserI OMMOX pimonI NVVSFK 
 
cinallyI probably the most reflective study efforts were concerned with the multiJ
methodological view of research and learningK eereI our understanding was that because no 
particular  research  methodology should  be regarded as the  preJeminent research paradigmI 
and  because no particular research  methodology is  sufficient by itself as stated in 
kunamakerI  Chen  C  murdin  ENVVNFK  collowing  kunamaker  EOMNMFI  the  focus  of  oCa  
outcomes  of  jl_f  and  evaluation  would  be  in  the  prediction  of  research  impactsI  eKgK  by  
way of  using lastJmile researchI which  includes three phasesW proof of conceptI which is  close 
to the exploratory sciencesX  proof of value as the view in experimental sciencesX and proof of 
use as an instance of applied  sciences and engineeringK  
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hel LearningOxchievementsOandOäisseminationO
 
oesearchI development and innovation are central and essential part of the activities of 
higher education institutionsK ptudentJcentric oCaCfI where students are in a central role 
generating and managing oCaCf and creating innovations and solutionsI is still rareK qhe 
future  vision  is  genuine  studentJdriven  oCaCf  in  which  iaurea  is  a  pioneerK  qhe  study  of  
iaurea’s student qimo sillemson concentrates on the planning and preparation phases of 
the jl_f projectK 
 

sillemsonI  qK  EOMNNF  rser  centric  research  in  the  jlBfJprojectK  fn  lK  
hallioinen EbdKF iearning by aevelopingJkew ways to learnK mroceedings of 
the Prd Conference on cuture bxpertise in eigher bducationI santaaW 
iaurea rniversity of Applied pciencesI N44JNRTK 

 
AbstractW= qhis= study= takes= a= look= at= the= output= from= OMMV= autumn’s= student=
centric= research= work= concerning= jobile= lbject= Bus= fnteraction= EjlBfF= project=
and=looks=at=the=methods=the=students=usedK=qhen=the=output=and=methods=will=be=
looked=at=from=the=point=of=action=research=and=how=action=research=can= improve=
the=output=of=iaurea’s=future=projectsK=qhe=jlBf=project=was=started=in=iaurea=in=
multiple= fronts= as= different= kinds= of= research= projectsK= qhese= projects= include=
subjects= like= biometricsI= taxonomical= research= on= servicesI= CAkJbus= etcK= iaureas=
iba=Eiearning=by=aevelopingF=model=gives=its=students=a=great=level=of=freedom=to=
conduct= research= and= the= same= goes= for= the= jlBf= projectK= iaurea= provides= the=
students=a=subjectI=resourcesI=guidance=and=a=level=of=standard=s=that=they=need=to=
reachK= And= in= exchange= for= this= freedomI= students= produce= a= wide= variety= of=
innovation=made=with=genuine=interestK=

 
ptudents from iaurea rniversity of Applied pciences participated in many jl_fJrelated 
work packages and completed over NIMMM credits with their project workK qwo joint projects 
were organized with the jetropolia rniversity of Applied pciences and Aalto rniversityI 
where students had the possibility to work in an authentic environment as j_A masi hämppi 
presented in the qfbjp Eqhe fnternational bmergency janagement pocietyF workshopK 
 

hämppiI mK EOMNPFK iiving iab implementations in the jlBf projectK 
qfbjp torkshop on pmart bnvironments and fCq pystems iiving iab for 
pocietal pecurityI OSJOT peptember OMNPI bspooI cinlandK 

 
AbstractW=bmergency=vehicles=are=nowadays=more= like=mobile=offices=that= carry=a=
lot=of=equipment=and=fCqJtechnologyK=cinnish=police=patrol=vehicle=has=over=QM=user=
interfaces=and=energy=peak=consumption=can=be=almost=OMMAK=iaurea=rniversity=of=
Applied=pciences=ErApF=started=the=jlBf=project=on=OMNM=to=find=solutions=existing=
problems= by= theoretical= research= and= practical= implementations= with= proofJofJ
conceptsK=iaurea=rAp=got=a=real=vanJsized=police=vehicle=from=the=cinnish=molice=as=
a=research=platform=on=OMNO=and=started=to=find=solutions=by=implementing=proofJ
ofJconcepts=after= intensive= theoretical= research= phase= since=OMNMK= qhe=real= police=
vehicle=provided=a=very=interesting=learning=environment=for=lecturersI=researchersI=
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students=and=partnersK= qhe=most=successful=proofJofJconcepts=were=multiJchannel=
routing=telecom=proofJofJconceptI=new=intelligent=battery=system=proofJofJconceptI=
touch=screen=based=qbqoAJterminal=proofJofJconcept=and=ocfaJbased=equipment=
tracking= simulation= in= emergency= vehicleK= All= these= proofJofJconcepts= were=
implemented= and= verified= in= authentic= learning= environment= in= the= real= police=
vehicleK= qhe= presentation= will= cover= four= already= implemented= proofJofJconcepts=
and=one=proposal=for=a=new=research=itemK=

 
ptudents had the possibility to participate in national and international seminars where they 
could interact with top experts in the fieldK qhe jl_f seminar in jay OMNP included ten 
student presentationsI and the following students presented their papers at scientific 
conferencesW 
 

· qimo  sillemson  at  of  the  Prd  Conference  on  cuture  bxpertise  in  eigher  bducationI  
lctober NOJNRI OMNMI bspooI cinlandK 

· qaina eultI flkka qikanmäki and quomo quohimaa at the NMth tpbAp fnternational 
Conference  on  Applications  of  Computer  bngineeringI  jarch  OQJOSI  OMNNI  mlaya  
jelonerasI dran CanariaI Canary fslandsI ppainK 

· gouni iehto and gari Ahokas at the NNth tpbAp fnternational Conference on Applied 
Computer and Applied Computational pcienceI April NUKJOMI OMNOI oovaniemiI 
cinlandK 

· gutta qervahaltialaI pofia qervola and pari gohansson at the buropean fntelligence 
and  pecurity  fnformatics  Conference  EbfpfCFI  August  OOJOQI  OMNOI  ldenseI  
aenmarkK 

· jarkus suorinen at the fnternational Congress on bngineering and fnformation 
EfCbAfFI ganuary ORJOTI OMNPI _angkokI qhailandK 

· jarkus suorinen at the OTth fnternational Conference on fnformation ketworking 
EfClfkFI ganuary OTJPNI OMNPI _angkokI qhailandK 

 
qhe cinnish fnformation pecurity Association awarded the jasterDs thesis of gyri menttinen 
as the best securityJrelated thesis in the rniversity of Applied pciences series in OMNPK jrK 
menttinen’s thesisI “eow to use different securityJlevel fq service environments using the 
same data terminal equipment”I aims to solve the challenges associated with different 
securityJclass service platforms used with the same terminalK qhe implemented solution 
allows different levels of the state administration of classified information safe and legal 
processing on the same terminalK qhis particular thesis topic is very currentI and its 
usefulness is great — the work has already achieved significant cost savingsK qhe thesis was 
made at the iaurea rniversity of Applied pciences and was evaluated as excellentK 
 
fn summaryI there were PN theses madeW nine jasterDs theses at iaureaI one jasterDs thesis 
at Aalto rniversityI and one jasterDs thesis at the rniversity of the test of pcotlandK 
AdditionallyI there were three doctoral dissertations doneK ar oauno mirinen from iaurea has 
made two projectJrelated doctoral dissertationsI and ar eannaJjiina pihvonen from 
bmergency pervices College has made her doctoral dissertation for the projectJrelated 
issuesK 
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qhe results were presented at international conferencesI seminars and workshopsX there 
were ten journal papers published and OR peerJreviewed conference papersK  
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i UserdcentricORequirementsO
Paresh Rathod, Pasi Kämppi & Ilkka Tikanmäki 

A research review of existing emergency response vehicles EbossF shows the implementation 
of services and solutions across various spectrums in normal conditionsK eoweverI a close 
encounter with real users of boss shows a shortcoming in various aspectsI especially during 
varied conditionsK ptudies conducted in tork mackage O EtmOF of the jl_f project 
emphasizes endJusersD requirements and their needs in various conditionsI including 
challenging conditionsK eenceI considering their needs leads to better and sustainable 
services and solutionsK bxperts and real users of boss suggest that the area of improvement 
includes emergency response preparednessI critical communication and realJtime updatesI 
power supply optimizationI availability of resources and equipmentI safety and 
sustainabilityI ease of use and optimization of fCq systemsK qhis chapter presents the 
outcome of extensive research work conducted mainly by studentsI researchers and project 
workers under the supervision of an academician and experts in the fieldsK 
 
 
ieh IntroductionO
=
qhe main deliverable of jl_f tork mackage O resulted in an endJuser requirements 
specification for standardization efforts for bossK cor the article written by maresh oathod 
and masi hämppiI they have extensively supervised research studies of studentsI researchers 
and project workers in the jl_f projectK qhe document reflects the research reviewsI 
analysis and outcomes in a standard format reportK qhe report presents actual users’ views 
and how they see thingsK qhe requirementJgatheringI analysis and specification resulted in 
working closely with endJusersK qhe popular requirements gathering techniquesI such as 
interviewing police officers and users of cinnish bossI gAaG Eamong the oCa teamFI 
literature reviews and observation have been used to generate requirement specificationsK 
curthermoreI  both  researchers  have  also  published  a  research  paper  at  one  of  the  fbbb  
conferences in OMNP and the abstract presented belowK  
 

oathodI mK C hämppiI mK EOMNPFK rser oequirements of bmergency 
oesponse sehiclesW mreliminary cindings from a Current oesearch ptudyK fn 
mroceedings of the Ond fbbb fnternational Conference on Connected 
sehicles C bxpo EfCCsb OMNPFI aecember OJSI ias segasI kevadaI rpAK 
 
AbstractW=A=review=of=current=bmergency=oesponse=sehicles=EbossF=demonstrates=
the= use= of= technological= services= and= solutions= in= onJ= and= offJpavement=
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performanceK= qhere= is= overwhelming= usage= of= technologies= including= equipmentI=
components= and= services= in= modern= emergency= response= vehiclesK= qhese= diverse=
elements=also=invite=various=challenges=while=building=emergency=vehiclesK=A=set=of=
standards =has =been =released =by =local =and =global =organizations =to =help =building =
standard=vehicle= for= emergency=responsesK= qhere=are=effective= implementations=of=
these= standards= to= provide= services= and= solutionsK= eoweverI= research= has= shown=
shortcomings= in= current= bossI= especially= in= terms= of= real= users’= needsK=
Consideration=of=the=user’s=needs=and=requirements=has=paramount=importance=for=
the=building=of=effective=and=efficient=bmergency=oesponse=sehiclesK=qhis=research=
paper= addresses= those= gaps= by= reporting= the= preliminary= findings= of= a= current=
research= projectI= namely= jobile= lbject= Bus= fntegration= EjlBfFK= qhe= study= has=
identified= eight= areas= of= focus= by= closely= working= with= real= users= of= emergency=
vehiclesI=which= include=emergency= response=preparednessI= critical=communication=
and=real=time=updatesI=ease=of=use=and=optimization=of=fCq=systemsI=optimization=
of= power= supplyI= availability= of= resources= and= equipmentI= and= safety= and=
sustainabilityK= qhe= end= user’s= requirements= were= gathered= using= both= qualitative=
and= quantitative= data= analysisI= and= grounded= theoryJbased= research= studyK= qhe=
focus=of=the=preliminary=findings=is=on=the=functional=requirementsK=qhe=paper=also=
discusses=the=science=used=in=the=laboratory=and=field=while=building=state=of=the=art=
emergency=response=vehiclesK==
=
=

iei –actorsOxffectingOtheOUserORequirementsOO
O SpecificationOinOömergencyOResponseOServicesOandO O
O SolutionsO
 
fn  cinlandI  boss  are  in  use  by  various  authoritiesI  including  policeI  customs  and  border  
security guardsI fire and rescues servicesI and medical emergency servicesK qhe bosDs space 
is mainly divided into two or three compartmentsK sarious departments are building their 
boss  based  on  their  own  requirementsK  qhat  includes  various  productsI  services  and  
solutions for each compartmentK sarious factors directly affect the gathering of user 
requirements and specifications for those productsI services and solutionsK bija iyytikkä 
conducted her jaster’s thesis on the subjectW “fmpact of the iegislation of the oequirement 
ppecification on the iog janagement pystemW A Case ptudy oesearch in the mublic eealth 
Care pector”K qhe area of studies was a factor affecting information systems and security in 
bossK qhe study shows the need for inJdepth research on every aspect related to emergency 
servicesK qhat indicated that various factors can affect the delivery of emergency servicesK 
iet us start exploring some factors by studying the abstract of bija iyytikkä’s research workK 
 

iyytikkäI bK EOMNOFK iainsäädännön vaikutus lokienhallintaJjärjestelmän 
vaatimusmäärittelyynW tapaustutkimus julkisesta terveydenhuollostaK Eqhe 
legislation impact on the requirement specifications for the log 
management systems designW Case study on the public health care sectorF 
qhesisK qheseusK bspooW iaureaEin cinnishFK 
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AbstractW qhe= main= objective= of= this= thesis= was= to= examine= the= aspect= of= the=
legislation= impact= on= the= requirement= specifications= for= the= log= management=
systems= design= in= the= public= health= care= sector= to= be= prepared= for= the=
implementation=of=the=log=management=system=for=the=public=health=care=sector’s=
information=system=on=the=required=legislative=levelK=fn=the=thesis=emerged=a=topical=
subject= of= the= national= health= care= information= systemsI= iKeK= the= application= of=
electronic= prescription= EeoeseptiFI= a= part= of= the= national= public= health= care=
information=system=EhanqaJpalveluF= in= cinlandK=qhis=application= of= the=electronic=
prescription=requires=following=the=national=audit=requirements=for=log=processing=of=
public=health=care=organizationsK=qhe=implementing=of=the=log=management=with=
the=management=system=demands=good=design=for=the=system=in=the=public=health=
care=sectorK= An= important= factor= for= managing=the= log=data= is= to= understand=the=
whole= life= cycle= of= the= log= dataK= qhe= whole= managementI= the= definition= of=
management=and=the=implementation=of=management=during=the=whole=life=cycle=
in=the=public=health=care=environment=should=be=comprehendedK=
=
qhe= material= of= this= thesis= was= gathered= by= theme= interviewsI= observation= and=
fieldwork=in=order=to=have=versatileI=rich=and=deep=dataK=After=collecting=the=data=it=
was= categorized= by= significance= and= entities= of= meaning= based= on= the= interview=
bodyK= tith= this= qualitative= analysis= method= the= purpose= is= to= conceptualize= the=
target=of= research=and=to=discover=concepts=and=rules=of= the= law= which=allow=the=
reader=to=realize=and=interpret=what= the=research=target= really= containsK= qhrough=
the= whole= research= processI= collecting= the= material= and= the= analysis= are=
intertwinedK= auring= the= research= process= there= is= interaction= between= the=
researcher= and= the= research= targetI= which= also= allows= interaction= between= the=
researcher=and= the=research= fieldK= qhis=qualitative=analysis=aims=to=convey= to=the=
reader=a=realistic=overview=of=the=research=targetK=qhe=researcher=avoids=giving=a=too=
subjective= description= to= the= reader= but= instead= aims= to= give= a= number= of=
descriptions= of= the= research= targetK= tith= the= qualitative= analysis= the= researcher=
attempts=to=tell=to=the=reader=what=was=obtained=through=interviewsI=observation=
and= fieldworkK= qhe= qualitative= analysis= does= not= aim= at= statistical=
representativenessK=As=a=conclusion=of=this=thesis=it=can=be=recognized=that=the=log=
management= is= a= part= of= overall= information= security= and= practices= in= the= public=
health=care=organizationK=ft=would=be=necessary=to=define=a=log=policy=in=the=public=
health=care=organizationI=in=order=to=define=the=roles=and=responsibilitiesI=when=the=
organization= is= drawing= conclusions= about= the= implementation= of= the= log=
management= systemK= qhe= objective= of= this= research= was= to= conceptualize= the=
research=targetI=which=was=achievedK=

 
Another  research  work  was  carried  out  by  qatu  rrpilaI  a  _achelor’s  degree  student  in  
security managementK eis thesis work focused on investigating user needs for fire engine 
electrical devices and fq systems for volunteer firefightersK ee has carried out observationsI 
interviews  and  surveys  to  gather  informationK  qhe  study  has  been  conducted  to  find  out  
what electrical devices and systems help in information managementI volunteer firefighters 
use in their vehicles during responding to emergency callsK oesearch work also explores 
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various  factors  affecting  the  resultsK  qhe  extensive  details  can  be  found  in  his  thesis  workK  
keverthelessI a brief summary is presented belowK  
 

rrpilaI qK EOMNOFK popimuspalokuntien pelastusajoneuvojen sähkötekniset 
laitteet ja järjestelmätK Eblectrical device and information technology in 
firefighting vehicles of volunteer fire departmentsFK qhesisK qheseusK bspooW 
iaurea Ein cinnishFK 
 
AbstractW=qhis=thesis=is=investigates=user=needs=for=fire=engines=electrical=devices=and=
fq=systems=of=volunteer=firefightersK=qhis=study=is=part=of=the=first=phase=of=the=jlBf=
project= researchK= qo= discover= user= needsI= observingI= interviews= and= a= survey= have=
been=used=to= gather= informationK= qhe= information= gathered=using=these=methods=
has= been= supported= by= information= from= other= studies= and= literatureK= qhis= study=
has= been= conducted= to= find= out= what= electrical= devices= and= systemsI= help= in= for=
example= information= managementI= volunteer= firefighters= use= in= their= vehicles=
during= responding= to= emergency= callsK= qhis= study= mainly= focuses= on= such= devices=
and= systems= that= are= located= in= the= crew= cabin= of= the= firefighting= vehiclesI= for=
exampleI= the= control= panel= of= emergency= lights= and= sirensI= communications=
applications=and=computersK=qhis=study=does=not=cover=firefighting=gear=or=devices=
that= are= being= used= directly= in= firefightingK= qhe= results= of= this= study= reveal= that=
volunteer=firefighters=have=a=great=deal=of=different=solutions=in=useK=qhe=number=of=
devices= that= use= electricity= in= the= vehicles= has= caused= some= problems= to= the= fire=
departments= in= managing= the= electricity= supplyK= pome= solutions= for= this= problem=
have= been= presentedX= the= most= advanced= model= suggested= is= integration= of=
different= features= in= one= deviceK= qhe= firefighters= also= have= the= need= for= more=
information= technology= for= managing= different= types= of= information= when=
responding=to=emergency=callsK=eoweverI=the=firefighters=also=feel=that=information=
technology=should=also=always=have=backup=solutionsK=Based=on=the=results=of=this=
studyI=the=amount=of=information=technology= in=firefighting=apparatus=appears=to=
be=growing=and=the=users=find=it=necessaryK 

 
A stateJofJtheJart mmao organization keeps their mobile radio communication upJtoJdate to 
provide excellent services during a crisis situationK sille ooiskoI a jaster’s student from 
Aalto rniversity conducted his research work on usability evaluation for the qbqoA 
Eqerrestrial  qrunked  oadioF  mobile  radioK  sille  has  been  part  of  the  research  team  in  the  
jl_f project wearing the hat of a researcher Eproject workerFK masi hämppiI one of the chief 
researchersI  has  installed  a  Cassidian  qjoUUMi  qbqoA  mobile  radio  with  a  touch  screen  
based  rf  in  a  demo  vehicleK  sille  carried  out  a  usability  evaluation  on  a  newly  developed  
graphical rf for the qbqoA radio by Cassidian cinland lyK ft would be very helpful to know 
how users and their knowJhow from various mmaos impact the optimum use of new servicesK 
qhere  are  various  other  factors  explored  by  ooiskoK  qhese  broaden  scientific  knowJhow  on  
various  factors  affecting  the  core  requirements  of  bossK  qhe  thesis  work  is  considered  as  
pivotal in the jl_f projectI and hence an extended abstract has been included hereK 
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ooiskoI  sK  EOMN4FK  rsability  evaluation  of  qbqoA  mobile  radio  in  mublic  
mrotection and aisaster oelief EmmaoF vehiclesK jaster qhesisK bspooW 
Aalto rniversity Efn mressFK 
 
bxtended=AbstractW=qhis=thesis=concentrates=on=usability=evaluation=for=the=qbqoA=
Eqerrestrial=qrunked=oadioF=mobile=radioK=fn=the=demo=vehicle=of=the=project=there=is=
a= Cassidian= qjoUUMi= qbqoA= mobile= radio= installedK= Cassidian= cinland= ly= has=
also=developed=software=for=using=the=mobile=radio=from=the=screen=of=the=onboard=
computerK=qhe=essence=of=this=thesis=is=to=answer=to=two=fundamental=questionsW=fs=
the= new= onboard= computer= integrated= user= interface= ErfF= of= the= qbqoA= mobile=
radio=useful=from=the=viewpoint=of=the=end=user?=that=are=the=main=functions=that=
should=be=included=to=the=touch=screen=based=rf=of=the=qbqoA=mobile=radio?==

qhe=software=by=Cassidian=cinland=is=still=a=prototype=and=it=has=not=been=tested=in=
moving=vehicle=beforeK=At=the=moment=the=software=includes=a=set=of=basic=functions=
for=operating=the=qbqoA=mobile= radioK=qhe=main= idea=of= the=software= is= that=the=
most=commonly=used= functions=of= the=mobile= radio=could=be=used= from=the=touch=
screen=and=the=actual=mobile=radio=could=be=used=to=operate=more=demanding=and=
less= frequently= used= tasksK= At= this= point= of= the= product= development= process= the=
main= idea= is=to=introduce=the=software=to=the=end=user=and=arrange=usability=tests=
and= interviews=in=order=to=get=the=feedback=and=opinions=from=the=end=usersK=qhis=
way=it=is=possible=to=design=the=best=possible=product=for=the=usersK=

rsability=evaluation=process=of=the=thesis=has=been=divided=in=to=three=main=areasK=
fn=the=first=phase=three=police=officers=were=interviewed=to=get=the=basic=information=
of= the=normal= police=work=and=the=way= they=use=qbqoA= in=their=daily= workK= qhe=
interviews= were= theme= interviewsK= tith= the= data= from= the= interviews= it= was= also=
easier=to=create=more=credible=use=scenarios=to=the=usability=testsK=

eeuristic= evaluation= for= the= software= was= conducted= after= the= interviewsK= fn=
heuristic= evaluation= the= rf= is= being= examined= with= the= help= of= certain= usability=
guidelinesK=fn=this=thesis=the=guidelines=were=based=on=heuristics=by=gakob=kielsenK=
eeuristic= evaluation= is=a= method= that= can= be= arranged= with= small= resources=and=
can= be= used= to= find= a= significant= amount= of= usability= problems= relatively= easyK=
eeuristic=evaluation=fits=with=usability=tests=because=methods=find=different=types=of=
problems=and=this=way=support=each=otherK=

After= the= interviews= and= heuristic= evaluation= usability= tests= with= real= users= were=
arrangedK= qhe=test=session= included=a=background= questionnaireI= set=of= test=tasks=
and= an= interviewK= qhe= interview= had= mostly= the= same= structure= than= the= three=
interviews=in=the=first=phase=of=the=research=processK=qhe=tests=were=arranged=in=the=
demo=vehicle=on=public=roadsK=Camera=was=installed=to=record=the=test=situation=to=
help= the= analysis= of= the= resultsK= qhe= test= situation= consisted= of= ten= test= tasks=
including= seven= different= functions= of= the= softwareK= cive= users= were= testedI= all= of=
who=were=part=of=the=actual=qbqoA=mobile=radio=user=groupK=As=a=summary=there=
were=in=total=seven=interviews=and=five=usability=testsK=ft=has=been=shown=in=different=
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studies= that= majority= of= usability= problems= can= be= found= already= with= five= test=
usersK=

fn= heuristic= evaluation= overall= QO= different= usability= problems= were= foundK= qhe=
problems= were= rated= with= severities= by= kielsen= on= a= scale= from= zero= to= fourK=
jajority=of=them=EPM=problemsF=were=rated=as=two=or=threeK=fn=addition=there=were=
eight=problems=rated=as=four=and=four=problems=rated=as=oneK=All=in=all=there=are=a=
significant= amount= of= problems= in= the= rf= implementation= and= the= usage= can= be=
occasionally= quite= demandingK= jost= of= the= problems= can= be= easily= corrected= and=
therefore= it= is= recommended= to= fix= these= problems= in= order= to= improve= the= user=
experience=of=the=softwareK=

rsability= tests= indicated= that= the= software= is= relatively= difficult= to= use= while= the=
vehicle=is=movingK=qhe=most=important=functions=of=qbqoA=mobile=radio=according=
to=the=users=are=talkingI=pressing=the=tangent=and=changing=the=talk=groupsK=fn=the=
usability= tests= these=were=the= functions=that= found= out= to=be=the=most=difficult= to=
useK= qhis= means= that= in= the= following= product= development= cycle= it= should= be=
focused=on=improving=the=usability=of=these=functionsK=lther=issues=that=came=out=in=
the= tests= and= interviews= concerned= the= size= of= the= number= and= letter= buttonsK= fn=
moving=vehicle=it=found=out=to=be=quite=difficult=to=hit=the=smallest=buttons=of=the=
rfK= qhis= is= also= an= issue= that= should= be= taken=into= consideration= in= the= following=
product=development=phasesK=

rsers=had=different=opinions=concerning=the=touch=screen=based=rf=for=the=qbqoA=
mobile= radioK= pome= did= not= see= that= the= touch= screen= based= rf= would= give= any=
additional= value= comparing= the= current= state= in= the= vehicleK= lthers= had= more=
positive= attitude= towards= the= ideaK= rsers= are= relatively= satisfied= with= the= current=
qbqoA=arrangements=in=the=mublic=mrotection=and=aisaster=oelief=EmmaoF=vehicles=
and= in= many= cases= it= is= hard= for= them= to= understand= why= the= current= situation=
should=be=changedK=ft=came=clear=though=that=some=of=the=functions=might=be=easier=
to= use= from= the= touch= screenK= jost= users= underlined= that= mmao= vehicles= already=
have=different=systems=operating=on=the=onboard=computerK=jany=of=these=systems=
include=some=of=the=same=functions=as=qbqoA=for=example=status=updatesK=At=the=
end=though=majority=of=the=users=felt=that=the=mobile=radio=could=be=used=also=from=
the=touch=screenK=qhe=solution=would=only=have=to=be=designed=in=a=way=that=there=
is=no=need=for=switching=between=different=applications=on=one=screenK=

rsers=had=rather=clear=visions=concerning=the=functions=that=should=be=included=to=
the= touch= screen= rf= of= the= mobile= radioK=qhe= most= important= functions= are= voice=
trafficI= changing= the= talk= groupsI= status= updatesI= volume= control=and= emergency=
callK=qhese=should=be=easy=to=use=and=clearly=presented=on=the=screenK=Changing=the=
talk= groups= is= a= function= used= extremely= often= at= least= in= the= metropolitan= areaK=
qhe=users=also=underlined=they=want=to=see=the=number=of=the=caller=and=the=current=
talking= group= from= the= screenK= Currently= most= of= the= mobile= radio= usage= is= still=
ordinary=voice=traffic=and=this=is=why=it=is=crucial=that=the=tangent=is=easy=to=useK=qhe=
touch=screen=based=tangent=that=can=be=found=from=the=software=is=not=perhaps=the=
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best=solutionK=qhe=tangent=could=possibly=still= in=the=future=be=a=separate=physical=
button=somewhere=in=the=vehicleK=

then= interviewing= the= users= it= was= noticed= how= different= types= of= use= cases=
different=mmao=players=have=for=the=qbqoA=mobile=radioK=fnterviewees=were=police=
officers= and= in= addition= one= paramedicK= Already= with= one= interview= with= the=
paramedic= it= was= easy= to= notice= the= differences= compared= to= the= police= when=
concerning= the= usage= of= the= mobile= radioK= fn= the= light= of= this= it= is= highly=
recommended=to=arrange=usability=tests=and=user=interviews=in=cooperation=with=all=
the=different=mmao=players=during=the=future=researchK=

ft=is=advisable=to=run=full=scale=usability=tests=with=the=next=version=of=the=software=
prototypeK=qhese=tests=should=include=different=kind=of=driving=speeds=and=different=
kind=of=driving=circumstancesK= ft= is=extremely= important= that=the=software=can=be=
used= fluently= in= all= kind= of= situationsK= ft= has= been= planned= that= in= the= future= a=
common=field=commanding=system=EhbglF=for=all=mmao=players=will=be=introducedK=
ft=would=be=advisable=to=find=out=if= there=are=possibilities=to=integrate=the=qbqoA=
mobile=radio=rf=to=the=field=commanding=systemK=aifferent=applications=for=the=field=
commanding=system=and=the=mobile=radio=have=certain=challenges=at=least=with=the=
current=operating=system=tindows=um=and=limited=NO”=screen=size=of=the=onboard=
computerK= fn= the= future= this= can= all= change= if= the= operating= system= and= screens=
become=more=suitableK=lne=option=that=may=happen=in=the=future=is=to=include=two=
screens= to= the= vehicle= where= different= applications= can= be= dividedK= qhis= would=
enable=more=effective=use=of= the= applicationsK= fn=the= light=of= the= foregoing= future=
development=of=both=hardware=and=software=of=mmao=vehicles=are=in=important=role=
when=concerning=new=kind=of=rf=solutions=for=the=qbqoA=mobile=radioK=
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qhe buildI services and solutions provided in emergency response vehicles are in direct 
proportion to the quality of customer servicesK lur previous paper broadly presented three 
types  of  bossW  jedical  bmergency  sehicles  EjbssFI  molice  and  _order  matrolling  and  
mrotection  sehiclesI  and  cire  and  oescue  sehiclesK  kursing  students  bmmi  porsa  and  
oochelle  pantos  carried  out  an  investigation  on  jbss  and  provided  a  solution  in  their  
research studiesK qhey conducted their studies in the rescue department of hantaJeäme in 
the  cities  of  corsa  and  eämeenlinnaK  qhe  focus  of  study  was  divided  into  various  themes  
starting  from  ambulance  appearanceI  staff  skills  and  method  of  treatments  in  jbssK  qhe  
result shows that patients were most satisfied with treatment at the scene and least 
satisfied with reporting to relativesK Complete details of the study can be found in the thesis 
titledI “hantaJeämeen pelastuslaitoksen eämeenlinnan ja corssan toimialueiden 
potilastyytyväisyys ensihoitopalveluiden laatuun” Ein cinnishFK qhe following abstract gives 
an overview of the outcomesK 
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porsaI bK C pantosI oK EOMNNFK hantaJeämeen pelastuslaitoksen 
eämeenlinnan ja corssan toimialueiden potilastyytyväisyys 
ensihoitopalveluiden laatuun Ematient contentment in the quality of firstJ
aid services in the rescue department of hantaJeäme in corssa and 
eämeenlinnaFK qhesisK qheseusK eyvinkääW iaurea Ein cinnishFK 
 
AbstractW qhe=purpose=of=this=thesis=was=to=measure=the=quality=of=firstJaid=services=
from=the=patients’=point=of=view=in=the=rescue=department=of=hantaJeäme=in=corssa=
and =eämeenlinnaK =qhe =study =was =based =on =a =previous =research =Eealonen =C =
mennanen=OMMVFI=the=purpose=of=which=was=to=develop=an=indicator=to=measure=the=
quality= of= firstJaid=services= in=the=rescue=department=of=hantaJeämeK= qhe=aim=of=
this=study=was=to=use=this= indicator=to=assess=the=quality=of=services= in=the=area=of=
oiihimäkiK= te= used= the= research= in= question= so= that= all= the= results= would= be=
comparable=in=all=the=researches=made=in=the=hantaJeäme=rescue=department=and=
in= the= future= researches= that= measure= the= quality= of= firstJaid= servicesK= qhe=
questionnaire=was=sent=to=patients= in=eämeenlinna= and=corssaK=lf= these=patients=
NTR=were=transferred=to=extensive=careI=while=RM=of=them=were=treated=on=the=sceneK=
lf=the=questionnaires=TO=EPO=BF=were=returned=from=both=eämeenlinna=and=corssaK=
qhe=research=material=was=collected=in=OMNNK=qhe=research=results=were=entered=in=
the=pmpp=mApt=statistic=NUKMJ=program=was=used=in=the=analysis=of=the=dataK=qhe=
material=was=divided=into=five=themesW=the=general=appearance=of=the=ambulanceI=
the=professional= skills=of= the=ambulance=staffI= the=individuality=and=uniqueness=of=
the=treatmentI=the=patients=transferred= to=extensive=care=and= patients=treated=on=
the =sceneK =lpen =comments =could =be =added =in =the =questionnaireK =qhe =study =
indicated=that=the=most=satisfied=patients=where=the=ones=treated=on=the=scene=both=
in=eämeenlinna=and=corssaK=qhe=patients=were=least=satisfied=with=the=manner=the=
relatives=were=taken=into=accountK=

 
qhe importance of accurateI concise and timely information is very high for the quality of 
services in medical emergenciesK Another research study conducted by nursing students 
indicates that an electronic paramedic report plays a pivotal role in serving patients in jbssK 
quomas qelkki worked on a thesis in which he studied the usability of paramedic reports 
produced by the electronic jerlot jedi system Einformation system in jbssFK eighly useful 
results can be achieved by optimizing paramedic reportsK qhe following abstract summarizes 
his research studiesK  
 

qelkkiI qK EOMNOFK bnsihoitokertomuksen käytettävyys sairaalan 
päivystyspoliklinikallaK Ersability of paramedic reports in hospital 
emergency departmentsFK qhesisK qheseusK bspooW iaurea Ein cinnishFK 
 
AbstractW= fn= this= thesis= usability= of= paramedic= reports= produced= by= electronic=
jerlot=jedi=system=was=studiedK=qhe=aim=of=the=study=was=to=establish=the=kinds=of=
paramedic= reports= that= are= usable= in= hospital= emergency= departmentsK= qhe=
information= that= best= benefits= treatment= of= the= patients= was= to= be= foundK=
nualitative= research= was=used= in= the= studyK= qhe= method= or=the= study= was=theme=
interviewK= qhe= results= of= the= interviews= were= analyzed= by= qualitative= content=
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analysisK= qhe= study= was= conducted= at= gorvi= hospital= emergency= departmentK= NQ=
nurses=working=at= the=department=were= interviewedK= qhe=study=results=show=that=
electronic= paramedic= report= usability= is= goodK= rsability= in= this= thesis= is= seen= as=
understandabilityI=readabilityI=uniformity=and=information=content=that=serves=well=
patient=careK=qhe=usability=can=be=improved=by=structured=outfitI=good=readability=
and=informational=contentsK=A=minimum=data=set=for=the=reports=was=identified=as=
development=areaK=

 
 
iek SignificanceOofOIzTOSystemsOandOUserONeedsO
 
fnformation and communications technology plays a pivotal role in providing emergency 
services and solutions across buropeK A recent study shows that cinland has one the most 
cuttingJedge emergency services and solutions amongst buropean countriesK qhe use of fCq 
systems in boss is the main brain behind all operationsK eenceI it is the most significant and 
pivotal elements in collecting user requirements and creating specificationsK te have 
particularly focused our research work on fCq systems and their role in emergency services 
and solutionsK te will now study some studentsD work and their research studies in this areaK  
 
ganiJeeikki gärvinen’s researchI “Complete oenewing of an fnformation pystemK CaseW qhe 
cinnish molice corce”I is part of the reform project of the law enforcement systemK qhis is one 
of  very  early  research  studies  in  jl_f  projectK  gärvinen  carried  out  his  thesis  work  for  the  
cinnish molice corceK qhis particular study was conducted from the endJuser point of viewX 
suitability analysis of the new user interface was the main objectiveK oesearch deals with the 
compatibility of two Coj systems — lracle piebel fnvestigative Case janagement and 
pAm fnvestigative Case janagement — as the basis of the new system platform for the new 
law enforcement systemK According to the suitability analysis conducted by gärvinenI both 
systems met the requirements defined for the new systemK lracle’s system is generally userJ
friendlyK qhe unclear workflow and data on time visibility were mentioned as the weaknesses 
of the systemK qhe lracle piebel fnvestigative Case janagement and pAm fnvestigative 
Case  janagement  systems  are  very  similar  to  each  other  in  generalK  qhere  are  no  
remarkable differences between user interfaces or functionalitiesK gärvinen presents that 
some customizing work is needed to improve the usability of the systemsK aespite the 
development proposalsI both systems are capable of operating as the platform of the new 
law enforcement systemK qhe study demonstrated the pivotal importance of fCq systems 
and user needsK qhe following is an abstract of the studyI which was originally conducted in 
cinnishK 
 

gärvinenI gJeK EOMNMFK mAqgApqA sfqgAAk; moliisiasiain 
tietojärjestelmän kokonaisuudistusK EComplete oenewing of an fnformation 
pystemK CaseW qhe cinnish molice corceFK qhesisK qheseusK bspooW iaurea Ein 
cinnishFK  
 
AbstractW= qhis= BachelorDs= thesis= describes= a= usability= research= made= for= the= two=
candidates=of=which=one=is=to=be=chosen=as=the=new=Coj=system=when=renewing=the=
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complete=information=system=of=law=enforcement=affairs= in=the=cinnish=policeK=qhe=
reforming=project=of=the=information=system=is=called=sfqgA=projectK=
=
qhe=evaluation=explained=and=clarifiedI=which=solutions=would=suit=best=to=this=task=
in=the=terms=of=usabilityK=qhe=evaluation=was=carried=out=and=based=on=the=screen=
views= of= the= interfacesK= qhe= systems= that= were= evaluated= were= the= Coj= systems=
with=law=enforcement=addJons=of=lracle=cinland=itd=and=pAm=cinland=itdK=qhose=
two= companies= had= by= the= autumn= of= OMMV= applied= for= becoming= the= system=
providerK= qhe= evaluation= was= made= from= the= point= of= view= of= usability= and= best=
suitability= and= is= highly= respected= as= an= important= part= of= the= authorities=
information=system=project=within=the=ministry=of=the=interior=as=the=evaluation=is=
made= for= the= possible= future= solutions= of= the= law= enforcementK= qhe= expert=
evaluation= was= carried= out= with= lracle= piebel= fnvestigative= Case= janagement=
Eincluding= lracle= Business= fntelligence= mublisherI= a= tool= for= reporting= and= piebel=
qools=for=configurationF=as=well=as=with=pAm=fnvestigative=Case=janagementK=
=
qhe= expert= evaluation= took= advantage= of= a= participating= user= testing= and= an=
applied=heuristic=evaluation=in=evaluating=the=usabilityI=but=concentrated=more=on=
the= user= experience= gained= by= the= evaluation= of= the= interfaceK= teaknesses= and=
issues= to= be= improved= were= discovered= more= or= less= equal= amount= from= both=
systemsK= keither= system= had= such= serious= faults= that= would=most= likely= to= hinder=
them=being=chosen=and=implemented=as=the=new=platform=for=the=law=enforcement=
information= systemK= qhe= result= of= this= evaluation= supported= the= outcome= and=
results=of=the=requirement=compliance=evaluation=provided=within=the=sfqgA=project=
and= stated= that= the= interfaces= of= both= systems= would= support= most= of= the=
requirements=set=for=themK=Based=on=this=information=the=differences=on=suitability=
for=the= intended=use= for= law= enforcement=purposes=are=very= littleK=qhe=conclusionI=
based= on= the= answers= and= the= solutions= for= the= problems= in= this= research= is= that=
with=the=systems=evaluated=in=this=studyI=and=the=majority=of=the=requirements=for=
information=system=for=sfqgA=project=can=be=carried=outK=bxternal=components=areI=
howeverI=needed=to=complete=the=system=and=both=software=solutions=have=readyJ
made=integrations=for=that=purposeK=

 
iauri fltanen EOMNOF conducted thesis work commissioned by auodecim jedical 
mublications  itdK  qhe  workingJlife  case  was  focused  on  using  mobile  devices  in  health  care  
servicesK ptudying the following abstract demonstrates that research results were aligned 
with the primary hypothesis of the importance of fCq systemsK  
 

fltanenI iK EOMNOFK qaulutietokoneet ja älypuhelimet lääkärin työssäK Erse 
of tablet computers and smartphones in healthcareFK qhesisK qheseusK 
bspooW iaurea Ein cinnishFK 
 
AbstractW=qhe=objective=of=this=thesis=was=to=research=the=rate=and=targets=of=use=of=
tablet=computers=and=smartphones=in=healthcareK=qhe=researched=subjects=include=
applicability=of=tablet=computers=and=smartphones=in=healthcareI=most=prominent=
manufacturers=and=operating=systems=and=the=future=in=the=use=by=physiciansK=qhe=
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usage=of=tablet=computers=and=smartphones=in=cinland=was=compared=to=the=usage=
in= the= rnited= ptates= of= America= and= buropeK= qhis= information= was= used= to=
determine=whether=the=rate=of=use=in=cinland=is=growingK=Characteristics=of=medical=
science =were =considered =and =based =on =those =it =was =studied =how =physicians =can =
benefit=from=tablet=computers=and=smartphonesK=
=
qhe=main= information=collection=methods=used=in=the=thesis=were=written=sourcesI=
qualitative=and=quantitative=researchK=qhese=research=methods=included=interviews=
with=healthcare=experts=and=the=conduction=of=two=surveysI=one=for=physicians=and=
another=for=medical=studentsK=qhe=surveys=examine=the=use=of=tablet=computers=and=
smartphonesK= qhe= thesis= was= commissioned= by= auodecim= jedical= mublications=
itdI=a=company=which=has=designed=and=maintained=electronic=databases=used=in=
healthcare=for=computers=and=mobile=devices=for=over=two=decadesK=
=
qhe=results=of=the=study=indicate=that=the=use=of=tablet=computersI=and=especially=
pmartphones= is= growing= at= a= steady= paceK= pmartphones= are= already= quite=widely=
used=in=healthcareI=but=very=few=utilize=them=optimallyK=Currently=tablet=computers=
are=used=very=similarly=to=smartphonesI=even=though=tablet=computers=have=a=wider=
scenario= of= possible= usesK= eoweverI= it= is= clear= that= tablet= computers= and=
smartphones=can=already=be=more=practical=in=certain=uses=than=desktop=computers=
and=laptopsK 

 
ft is evident after exploring the research work that modern emergency response services and 
solutions are highly reliant on fCq systems and related technologyK qhe use of technology is 
increasing day by dayI and there is no sign of a stop to thisK lur studies demonstrate that it 
would be highly beneficial to leverage fCq systems to carry out emergency operationsK qhe 
outcome will give better and more reliable services to customersK 
 
 
iel öxtensiveOResearchOWorkOonOUserdcentredOO
O RequirementsO O
 
qhe  jl_f  project  provided  a  platform  to  conduct  extensive  research  work  on  users’  needs  
and their broad requirementsK te have presented a few samples of evidence of our extensive 
research  work  in  this  chapterK  curthermoreI  it  would  be  helpful  to  present  a  summary  of  a  
few  more  worksI  which  will  demonstrate  the  scale  of  our  research  studyK  qhere  are  many  
more conducted research worksI reports and thesesK eoweverI it is not possible to cover 
everything in this bookK curthermoreI it is also not possible to give a detail introduction to 
the abstract due to the scope of the bookK iet us study a few more abstractsK 
 

gokitaloI bK C mohjolaI eK EOMNNFK sfosb Jpäätelaitteen käytön osaamisen 
kehittyminen simulaatioJopetuksen avullaK Erse of sfosb data terminal 
network with simulation learningFK qhesisK qheseusK bspooW iaurea Ein 
cinnishFK 
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AbstractW=sfosbI=the=Authority=oadio=ketworkI=allows=authorities=to=communicate=
safely=and=efficiently=with=each=other=over=the=regulatory=limitsK=sfosb=is=a=qbqoA=
Eqerrestrial=trunked=radioF=standardJbased=network=that=offers=the=opportunity=to=
share= a= single= radio= network= for= several= different= actorsK= A= simulation= learning=
environment=at=the=ltaniemi=unit=of=iaurea=rniversity=of=Applied=pciences=provides=
an=opportunity=to=practice=using=sfosbK=qhe=learning=environment=consists=of=the=
trainer’s= and= the= trainees’= computersI= which= operate= in= the= network= simulationK=
qhe=purpose=of=this=thesis=was=to=find=out=how=the=first=year=public=health=nursing=
students’= knowJhow= of= the= use= of= the= sfosb= data= terminal= changed= after= the=
training= simulationK= qhe= purpose= of= this= thesis= was= also= to= test= hirstinä’s= and=
iehtinen’s= EOMNN¹F= thesis= questionnaireK= qhe= main= object= of= this= thesis= was= to=
enhance=nursing=use=of=sfosb=data=terminal=network=with=simulation=learningK=
qhis=thesis=focused=on=the=firstJyear=public=health=studentsK=te=organized=two=test=
events=where=their=awareness=of=sfosb=was=tested=using=hirstinä´s=and=iehtinen´s=
questionnaireK=fn=the=test=events=the=students=also=made=a=simulation=test=with=the=
qbqoAsimJsimulation= training= programK= tith= the= help= of= simulation= testsI= we=
established= how= quickly= the= students= performed= theNR= tasks= on= sfosb= data=
terminal= networkK= qhe= students= received= sfosb= simulation= training= and= used=
sfosb=data=terminal=network=in=plpqbo=eventK=
=
te= compared= the= results= of= the= first= and= the= second= test= eventK= qhe= results= were=
analyzed=using=bxcel= computer=programK=qhe=public=health=nursing=students=had=
not=used=sfosb=data=terminal=network=before=the=first=test=eventI=thus=their=sfosb=
awareness=was= lowK= qhe=students=had=obtained=the=basic=skills=needed=to=use=the=
sfosb=data=terminal=and=most=of=them=would=now=have=the=courage=to=use=itK=qhe=
knowledge= was= also= reflected= in= the= qbqoAsimJsimulation= test= resultsK= fn= the=
second=test=event=the=test=took=on=average=less=than=half=of=the=time=used=in=the=first=
eventK= After= the= trainingI= the= students= considered= the= sfosb= data= terminal=
network= as= a= useful= toolK= ln= the= basis= of= the= resultsI= sfosb= data= terminal=
equipment=still=appears=to=have=shortcomingsI=and=the=students=found=that=its=use=
is=not=easyK=qhere=would=still=be=demand=to=additional=education= in=the=use=of=the=
sfosb=data=terminal=equipment=use=as=more=than=half=on=the=interviewees=felt=they=
needed=further=trainingK 

 
kordlingI oK C mollariI AK EOMNOFK mäivystysalueen sirveJvastaavien 
näkemyksiä sirven käytöstäK Eqhe opinions on the use of the sirveJnetwork 
of the personnel responsible for it in emergency room districtFK qhesisK 
qheseusK bspooW iaurea Ein cinnishFK 

=
AbstractW= qhe= planning= of= the= public= officials= radio= network= sirve= began= in= the=
beginning= of= the= NVVM’sK= fts= purpose= was= to= enable= a= safe= and= efficient= radio=
network= for= public= officialsI= consequently= replacing= the= formerly= used=
communication= systemsK= qhe= network= was= finished= and= inaugurated= in= the=
beginning=of=the=millenniumK=qhe=main=users=of=the=sirveJnetwork=are=rescue=and=
police=patrolsI=border=protection=servicesI=customsI=the=armed=forcesI=social=servicesI=
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and=health=care=personnelK=fn=the=last=few=yearsI=private=members=have=also=joined=
the=networkK=
=
qhe=purpose=of=our=study=was=to=find=out=about=the=views=those=responsible=for=the=
use=the=sirveJnetwork=at=emergency=rooms=have=on=the=use=of=the=systemK=qhe=goal=
was=to=develop=the=training=of=the=use=of=the=network=both=for=currently=practicing=
hospital=staff=and=graduating=studentsK==
=
qhe=target=groups=of=the=conducted=interviews=were=the=emergency=room=personnel=
that=were=in=charge=of=the=sirveJnetwork=at=gorviI=iohjaI=and=qammisaari=hospitalsK=
qhe= staff= in= each= of= the= hospitals= was= qualified= health= care= personnelI= and= its=
experience=in=the=field=ranged=from=one=and=a=half=years=to=ten=yearsK=
=
qheir=experience=with=the=sirveJnetwork=varied=from=a=few=months=to=a=few=yearsK=
qhe =study =was =executed =as =a =qualitative =studyK =qheme =interviews =were =used =to =
gather= the= dataK= qhose= in= charge= of= the= sirveJnetwork= at= gorviI= iohjaI= and=
qammisaari=emergency=rooms=participated=in=these=interviewsK=qhe=interviews=were=
themed=as= followsW= to=what=extent= is= the= sirveJphone=used=within=the=emergency=
room=is=districtsI=for=what=purposes=is=the=phone=usedI=and=have=those=in=charge=of=
the=sirveJnetwork=received=sufficient=training= in=order=to=be=able=to=educate=other=
health=care=personnel=in=its=useK=
=
qhe= interviews= were= recorded= and= analysed= with= content= analysis= methodsK= qhe=
findings= show= that= the= quality= of= the= basic= education= received= on= the= use= of= the=
sirveJphone= variesI= and= the= use= of= the= system= remains= minimalK= qhe= interviews=
revealed=that=information=and=forewarning=from=the=incoming=emergency=vehicles=
are= mainly= communicated= via= mobile= phoneK= qhe= sirveJphone= is= not= used= for=
internal= communication= between= the= emergency= room= and= the= hospital= wardsK=
mractices=and=drills=between=erpJ=hospitals=and=their=administration=have=been=the=
only= occasions= when= the= sirveJphone= has= been= used= for= its= proper= purposesK=
bveryone= interviewed= communicated= a= pressing= need= for= the= improvement= of=
training=for=the=use=of=the=sirveJnetworkK=
=
Based=on=these=findingsI=sirve=training=should=be=more=oriented=towards=practical=
applications=of=the=networkK=qhis=might=in=turn=facilitate=and=spread=its=use=within=
emergency= room= districtsK= lur= study= may= be=used= when= planning= supplementary=
sirve=training=for=both=students=and=practicing=health=care=personnelK=
=
=

iem zonclusionO
 
qhe changing nature of technology and related components are demanding rapid changes in 
operational methods of emergency rescue vehicles EbossFK qhe jl_f projectDs tork 
mackage O emphasises user needs in current and future situationsK qhe scope of user needs is 
very broad and needs to funnel down to an important areaK lur research has identified eight 
areas of focusK qhe research evidence provided here presents scientific factsI findings and 
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recommendations  to  standardize  bos  processes  and  solutionsK  te  highly  recommend  our  
research findings be considered while building next generation bossK qhe implementation of 
scientific findings will improve emergency services and solutions across the spectrumK 
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j VehicleOInfrastructureO
Pasi Kämppi, Jyri Rajamäki & Ilkka Tikanmäki  

A  modern  emergency  vehicle  is  a  complicated  combination  of  technologyI  and  it  has  to  
survive in different conditions depending on usageK ft has to be reliable and flexibleI and it  
has  to  be  able  to  carry  people  and  equipmentK  An  emergency  vehicle  also  has  to  provide  
electricity for an increasing number of electronic devicesK lne target of the jl_f project was 
to describe how a standard commercial vehicle is used as a platform and transformed into a 
fieldJproven tool for security and rescue professionalsK Another target was to provide 
improvements for existing problemsI such as electricity consumptionK qhis chapter describes 
emergency vehicle infrastructure design principles for commercial vehicle platformsI retrofits 
made by the jl_f projectI and how emergency vehicle preparedness could be improvedK 
 
 
jeh IntroductionO
 
arK  gyri  oajamäki  presents  in  his  article  a  layered  design  model  for  emergency  vehicle  fCq  
system integration that is based on a commercial vehicle platform EoajamäkiI OMNPFK 
oajamäki suggests that the emergency vehicle fCqJsystem integration could be divided into 
four layersW an actorJspecific services layerI a service platform and common services layerI a 
communications layerI and a vehicle infrastructure and power management layerK fn this 
modelI the vehicle infrastructure and power management layer will provide the wheelsI 
space and electricity for the fCq systemsK 
 
 
jei VehicleOPlatformOyasedO–eaturesO
 
qhe jl_f project concentrated on vanJsized emergency vehiclesI and research was based 
on an analysis of cinnish ambulances and vanJsized police patrol and rescue vehiclesK 
cinnish vanJsized emergency vehicles are based on commercial vehicles EeKgK solkswagen 
qransporterI  jercedes  _enz  sitoI  cord  qransit  and  Chevy  sanF  that  are  modified  to  be  
emergency vehicles by implementing several retrofits for the vehicle platform by a third 
partyK qhe emphasis of the research work was on the vanJsized police patrol vehicle 
Esolkswagen qransporterFK 
 
Although a modern emergency vehicle contains several retrofitsI many features still 
originate from the vehicle manufacturerK qhe engineI transmission and fourJwheel drive 
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come from the car manufacturerI but the engine performance and the type of the gearbox is 
determined by the vehicle ownerK fn some casesI a more powerful alternator is installed to 
provide  more  battery  charging  capacityK  joreoverI  vehicle  body  related  features  such  as  
wheelsI  steering  and  suspension  are  identical  to  the  commercial  modelI  but  they  can  be  
improved  if  neededK  A  modern  vehicle  platform  also  contains  important  safety  and  driverJ
assistance features like airbagsI A_p EAntiJlock _raking pystemFI bpm Eblectronic ptability 
ControlF and bai Eblectronic aifferential iockF that could help the driver in demanding 
conditionsI eKgK in winterK An embedded computer and car supervision system is not allowed 
to be modified but a CAk EController Area ketworkF interface can provide information for a 
separate onboard computerK 
 
 
jej RetrofitsOforOVehicleOPlatformO
 
As  discussed  in  the  previous  chapterI  the  jl_f  project  concentrates  on  modelling  how  a  
modern emergency vehicle is modified from a commercial van to an emergency vehicleK qhe 
most important thing is to define the purpose of the vehicle and make decisions how the 
space is divided as effectively as possibleK fn his articleI oajamäki EOMNPaF presents that the 
vehicle could be divided into two or three sectionsI depending on the vehicleDs purposeI eKgK 
cabin and patient spaceI or cabinI mobile office and transport unitK pee cigure PK qhe purpose 
of  the  vehicle  also  defines  what  kind  of  equipment  is  needed  in  the  fieldK  A  mobile  office  
needs benches and a tableI while a patient space is filled with treatment equipmentK 
 
A modern emergency vehicle is equipped with effective alarm lights and a complicated fCq 
system with many wires and antennasK qhis challenging paradigm is solved in an innovative 
way  by  implementing  a  modular  retrofit  processK  qhe  original  roof  of  the  vehicle  is  cut  offI  
and a new plastic roof with integrated alarm lights is fitted inK qhis procedure also increases 
the interior heightI provides space for antennas and wires and speeds up the retrofitting 
processK  qhe  interior  is  built  according  to  the  needK  qhe  same  vehicle  platform  can  be  
modified to have space for a police patrol dog or a large variety of investigation equipmentK 

cigure P bmergency vehicle’s segmentation for sectonsK 
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aue to the large number of electronic devicesI an emergency vehicle requires a lot of battery 
powerK According to oajamäki EOMNPaFI emergency vehicles are equipped with additional 
batteriesI an intelligent power supervision systemI and the possibility to charge batteries 
from an external sourceK qhere is also an inverter to provide OPM s for additional equipment 
such as printers and laptopsK 
 
As  a  practical  exampleI  oantama  EOMNNF  presents  in  his  study  what  vehicle  platforms  are  
used to build rescue vehicles and how they are equippedK 
 
 
jek RetrofitsOMadeOinOtheOMOyIOProjectO
 
qhe  increased  amount  of  electronic  equipment  carried  Esuch  as  onboard  computersI  iCa  
displaysI multichannel routersI speed radars and treatment equipmentF has also 
dramatically increased battery consumptionK qhe current design principle includes additional 
batteriesI but the battery technologies used have certain limitations in storing enough 
energy in batteriesK iaurea started a research process with Akkuvoima ly to find out what 
kind  of  battery  technologies  are  currently  available  and  which  of  these  are  suitable  for  
emergency vehiclesK qhe target was to build a proof of concept into the real vehicle platform 
with the latest fitted battery technology availableK 
 
As a result of a research processI the current leadJacid batteries were replaced with modern 
kije  Ekickel  jetal  eydrideF  batteries  manufactured  by  pAcqK  qhe  new  battery  pack  
provided  OUB  more  capacity  with  same  volume  compared  to  the  original  batteryI  and  it  
should have at least a lifetime of ten yearsK AdditionallyI the new battery pack has integrated 
electronics for batteryJcell selfJsupervision and a communication interface for external 
applications EeKgK realJtime cell supervisionFK lk the negative sideI the new battery system 
cannot be charged with an existing chargerLinverterK qhe problem was solved by using an 
additional power source dedicated to the new battery systemK  
 
qhe students in the jetropolia rniversity of Applied pciences’ Automotive and qransport 
bngineering  aegree  mrogramme  joined  the  jl_f  project  at  the  end  of  OMNOK  qhe  target  of  
the project team Eguuso paloI masi oavanttiI gukkaJmekka poinilaI eenri saresI eeikki 
eyvämäki  and  jiika  muolitaivalF  was  to  plan  and  implement  an  application  for  the  new  
battery system with realJtime supervision and dataJlogging capabilityK As a result of the 
research processI the project team delivered an application that could monitor battery 
voltage EsFI current EAFI charging state EBF and temperature ECF in real timeK qhe application 
was installed in a vehicleDs onboard computerK qhe project team also proposed a few options 
as alternative energy generation methodsK aetailed information is available in the study 
reportK 
 

paloI gKI oavanttiI mKI poinilaI gJmKI saresI eKI eyvämäkiI eK C muolitaivalI 
jK EOMNPFK moliisiauton virransyöttöjärjestelmän päivittäminen EBattery 
system upgrade for police vehicleFK oeportK eelsinkiW jetropolia rniversity 
of Applied pciencesK 
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cield  tests  showed  that  the  new  battery  system  works  very  well  in  the  police  vehicle  Est  
qransporter qRFK All battery cells are charged properly by the vehicle alternatorX realJtime 
monitoring application works very smoothly and the dataJlogging capability provides data 
for analyzing battery usageK qhe results of the field study are presented in the studyI “pmart 
_attery  pystem  for  bmergency  sehiclesW  oesults  from  a  milot  cield  ptudy”  by  hämppi  and  
oathodK 
 

hämppiI mK C oathodI mK EOMNPFK pmart Battery pystem for bmergency 
sehiclesW oesults from a milot cield ptudyK Ond fnternational Conference on 
Connected sehicles C bxpoK ias segasI kevadaI rKpKAK Efn printFK 

 
AbstractW= Current= emergency= response= vehicle= EbosF= is= exceedingly= complicated=
combination= of= different= technologies= and= solutions= to= function= and= perform= in=
varying= conditionsK=qhe=challenge=starts=as=there=are=no= common=agreements= for=
how= bos´s= should= be= designed= to= meet= requirements= of= all= actors= involved= in=
emergency=servicesK=fn=cinlandI=iaurea=rniversity=of=Applied=pciences=has=launched=
a=project=that=concentrated=on=emergency=vehiclesK=qhe=target=of=the=project=was=to=
create= user= requirements= for= designing= emergency= vehiclesI= also= to= describe= used=
fCqJsystemsI=investigate=power=consumption=and=create=a=demo=vehicle=with=new=
innovationsK=aue=to=wide=range=of=the=electric=and=electronic=equipmentI=the=power=
consumption=of=modern=emergency=vehicle= is=very= highK=auring=user=requirements=
phase= users= indicated= strongly= that= battery= is= draining= out= fast= and= vehicle=
personnel= have= very= limited= possibilities= to= check= actual= battery= health= stateK= qo=
fulfill=actual=user=need=we=launched=a=research=study=that=focused=on=finding=out=NF=
a=solution=to=improve=battery=capacity=with=longer=battery=lifetimeI=OF=to=improve=
personnel= awareness= about= battery= health= state= and= PF= to= implement= a= proofJofJ
concept= in= real= emergency= vehicleK= qhis= paper= is= reporting= those= findings= of= the=
experiment=and=pilot=field=studyK 

 
 
jel öRVO–ieldOOperationOPreparednessO
 
bmergency vehicles have to be ready for service on a OQLT basisK mreventive maintenance has 
a vital role in guaranteeing emergency vehicle operation preparednessI but maintenance 
procedures  during  and  after  a  working  shift  are  importantI  tooK  qhe  thesis  work  of  sirve  
eäyrinen covers what maintenance processes are integrated into daily routines in the police 
and rescue organizationsK qhe main focus of the thesis was to describe current maintenance 
processes in the fieldK auring her studyI eäyrinen conducted NV interviews among security 
professionals from police and rescue organizationsK 
 

eäyrinenI sK EOMNPFK eälytysajoneuvojen päivittäiskäyttöprosessitK Eaaily 
operating processes for emergency vehiclesFK qhesisK qheseusK bspooW iaurea 
Ein cinnishFK 

=
AbstractW= fn= autumn= OMNM= iaurea= rniversity= of= Applied= pciences= started= a= threeJ
year= development=project= for= the=jlBf=Ejobile=lbject=Bus=fnteractionF=official= car=
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together=with=its=cooperation=partnersK=qhe=purpose=of=the=project=is=to=lay=grounds=
for= an= official= and= emergency= vehicle= concept= aiming= at= exportsK= jlBf= aims= at=
commencing= a= standardization= development= together= with= countries= and=
organizations=that=think=alikeK=
=
qhis=thesis=focuses=on=the=daily=use=of=emergency=vehiclesK=tith=the=help=of=material=
gained= from= the= investigation= workI= process= descriptions= of= the= different= functions=
related=to=the=daily=use=of=the=vehicle=were=formedK=oesearch=data=that=helps=jlBf=in=
determining=the=user=needs=of=emergency=vehicles=and=in=testing=the=demo=vehicle=of=
the=end=product=of=the=jlBf=project=was=gained=by=this=meansK=
=
qhe= data= for= the= functional= thesis= was= mainly= gathered= in= field= circumstances= by=
observing= the= work= of= policemenI= fire= masters= and= ambulance= drivers= during= their=
work= shiftsK= qhe= research= was= carried= out= in= the= region= and= units= of= testern=
rusimaa’s=police=and=rescue=stationsK= tith=the=help=of= observation=and= interviewsI=
information=was=obtained=on=how=and=in=what=kind=of=circumstances=the=emergency=
vehicles= operateK= qhree= different= research= methods= were= applied= in= the= researchX=
interviewsI= observation= and= various= literary= sourcesI= such= as= checklists= that=
organizations=have=compiled=for=the=purpose=of=checking=the=condition=of=the=vehicles=
and=their=usageK=
=
ln= the= basis= of= the= material= gained= in= the= researchI= process= flow= charts= on= the=
different=processes=of=the=work=shift=were=formulatedI=such=as=the=initial=inspection=of=
the=vehicle=before=starting=the=work=shiftK=qhe=description=of=processes=document=by=
the= Advisory= Committee= on= fnformation= janagement= in= mublic= AdministrationI=
greqAI=was=utilized=in=describing=the=processesK=
=
qhe=research=work=of=the=thesis=focused=mainly=on=exploring=the=present=stateI=but=it=
nevertheless=also=produced=development=suggestions=from=the=perspective=of=the=end=
users=of=the=vehicleK=qhese= development=suggestions=provided=valuable= information=
for= the= jlBf= project= and= ended= up= being= used= in= the= projectK= qhese= development=
suggestions=will=not=be=presented=in=this=thesisI=however=

=
Another research team Egyri eeleniusI blisa hurkiJpuonio and Ari palonenF from the 
jetropolia Automotive and qransport bngineering aegree mrogramme also joined the jl_f 
project at the end of OMNOK qheir task was to define the technical solution for the automatic 
vehicle health check routineI eKgK an integrated onboard computerK After the research work 
team figured out that the vehicleJembedded supervision system is able to detect all vital 
problems and an additional supervision system is not neededK qhe embedded supervision 
system  can  supervise  the  engineI  brakesI  bulbsI  doors  and  batteryK  An  extensive  list  of  
supervised objects can be found in the detailed reportK 
 

eeleniusI  gKI  hurkiJpuonioI  bK  C  palonenI  AK  EOMNPFK  eealth  Check  for  
molice CarK oeportK eelsinkiW jetropolia rniversity of Applied pciencesK 
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qhis=project=was=a=part=of=bigger=projectI=which=goal=was=to=compose=a=new=health=
state=monitoring=system=for=police=vehiclesK=qhe=project=was=made=in=coJoperation=
with=iaurea=rniversity= of=Applied=pciencesK=jain=goal= in= this=project=was=to= find=
out=what=information=police=officers=need=about=their=vehicle=health=state=during=a=
shiftK=ft=was=found=that=there=is=no=need=to=build=new=system=for=vehicle=health=state=
monitoring=and=the=embedded=vehicle=health= status=monitoring=system=is=able=to=
deliver=all=needed=information=for=the=police=officersK=
=

A modern emergency vehicle carries a lot of equipmentI and it is extremely important to be 
sure that all needed tools are available in field operationsK jasterDs student qimo qimonen 
and the research team of _achelor students Eseikko oahikainenI Christian tasastjerna and 
jarkus palonvaaraF investigated if oadio crequency fdentification EocfaF technology could 
be used as an inventory systemK qimonen and the research team worked independentlyI but 
the results are the sameW ocfa technology could be applied in emergency vehiclesK qhe 
research work covered field testing in a real police vehicle with a handheld ocfa reader and 
different types of ocfa tagsK qimonen continued his studies with ar oajamäkiI and they 
presented their results at the Ond fnternational Conference on fnformation qechnology and 
Computer ketworksI lctober OMNPK aetailed results can be found from qimonen´s jasterDs 
thesisI  the  research  team´s  research  report  and  from  the  study  of  qimonen  C  oajamäki  
EOMNPFK 

 
qimonenI qK EOMNPFK ocfaJteknologian hyödyntäminen poliisin 
toimintavarmuuden varmistamiseksiW Case poliisipartioK Eqhe utilization of 
ocfaJtechnology in law enforcementW Case molice patrolFK jaster thesisK 
qheseusK bspooW iaurea Ein cinnishFK 
 
AbstractW= qhe= research= question= of= this= study= was= the= followingW= eow= can= ocfa=
technology=be=utilized=in=law=enforcement=operations?=
=
qhe=objective=of=this=study=was=to=examine=the=suitability=of=ocfa=technology=in=law=
enforcement= operationsI= such= as= the= locatingI= detecting= and= identifying= of=
equipmentK=qhe=police=departments=have=numerous=vehicles=and=pieces=of=equipment=
that=at=the=moment=are=identified=and=tracked=manuallyK=qhe=demand=for=this=study=
has= arisen= from= an= earlier= need= charting= undertaken= as= part= of= iaurea’s= jobi=
projectK=
 
qhe= study= was= conducted= as= a= case= study= ECase= ptudy= oesearch= AnalysisFK= qhis=
research=method=was=chosen=as=a=case=study=aims=to=collect=a=comprehensive=data=set=
of=source=material=and=to=further=describe=the=subject=matter=in=depthK=

 
qhe= study= concludes= that= ocfa= technology= is= a= completely= viable= option= in= law=
enforcement=operationsK=qhe=conducted=field=tests=resulted=in=a=positive=outcome=and=
the= benefits= of= ocfa= technology= in= this= application= are= indisputableK= qhe= study=
revealed=that=the=subject=organisations=need=to=provide=employees=with=a=faster=way=
to=complete=an=inventory=of=patrol=car=equipmentI=by=utilizing=ocfa=technology=tools=
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and= applicationsK= qhe= work= of= the= most= important= results= are= summarized= in= a=
scientific=article=that=was=posted=in=the=endorsement=international=conferenceK=
 
 
oahikainenI sKI tasastjernaI CK C palonvaaraI jK EOMNPFK ocfaJtekniikan 
soveltaminen poliisiautossa EApplying ocfaJtechnology in the police vehicleFK 
oeportK bspooW iaurea Ein cinnishFK  

=
qhis= study= presents= the= results= of= fieldJtesting= for= ocfaJbased= equipment=
identification= system= in= van= sized= police= patrol= vehicleK= qest= were= executed= with=
handheld=ocfaJreaderI=six=different=types=of=soft=ocfaJtags=and=six=different=types=of=
hard=ocfaJtagsK=qhere=was=found=that=the=results=depend=strongly=on=used=ocfaJtag=
typeI=surface=and=the=tag=placing=in=the=vehicleK=As=a=summaryI=this=study=shows=the=
importance=of=fieldJtesting=in=system=verification=processK=

 
 

qimonenI qK C oajamäkiI gK  EOMNPF ”ocfa qechnology as an fnventory qool 
for cuture bmergency pervice sehicles”I in oecent Advances in Computer 
bngineering periesI volK NSW mroceedings of the Ond fnternational Conference 
on  fnformation  qechnology  and  Computer  ketworks  EfqCk  DNPF  edited  by  
pergio iopesI ppK N4OJN4RI tpbAp mressK 

 
AbstractW= J= A= modern= emergency= service= vehicle= carries= a= lot= of= equipmentI= for=
example= cinnish= molice= cars= are= equipped= with= an= average= of= about= NMM= different=
types= of= equipmentK= ft= is= extremely= important= to= be= sure= that= all= needed= tools= are=
available= in= field= operationsK=qhe=objective=of= this= research=paper= is= to=examine=the=
suitability= of= ocfa= technology= in= law= enforcement= field= operationsI= such= as= the=
locatingI= detecting= and= identifying= of= equipment= in= the= emergency= vehiclesK= qhe=
police= departments= have= numerous= vehicles= and= pieces= of= equipment= that= at= the=
moment=are= identified=and=tracked=manuallyK=According=to=our= field= tests=within=a=
real= police= carI= ocfa= technology’s= biggest= benefits= are= improved= work= quality= and=
time= savingK= qhe= results= show= that= the= remote= identificationI= enable= the= police= to=
make=a=car=equipped=with=an=inventory=of=up=to=three=times=faster=than=by=handK=
 
 

jem zonclusionO
 

qhis chapter described how commercial vanJsized vehicles are transformed into fieldJproven 
tools for security professionalsK qhe main issues are to define the purpose of the emergency 
vehicleI select the right vehicle platform with the needed features and define the needed 
retrofitsK bmergency vehicle preparedness can be improved by technological solutionsI but 
daily routines are importantI tooK 
 
AnyhowI  a  current  trend  is  that  emergency  vehicles  are  used  more  and  more  like  mobile  
offices  and  the  number  of  tools  carried  increases  day  by  dayK  qhis  trend  creates  extremely  
high demands for energy storage and generationK qhe jl_f project proposes a solution to 



 

 

44 
 

improve energy storage capacity in emergency vehiclesI but alternative energy generation 
methods  need  to  be  studied  more  deeply  in  future  projectsK  AlsoI  tools  for  automated  
equipment inventories are developed and testedK 
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k zommunicationsO
Jyri Rajamäki, Piia Kallio, Ella Pelkonen, Ilse Tuohimaa & 
Salla-Mari Kalasniemi 

fn generalI bos communication systems are not standardized and the interoperability 
between mmao actors is still inadequateK qhis chapter concentrates on longJdistance 
communicationsI and the aim is to create an internationally functional platform for mmao 
actors to communicateK qhe structure consists of five sectionsW After the introductionI the 
multiJorganizational communications environment of boss is discussedK pection QKP 
presents some special needs that law enforcement authorities have for their 
communications systemsK pection QKQ concentrates on the aistributed pystems 
fntercommunication mrotocol EapimFK cinallyI some aspects of the cinnish sfosb ketwork 
are coveredK 
 
 
keh IntroductionO
 
bos communications needs can be divided into longJdistance communicationsI local area 
networks and accessory communicationsK curthermoreI each category is scaled from light to 
heavyK fCq solutions have to be robust and easy to installK ppecial attention has to be paid to 
information securityK sarious encryption methods between different kinds of systems bring 
their own challenges to this project and its information security solutionsK fn additionI each 
mmao actor has their own requirements on how to implement information security in their 
vehicles’ systemsK 
 
qhe  jl_f  demo  vehicle  was  equipped  with  a  qbqoA  radio  mainly  used  for  voice  
communications and a separate multichannel routerI which was connected to the control 
and  command  room  applications  via  parallel  qbqoAI  OdLPdI  iqbLQdI  tiAk  and  satellite  
data access technologiesK A multichannel router offered a redundant solution when more 
than one functional data communication channel for data transmission existsK cigure Q 
shows the communications system of the jl_f demo vehicleK qhe aistributed pystems 
intercommunication mrotocol EapimF allowed the use of several parallel communication paths 
simultaneouslyK apim handled communication channel selection and hid link establishment 
issues from devices andLor software that wished to communicate with each other using the 
apim solutionK qhe jultichannel oouter’s nuality of pervice EnopF option set the desired 
order  of  the  network  access  by  the  desired  Cost  of  pervice  ECopF  valueK  qhereforeI  when  
operating in areas where the network availability and signal strength vary widelyI the 
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network exchange should proceed without the user noticing it and without breaking the 
connectionK qhe user organization will choose in advance whether to use either the strongest 
signal or the cheapest cost networkI or some combination of these rulesK qhis selection was 
done by setting the value of the CopK 
 

cigure 4 jl_f demo vehicle’s communications systemK Ehämppi C qikanmäkiI OMNPF 
 
qhere is a need for secureI uninterruptible communication in many applicationsK aifferent 
approaches have been addressed to mitigate the problemsX examples include jultiJmath 
qCmJstack EjmqCmF and an open source project with a multichannel smk solution 
ElpensmkFK eoweverI apim appears to be the only commercially available solution today 
that addresses a large scale of known problemsK then comparing Communications Access 
for iand jobiles ECAijF for intelligent transportation systems initiative by the fpl to apimI 
CAij is still a work in progressK qhereforeI largeJscale implementations of the standard do 
not yet existK fnsteadI apimJbased systems have been in operative use in critical installations 
for several yearsI eKgK the cinnish Coast duard’s coastal surveillance solution and pCAaA 
control of cinland’s main power gridK Another reason for selecting the apim solution for our 
demo  vehicle  is  that  the  CAij  architecture  is  based  on  an  fmvS  convergence  layer  that  
decouples applications from the communication infrastructureI whereasI apim is insensitive 
towards the transport layer and it may freely use fmvQ and fmvS networks as transport with 
tunnelling capabilitiesK AlsoI compared to CAijI applications may use and transparently 
communicate through the apim mesh without having to implement the interfaces with AmfsK 
qhis effectively means that there is no need to modify applications or equipment when 
applying the apimK 
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kei äSiPdyasedOäataOzommunicationsO
 
AhokasI oajamäki C qikanmäki EOMNOF have studied cyberJsecure public safety 
communication systemsK qheir study presents a new highly redundant and secure data 
communications network solution for mCpK qhe solution is based on the aistributed pystems 
intercommunication mrotocol EapimFI which offers all mmao actors their required featuresK 
then  different  offices  are  using  their  own  communication  solutionsI  such  as  a  qbqoA  
network  and  fmJbased  networksI  apim  is  seen  as  a  solution  to  combine  these  network  
systemsK 
 

AhokasI gKI oajamäkiI gK C qikanmäkiI fK EOMNOFK pecure and oedundant 
mublic pafety Communication ketwork for mublic mrotection and aisaster 
oelief EmmaoF lrganizationsK fnternational gournal of CommunicationsI 
fssue PI solume SI OMNOI ppK NOMJNOTK 
 
AbstractW= buropean= mublic= mrotection= and= aisaster= oelief= EmmaoF= organizations=
have= similar= needs= for= communicationsK= A= common= network= for= mmao= creates=
synergy= and= makes= interoperability= possibleK= qhis= paper= presents= a= new= highly=
redundant= and= secure= data= communications= network= solution= for= mublic= pafety=
Communications= EmCpFK= qhe= solution= is= decentralized= and= communications= paths=
are=redundantK=bven=if=the=network=layer=is=shared=with=different=users=or=different=
use= purposes= all= communications= remains= secured= and= access= controlledK=
aistributed=pystems=intercommunication=mrotocol=EapimF=offers=all=of=these=features=
in= a= single= solutionK= qhis= enables= building= cyberJsecure= data= network= for= mmao=
organizationsK=bven=though=the=communications=channels=are=reliable=and=securedI=
there=are=still=some=issues=to=be=consideredK=qhis=paper=introduces=these=issues=and=
offers=solutions=for=these=challengesK=

 
eolmströmI oajamäki and eult EOMNNF have explained further functions of apim in their 
article apim aistributed pystems intercommunication mrotocol — A qraffic bngineering 
polution for pecure jultichannel CommunicationK apim is able to use multiple parallel 
telecommunication connections and combine themK  
 

eolmströmI gKI oajamäkiI gK C eultI qK EOMNNFK apfm aistributed pystems 
intercommunication mrotocol J A qraffic bngineering polution for pecure 
jultichannel CommunicationI NMth tpbAp fnternational Conference on 
Applications of Computer bngineeringI jarch O4JOSI OMNNI mlaya 
jelonerasI dran CanariaI Canary fslandsK 
 
AbstractW=qhe= importance=of= reliable= telecommunication= is=constantly= increasingK=
qhe= apimJsolution= makes= it= possible= to= distribute= all= telecommunication= among=
several= operators= and= methodsI= resulting= in= a= true= multichannel= communication=
systemK= qhe=apimJmultichannel= routing= solution= increases=reliabilityI= security=and=
integrity=in=telecommunication=and=allows=regular=communication=methods=to=be=
used= in= mission= critical= telemetry= systemsK= qhis= is= achieved= by= splitting= risks=
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between= operators= and= communication= channelsX= better= routing= capabilitiesX=
taking=security=and=intrusion=risks=into=accountX=and=adding=modularityK 

 
bhsanul rkil EOMNPF created a concept for verifying a multichannel data communications 
concept for emergency vehiclesK ee also made some preliminary field testsK 
 

rkilI  bK  EOMNPFK  cield  testing  for  verifying  a  multichannel  data  
communication concept for emergency vehiclesK qhesisK bspooW iaureaK 
 
AbstractW=qhis=thesis=examines=a= multichannel=data=communication=concept=that=
has= been= developed= for= secureI= reliable= and= strong= communication= between=
emergency= vehiclesK= qhe= goal= of= this= thesis= is= to= verify= the= experimental=
performance= of= this= conceptK= fn= order= to= test= the= performanceI= four= testing=
parametersI= which= are= bandwidthI= jitterI= packet= loss= and= latencyI= were= chosenK=
qhese= parameters= were= tested= by= two= network= performance= measurement= tools=
which=are=named=fmboc=and=speedtestK=At=the=end=of=this=thesisI=the=test=results=are=
presentedI= and= a= shallow= analysis= is= givenK= fn= the= appendixI= details= of= the= field=
testing=report=are=attachedK=qhis=will=help=experts=to=conduct=inJdepth=analysis=of=
the= performance= of= the= multichannel= data= communication= conceptK= auring= field=
testingI=some=expected=and=unexpected=interruptions=occurred=due=to=work=with=a=
newly= conceptualized= schemeK= rltimatelyI= all= planned= milestones= were= achievedK=
By=field=testingI=several=communication=networks=for=emergency=vehicles=have=been=
successfully=usedK=fn=case=of=failure=of=one=or=more=communication=networksI=there=
is= still= a= possibility= to= connect= using= other= available= optionsK= torking= with= this=
thesis=projectI=f=have=learnt=the=conceptual=overviews=and=experimental=procedures=
of=the=testing=of=data=communications=technologiesK=iearning=by=developing=EiBaF=
is=exemplified=in=this=workK=

 
As part of the jl_f projectI more userJfriendly interfaces of network controls were studied 
and  developed  using  gavaK  qhe  thesis  work  of  silpas  EOMNOF  investigates  how  the  gava  
programming language is applied to manage apim multichannel routing system 
configuration filesK _ertling EOMNNF created in his thesis a program to help visualize the 
number of connections in apimK kear to _ertlingDs subjectI  with the same idea of creating a 
program to visualize dataI Alaverronen EOMNOF presented in his thesis a computer program 
that  shows  the  amount  of  data  traffic  in  apimK  _oth  _ertling  and  Alaverronen  used  gava  as  
their programming language in their studies because gava is widely used as a programming 
language and is not connected to specific platformsK ft is reasonable to question 
assumptions of gavaDs suitability in these kinds of programsK silpas compared gavaDs 
functions and flaws with some similar programming languages and built a graphical 
management interface to investigate the suitabilityK qhe benefits of the gava programming 
language is its scalability for different operating systems and exception processingK 
According to silpasI there are several imperfections in gavaK cor exampleI there is no metaJ
programming feature availableK ceatures of gava in general are simple but different 
compared to other programming languages like C# and pcalaK jrK silpas also explored the 
suitability of the software platform for his pilot studiesK kormallyI it is advised that the 
suitability of a development platform must be reviewed and match with the particular mmao 
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service providerDs requirementsK fn the thesisI silpas concentrates on functions of the 
configuration editorI while _ertling and Alaverronen were creating a program to display the 
number of connections and the amount of data trafficK qhereforeI the theses and their results 
cannot have been fully comparedI but their subjects are very close to each otherK  
 

silpasI jK EOMNOFK gavan soveltuvuus apimJreititysjärjestelmän 
asetusmuokkaimen luontiin Eqhe suitability of gava in the creation of a 
apim routing system configuration editorFK qhesisK qheseusK bspooW iaurea 
Ein cinnishFK  
 
AbstractW= qhe= purpose= of= this= thesisD= research= is= to= discover= how= well= the= gava=
programming= language= is= applied= to= building= a= typical= graphical= user= interface=
programK= pince= gava= is= a= widely= used= programming= language= in= the= software=
businessI= many= organizations= may= choose= it= as= their= primary= programming=
language= solely= for= this= reasonK= ff= there= were= to= a= language= more= effective= than=
gava= and= suitable= for= a= particular= organizationI= it= would= gain= a= competitive=
advantage=over=its=competitorsK=
=
qhe= study= was= conducted= by= building= a= graphical= user= interface= program= that=
manages= configuration= files= for= a= apim= Eaistributed= pystems= fntercommunication=
mrotocolF= multichannel= routing= systemK= fn= addition= to= building= the= programI= the=
pros= and= cons= of= the= language= observed= during= program= development= were=
compared=to=other=programming=languagesK=
=
qhe= comparison= took= multiple= programming= paradigms= and= execution=
environments= into= accountK= qhe= research= showed= that= gava= is= a= good= but= limited=
programming=languageK=ft=provides=a=solid=set=of=basic=programming=toolsI=but=its=
developmentI=at= timesI= is=stiff=and=laboriousK=jore= versatile= languages=than= gava=
are=available=to=the=programmers=todayI=and=some=of=these=languages=even=apply=
to=the=same=paradigm=and=execution=environment=as=gavaK==
=
Bertlings= and= Alaverronens= thesis= subjects= are= basically= the= sameI= thought=
programs= that= were= created= were= differentK= Alaverronen= notes= that= there= are=
possible= ways= to= develop= his= program= forward= when= Bertling= describes= in= thesis=
more= finished= programK= Both= program= achievements= are= passed= onto= the=
organization=who=ordered=them=but=yet=whether=they=are=going=to=publish=them=is=
unknownK=
=
=
BertlingI jK EOMNNFK hytkentöjen määrän visualisoiminen gavalla apimJ
lokitiedostoista Esisualization of connection counts from apim log files with 
gavaFK qhesisK qheseusK bspooW iaurea Ein cinnishFK 
 
AbstractW=Ajeco=ly=has=developed=a=apim=Eaistributed=pystems=intercommunication=
mrotocolF= multichannel= solution= to= provide= reliable= networking= for= critical=
applications=such=as=law=enforcementK=qhey=needed=a=system=independent=tool=to=
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help=them=analyze=the=state=of= the= network=on=a= short=and= long=term=scaleK= qhe=
objective=was=to=code=a=program=that=would=accomplish=this=through=analysing=the=
apim =log =filesK =gava =was =chosen =as =the =coding =language =since =it =is =a =system =
independent=languageK=
=
tithin= the= given= constraints= software= architecture= was= drawn= up= and= based= on=
that= the= program= was= developedK= auring= the= development= process= it= became=
apparent= that= an= overarching= view= was= needed= as= wellK= qhus= the= program= was=
further=developed=based=on=this=feedback=and=an=overview=tab=was=added=to=itK=qhis=
enables=the=program=to=provide=the=big=picture=of=the=entire=network=at=one=glanceK=
=
qhe=project=achieves=the=objectives=set=for=itK=qhe=code=and=graphical=user=interface=
are=up=to=expectationsK=qhe=project=was=executed=independently=and=development=
proposals=were=taken=in=to=accountK=?Based=on=the=log=filesI=the=program=draws=an=
understandable=graph=that=helps=the=user=to=see=how=often=the=node=has=connected=
and= disconnectedK= crom= our= point= of= view= the= project= has= been= completed=
commendablyK?=Eeolmström=OMNNKF=qhis=project=demonstrated=that=gava=is=a=good=
choice=for=developing=a=platform=independent=program=that=extends=the=standard=
graphical=user=interfaceK==
=
=
AlaverronenI pK EOMNOFK iiikennemäärien visualisointi gavalla apimJ
lokitiedostoista Esisualization of data traffic amounts from apim log files 
with gavaFK qhesisK qheseusK bspooW iaurea Ein cinnishFK  
 
AbstractW= apimI= aistributed= pystems= intercommunication= mrotocolI= is= a= system=
created=by=Ajeco=ly=that=aims=to=guarantee=a=reliable=data=transfer=and=security=on=
the= networkK= qhis= is= achieved= by= routing= communications= via= multiple= channelsI=
using=many=different=communication=mediumsK=qhe=system=produces=log=files=that=
can= be= used= to= follow= the= behaviour= of= nodes= on= the= apim= networkK= qhe= data= in=
these= log= files= are= not= very= easily= readableI= so= another= way= had= to= be= created= to=
interpret=the=dataK=
=
qhe=purpose=of=the=thesis=is=to=create=a=program=that=reads=the=log=files=created=by=
the=apim= system=and=modifies=the=data= traffic=amounts= in=those= log= files=to=more=
easily=understandable=visual=formK=Also=the=program=is=required=to=support=multiple=
languages=and=adding=a=new=language=does=not=require=any= code=changes=to=the=
program=itselfK=qhe=program=should=also=be=executable=on=multiple=platformsK=
=
qhe= program= is= written= in= the= gava= programming= language= in= the= ketbeans=
integrated=development=environmentK=tith=the=help=of=this=programI=the=user=can=
choose= the= required= log= fileI= and= define= the= start= time= as= well= as= the= timeframeK=
tith= these= valuesI= the= program= can= read= from= the= log= file= the= values= and= draw=
them=as=a=column=graphK=qhe=program=will=also=write=the=data=to=a=separate=tabK=
Both=the=column=graph=and=the=written=text=are=colour=coded=with=three=different=
coloursI= redI= yellow= and= greenK= qhe= border= values= of= these= colours= can= also= be=
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changed=in=the=configuration=menuK=Changing=the=language=is=simple=and=does=not=
require=any=code=changes=to=the=programK=
=
qhe=program=has=achieved=all=the=functional=requirements=set=for= it=and=its=source=
code=has=been=handed=over=to=the=customerK=ft= is=still=unclear=if= the=company=will=
start=using=the=productI=or=if=they=will=refine=it=even=furtherK=
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oajamäki EOMNOF has studied cyberJsecure mublic pafety Communication EmpCF systemsK eis 
study presents a new highly redundant and secure data communications network solution 
for public safetyI military and critical infrastructure protectionK qhe solution is based on the 
aistributed pystems fntercommunication mrotocol EapimFI which offers all actors their 
required featuresK 
 

oajamäkiI gK EOMNOFK aecentralized cyber secure public safety 
communications and information management systems for a multi 
organizational environmentK mlenary iecture OK qhe Prd fnternational 
Conference on bnergyI bnvironmentI aevicesI pystemsI CommunicationsI 
Computers Efkbbb’NOFI oovaniemiI cinlandI April NUJOMK 
 
AbstractW=qhe=military=EjfiFI= public=protection=and=disaster=relief= EmmaoF=as=well=
as= critical= infrastructure= protection= ECfmF= actors= have= multiple= similar= needsK=
pimilarities= in= disaster= relief= mission= scenarios= include= NF= serious= disruptions= in=
expected= functionalities= of= critical= infrastructuresI= eKgK= transportI= suppliesI=
infrastructuresI= OF= operations= in= remote= areas= without= communication=
infrastructuresI= PF= cross= borderL= multinational= teamsI= QF= high= request= for=
interoperabilityI= RF= no= remaining= infrastructures= after= a= serious= disasterI= SF=
congestion= or= no= use= of= commercial= networksI= and= TF= utilizing= both= Adeoc=
networks= and= permanent= infrastructuresK= pimilarities= in= command= and= control=
communications= involve= NF= need= to= receive= information= on= the= operational=
environmentI=OF=need=for=the=decision=maker=to=watch=operation=Elive=feedFI=PF=need=
to= decide= and= emanate= ordersI= and= QF= need= to= assess= the= evolution= of= the=
operational= situation= after= decisionK= A= common= cyber= secure= voice= and= data=
network= for= jfiI= mmao= and= Cfm= brings= synergy= and= enables= interoperabilityX=
separate= networks= are= wasting= of= resourcesK= qhis= lecture= focuses= on= future=
broadband=data=communication=needs=of=jfiI=mmao=and=Cfm=actors=and=presents=
a= new= cyber= secure= data= communications= network= structure= for= a= multi=
organizational=environmentK=qhe=architecture=is=fully=decentralized=and=all=critical=
communication= paths= have= redundancyK= Although= having= common= physical=
connectionsI= all= network= actors= and= elements= Emultichannel= routersI= nodesF= are=
identified=as=well=as=every=organisation’s=all=user=levels=and=their=rights=to=different=
data=sources=are=knownK=qhe=decentralized=architecture=based=on= the=aistributed=
pystems= intercommunication= mrotocol= –= apim= is= highly= faultJtolerant= in= normal=
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conditions=as=well=as= in=crisesK= qhe=softwareJbased=approach= is= independent= from=
different= data= transmission= technologiesI= from= fm= core= networks= as= well= as= from=
services=of=telecommunication=operatorsK=qhe=solution=enables=to=build=a=practical=
and= timeless= cyber= secure= data= network= for= multi= organizational= environmentI=
which= being= fully= decentralized= is= hard= to= injureK= qhe= networks= of= different=
organizations= are= virtually= fully= separatedI= but= if= want= ed= they= can= exchange=
messages=and=other=information=which=makes=them=interoperableK=
=

oajamäkiI eolmström C hnuuttila EOMNMF present a common international fCq 
infrastructure for all  emergency vehiclesK qhe apim protocol has been tested for this usageK 
torking  in  the  fieldI  the  vehicle  is  the  most  important  tool  you  haveK  qhere  are  so  many  
different devices in the car that there is no extra space for new systemsK qhereforeI it would 
be easier if most fCq systems were integrated or virtualized and working togetherK  

=
oajamäkiI gKI eolmströmI gK C hnuuttilaI gKEOMNMFK oobust jobile 
jultichannel aata Communication for oescue and iaw bnforcement 
AuthoritiesK NTth fbbb pymposium on Communications and sehicular 
qechnology in the BeneluxI kovember O4JORI OMNMI rniversity of qwenteI 
qhe ketherlandsK 
 
AbstractW= bmergency= vehicles= are= increasingly= dependent= on= fCq= systemsK= mublic=
safety=responderDs=need= is= to=enhance=mission=critical=voice=with=broadband=dataK=
Command=and=control=applications=aboard=a=vehicle=are=commonplaceK=qhere=is=a=
need =to =ease =situational =awareness =and =decision =making =by =using =cameras =and =
sensor=informationK=eoweverI=countries=and=user=organizations=are=developing=own=
solutions= according= to= their= legislation= and= requirementsI= because= uniform=
standards=are=missingK=qhis=paper=is=a=kick=off=for=creating=a=common=international=
fCq= infrastructure= for= all= emergency= vehiclesK= qhis= design= research= study=
concentrates=on=the=data=communications=layer=representing=a=tested=prototype=for=
a= new= multichannel= data= communication= concept= based= on= the= aistributed=
pystems=intercommunication=mrotocol=EapimFK=qhis=study=is=a=part=of=a=larger=oCa=
projectI=aimed=at=starting=development=of=standards=used=by=likeJminded=countries=
and=possibly=with=brolmli=and=colkqbuK=

 
Ahokas’ jasterDs thesis EOMNPF describes solutions for integrating mpC and pCAaA 
Epupervisory Control and aata AcquisitionF communications for power stationsK qhe idea is 
that pCAaA and mmoa communications use the same networkK 
 

AhokasI gK EOMNPF pecure and oeliable Communications polution for 
pCAaA and mmao useK jaster thesisK qheseusK bspooW iaureaK 
=
AbstractW= mublic= mrotection= and= aisaster= oelief= EmmaoF= and= pupervisory= Control=
and=aata=Acquisition=EpCAaAF=systems=have=similar=needs=for=secured=and=reliable=
communicationsK= All=buropean=mmao= organizations=have=similar= requirementsK=A=
common= network= for= both= mmao= and= pCAaA= creates= synergy= and= makes=
interoperability= within= systems= and= cross= borders= possibleK= qhis= report= presents= a=
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highly= redundant= and= secured= communications= network= solution= for= both= of= the=
actorsK= qhe= network= level= is= shared= between= multiple= actors= but= all=
communications=can=be=secured=and=isolated=from=the=other=types=of=trafficK=
=
rninterrupted=power=distribution=is=extremely=vital=for=modern=society=to=functionK=
pecured= data= transfer= between= control= centers= and= power= stations= is= critical= for=
controlling=and=protecting=power=distributionK=cor=added=security=live=video=stream=
is= needed= for= monitoring= the= power= stationsK= Current= communications= networks=
used=with=pCAaA=do=not=offer=required=features=for=transferring=video=stream=in=the=
same=network=as=pCAaA=control=commandsK=
=
A=standard=fnternet=connection=does=not=offer=the=required=reliability=and=security=
level= for= pCAaA= communicationsK= jultiJAgency= Cooperation= fn= CrossJborder=
lperations=EjACfClF=project=aims=to=produce=a= new=way=of=combining=multiple=
telecommunication= channelsI= such= as= qbqoAI= satelliteI= power= line=
communications=and=OdLPdLQd=networks=to=create=a=single=redundant=secure=and=
faster=data=transfer=path=for=usable=for=mmao=and=pCAaA=systems=and=at=the=same=
for=video=surveillance=systemsK=
=
fn= order= to= provide= the= required= level= of= reliability= the= communications= network=
must= support= multiJlink= encrypted= channels= and= the= network= must= be= able= to=
prioritize= traffic= based= on= predefined= parametersK= aistributed= pystems=
intercommunication=mrotocol=EapimF=is=able=to=offer=all=of=these=features=in=a=single=
unified=solutionK=qhis=enables=building=modern=cyberJsecure=data=network=for=both=
mmao=organizations=and=pCAaA=usageK=
=
bven= if= the= communications= channels= are= secured= and= reliableI= still= some= issues=
must= be= consideredK= qhis= research= report= discusses= these= challenges= and= offers=
solutions= for= theseK= Also= alternative= solutions= for= securing= the= communications=
channels=are=discussed=and=compared=to=the=proposed=apim=solutionK=
=
qhis= research= report= includes= three= international= publications= published= in= year=
OMNOK= qhe= first= and= second= papers= cover= pCAaA= communications= and= the= third=
paper= focuses= on= mmao= challengesK= qhe= research= work= followed= the=
multimethodological= fp= research= conceptK= qhe= work= was= evaluated= by= the= seven=
guidelines=for=fp=design=researchK=
=
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kek LawOönforcementOxuthorities’OSpecialORequirementsO
O O forOäataOzommunicationsO
 
fn their studyI oajamäki C hämppi focus on how law enforcement authorities want to 
facilitate their combat against criminal organizations in burope and what kind of 
communications challenges crossJborder operations bringK qhe study is a continuation of the 
pAqbofph EpAqbllite positioning ofphsF research project and focuses mainly on satellites in 
crossJborder operationsK patellite positioning has been used for blue force tracking Etracking 
of ibAs’ own vehiclesF and for forensicsK qhe complex tracking systems are open to all kinds 
of  data  delivery  problems  and  even  cyberJattacksK  qhe  current  tracking  devices  are  not  
intelligentX they can take orders but cannot selfJreactK pince organized crime does not 
respect  national  borderlinesI  there  is  a  need  for  buropean  collaboration  when  it  comes  to  
ibAsK qhis also has effects on ibAs’ vehiclesK  
 

oajamäkiI gK C hämppiI mK EOMNPFK jobile Communications Challenges to 
CrossJborder qracking lperations Carried out by iaw bnforcement 
AuthoritiesK qhe fnternational Conference on fnformation ketworking 
OMNP EfClfk OMNPFK OTKJPMKNKOMNPI BangkokI qhailandK 
 
AbstractW= lrganised= crime= is= a= real= crossJborder= threat= with= the= emergence= of=
international= warehouses= of= crimeK= cor= improving= their= evidenceJgathering=
abilitiesI= law= enforcement= authorities= EibAsF= are= constantly= seeking= new=
technological= recordingI= retrieving=and= monitoring=solutions=that=would=facilitate=
their= combat= against= criminal= organisationsK= qhe= criminalsD= counter= measure=
activitiesI=such=as=electronic=counterJsurveillanceI= jamming=and=constant=changes=
in=behaviour=for=preventing=eavesdropping=or=physical=surveillance=are=continuously=
increasingK=qhe=pressure=to=find=new= intelligent=technologiesI= which=are=harder=to=
detectI= more= strongly= encryptedI= longerJlastingI= quicker= to= install= and= more=
adaptiveI=is=emerging=and=is=a=highJpriority=taskK=qhe=aim=of=this=study=is=to=provide=
an= improved= understanding= of= the= structural= characteristics= and= the= dynamic=
evolution= of= mobile= communication= challenges= to= crossJborder= satelliteJbased=
tracking= operations= carried= out= by= ibAsK= qhe= study= is= based= on= the= results= and=
lessons= learned= from= the= pAqbofph= research= project= executed= OMMU–OMNNK= qhe=
study= results= will= be= exploited= in= the= ongoing= OKR= years= research= project= jultiJ
Agency=Cooperation=fn=CrossJborder=lperations=EjACfClFK 

 
qhe point of the studies by pavolainen EOMNPF and eusso EOMNPF are to find out how to build a 
functioning camera network for police in siege incidentsK qhe solution must be fast and easyI 
without help from an fCq expertK  polutions based on a wireless local area network EtiAkF 
were found to be too unreliableK lne solution is a wireless mesh network EtjkF based on 
standard UMOKNNsK qhe tjk network is a wireless data network that is composed of radio 
links and which creates a mesh formationK qhe difference with a traditional wireless network 
is that every appliance in a mesh network can route arriving packets forwardI automatically 
creating the radio connectionK fn longJlasting situationsI wired connections have many 
advantagesK 
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pavolainenI pK EOMNPFK iiikkuvan kuvan siirtäminen poliisin tilannejohdon 
käyttöön piiritystilanteessa Ertilizing video surveillance to support police 
on scene commandingFK qhesisK qheseusK bspooW iaurea Ein cinnishFK  
=
AbstractW=qhe=purpose=of=this=thesis=was=to=search=for=options=to=build=a=functional=
video= surveillance= netJwork= to= support= police= on= scene= commanding= during= siege=
incidentsK= fn= the= initial= phase= of= the= thesis= project= there= were= no= specific=
technologies=or=solutions=available=that=would=suite=the=police=needsK=qhe=objective=
was= not= to= build= a= concrete= surveillance= networkI= but= instead= to= find= options= for=
molice=qechnical=Centre=to=consider=as=a=complete=solutionK=keither=was=there=any=
budget=available=to=buy=physical=devices=at=this=stageK=auring=this=research=it=was=
required=to=take=into=consideration=some=real=life=features=like=a=rapid=development=
of=an=on=scene=situationI=end=userJfriendliness=and=feasibility=in=field=conditions=
=
qhe=research=method=applied=in=this=study=was=design=science=research=that=aims=at=
planning= a= practical= implementationK= qhe= applied= data= collection= method= was=
literature=research=that=contained=in=this=case=mostly=looking=for=relevant=data= in=
the=internetK=Because=of=using=mostly=electronic=sources=a=critical=review=was=a=vital=
part= of= this= thesis= projectK= auring= the= study= process= it= appeared= that= it= is=
meaningful= to= concentrate= on= meshJnetworks= based= on= fbbb= standard= UMOKNNsK=
jeshJnetworks= is= a= relatively= new= research= topic= and= there= are= few= printed=
publications=availableK=
=
Available=network=solutions=were=surveys=covering=operator=networksI=wireless=iAk=
and= meshJnetworksK= jesh= turned= out= to= be= the= most= reliable= option= and= the=
further=research=of=video=surveillance=solution=was= based=on=this=decisionK=Among=
all= alternatives= an= American= Agilejesh= was= selected= as= the= best= choiceK=
Agilejesh= has= developed= a= wide= set= of= camera= tools= targeted= for= policy= ptAq=
activity= and= the= communication= solution= is= designed= based= on= fbbb= standard=
UMOKNNsK=
 
 
eussoI gK EOMNPFK Autonominen videokuvan siirtoon soveltuva 
tietoverkkoratkaisu viranomaisajoneuvoihin EAutonomous video 
transmission network for government vehiclesFK qhesisK qheseusK bspooW 
jetropolia Ein cinnishFK 
 
AbstractW= qhis= thesis= aims= to= describe= the= effects= of= field= operations= on= video=
transmissionK= rnder= field= conditionsI= the= functionality= of= data= communications=
requires= special= attentionK= mroblems= in= data= connections= may= lead= to= material=
losses=and=in=the=worst=case=prevent=saving=human=livesK=
=
qhe=thesis=examines=different=methods=of=transferring=image=between=two=vehiclesK=
fn= detailI= four= different= data= transmission= methods= are= comparedX= two= cable=
implementations= and= two= wireless= versionsK= mroblems= and= challenges= are=
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approached= from= a= theoretical= aspectK= ppecific= implementation= solutions= are=
compared=and=their=strengths=and=weaknesses=are=demonstratedK=
=
qhere= are= numerous= different= aspects= that= affect= wireless= iAk= EtiAkF=
performance=in=field=conditionsK=qhese=aspects=include=the=weatherI=infrastructure=
and= terrainK= cor=this= reasonI= a=wireless=iAk=cannot=be=considered=as=the=primary=
option=for=video=transmissionK=qhese=concerns=were=proven=justified=via=attenuation=
measurements=of=the=tiAk=signalK=
=
keverthelessI= tiAk= may= be= used= in= forming= a= close= range= network= around= the=
vehicleI= for= example= to= connect= camerasI= computers=and= maAsK= cor= longer= range=
video= transfer= it= could= be= determined= that= a= domestic= Ajeco= itd= QCom= multiJ
channel=router=is=an=adequate=deviceK=
=
ft =can =be =concluded =that =in =order =to =provide =stableI =reliable =and =secure =data =
transfer= between= vehiclesI= it= is= necessary= to= use= wired= connectionsK= tired=
connections=are=slower=to=setup=than=wireless=connectionsI=but=wired= connections=
are= clearly= a= better= choice= due= to= the= numerous= challenges= that= are= encountered=
with=wireless=connectionsK=cor=future=research=it=would=be=worthwhile=to=study=the=
possibilities=of=longJdistance=wireless=communication=methods=such=as=tiJjAuK=
=

qhe aboveJmentioned studies concentrate on information securityI law enforcementsI and 
observing  criminals  Ewith  satellites  or  video  camerasFK  cinnish  police  as  well  as  other  
buropean ibAs want technologies that are quick to install in order to catch criminalsK _oth 
studies also transfer information for law enforcementsI whether it is video footage of siege 
incidents for police or for recordingI retrieving and monitoring solutions for ibAs that would 
facilitate their combat against criminal organizationsK 
 
 
kel VoiceOzommunicationsO
 
qhis  chapter  deals  with  voice  communications  based  on  the  qbqoA  Eqerrestrial  qrunked  
oadioF standard and consists of five studentJdriven thesesK qhe main topics of the first thesis 
Ebrkkilä C pillanpääI OMNPF are sfosb’s EviranomaisradioverkkoF usabilityI users and 
developmentK  qhe  second  thesis  Eiaakso  C  ieinoI  OMNNF  is  research  on  the  safety  of  the  
qbqoA radio network systemK qhe third thesis Ehirstinä C iehtinenI OMNOF concentrates on 
the  use  of  the  sfosb  radio  as  a  tool  used  by  emergency  response  nursesK  jaijala  C  
jarkkanen  EOMNOF  develop  sfosb  education  for  bachelors  of  social  serviceK  And  the  last  
thesis Eeuhtala C hauppilaI OMNNF tells about the making of a demonstration video of sfosb 
and the qbqoAsim training program based on interviewsK  
 
qhe sfosb radio network and communication system is designed for public safety officials in 
cinlandK  sfosb  has  PNIMMM  usersI  which  includes  the  policeI  rescue  departmentsI  defence  
forcesI  health  care  and  social  servicesK  fts  goal  is  to  provide  nationalI  secure  and  reliable  
communications between authoritiesK sfosb is based on the qbqoA network standardK 
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qbqoA supports both voice and data transmissionK qbqoAsim is a cinnish provider of the 
qbqoA simulating environment and training programsK 
 
qhe purpose of brkkilä C pillanpää EOMNPF is to clarify the type of communication used in a 
sfosb network and how it could be developedK qhe method used was a literature reviewI and 
NQ  studies  were  used  for  the  final  reviewK  qhe  findings  show  that  sfosb  improves  the  
communication between authorities and makes it fasterK ft is secure in useK oesults show 
that  group  calls  were  used  a  lotK  eoweverI  room  for  improvement  was  foundK  Call  groups  
were considered to be hard to useI there is a lack of education in their useI there are no clear 
communication instructionsI and there were some grievancesK qhe group call was the mostJ
used  functionI  and  it  needs  the  most  improvementK  qhe  conclusion  is  that  there  are  more  
advantages than disadvantages when using sfosbK qhe results consisted of many benefits in 
using sfosbK qhe user must be aware of the message traffic rules and traffic disciplineK 
 

brkkiläI eK C pillanpääI iK EOMNPFK siestintä sfosbJ
viranomaisradioverkossa ja sen kehittäminenW hirjallisuuskatsaus 
ECommunication in public authority radio network sfosb and its 
developmentFK qhesisK qheseusK bspooW iaurea Ein cinnishFK 
 
AbstractW=sfosb= is=a=communication=system=which= is=designed= for=public= officials=
useK=qhe=users=areW= rescue=departmentsI= the=policeI= the=cinnish=defence=forces=and=
health= care= and= social= servicesK= qhe= total= number= of= users= is= PN= MMMK= pince= the=
beginning= of= sfosb= the= main= focus= has= been= ensuring= the= consistent= and= secure=
communication=between=public=authoritiesK=
=
qhe=purpose=of= this= thesis=was=to= find=out=what=type=of=communication= is=used= in=
sfosb= networkK= qhe= main= target= of= the= thesis= was= to= develop= sfosbJ
communicationK= qhe= thesis= was= carried= out= as= a= literature= reviewK= qhe= total=
amount= of= studies= which= were= chosen= to= final= review= was= NQK= qhe= chosen= studies=
dealt= the=use= of= sfosb= in= fire=departmentI= the= police= and=health= care=and= social=
servicesK=qhe=data=was=analyzed=by=inductive=content=analysisK=
=
According= to= the= findingsI= the= use= of= sfosb= enhances= public= authority=
communicationI= increases= security= and= enables= faster= communication= and=
preindicationK=sfosb=also=serves=as=a=communication=tool=for=the=management=and=
it=obligates=the=user=to= responsible=ways=of=communicationK= fn=the=studiesI=group=
calls= was= often= used= as= a= way= of= communicationK= Based= on= the= findings= of= this=
thesisI= the= main= areas= that= need= improvement= in= sfosb= areW= the= call= groupsI=
handling=and=useI=trainingI=procurementI=communication=guides=and=the=terminal=
deviceK= sfosb= call= groups= were= found= to= be= the= area= that= needed= the= most=
improvementK=
=
fn= future= studies= the= terminology= that= is=used= in= sfosb= communication= could= be=
studied= further= because= it= proved= to= be= difficult= to= understandK= sfosb=
communication=involves=many=instructional=guides=which=are=essential=to=manage=
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in=order=to=succeed=in=sfosb=communicationK=fn=the=future=an=orientation=folder=of=
different=user=communication=guides=could=be=gatheredK=
=

iaakso C ieino EOMNNF research the security of the qbqoA standard and its communication 
requirements for authoritiesK qheir study focuses on wireless communication risks and a 
comparison  of  qbqoA  to  other  radio  and  mobile  phone  systemsK  qhe  conclusions  of  the  
thesis  are  that  qbqoA  is  the  most  secure  and  usable  alternativeK  fts  properties  are  very  
diverse and comprehensive for authorities to useK qbqoA phones combine radio and mobile 
phone functionsI for exampleI oneJway and twoJway voice callsI emergency callsI the search 
of groups in a coverage area and in the direct modeK qbqoA’s encryption is strongI it works in 
both  directionsI  mobile  devices  can  be  removed  from  the  network  temporarily  or  
permanentlyI and it is operationalK kew commercial mobile networks are highly developed 
with their safety featuresI but they do not reach qbqoA’s levelK 

=
iaaksoI gK C ieinoI eJeK EOMNNFK qbqoAJ–radioverkkojärjestelmän 
turvallisuuden tutkimus teknisen vertailun ja riskianalyysin avulla 
Eoesearch of the security of the qbqoA radio network system with the help 
of a technical comparison and a risk analysisFK qhesisK qheseusK bspooW 
iaurea Ein cinnishFK 
 
AbstractW= qhis= thesis= studies= the= suitability= of= the= qbqoA= Eqerrestrial= qrunked=
oadioF= radio= netJwork= standard= to= the= communicational= requirements= of=
authorities=such=as=the=policeI=fire=brigadesI=rescue=servicesI=social=and=health=care=
organisationsK= qhe= many= risks= posed= by= wireless= communication= technology= are=
also= researchedK= Additionally= the= most= commonly= used= radio= and= mobile= phone=
systems= are= coveredK= qheir= technical= aspects= are= compared= with= the= properties=
offered=by=the=qbqoA=networkK=A=risk=analysis=is=used=to=estimate=the=consequences=
of= the= probability= and= severity= of= the= risk= factorsK= qhis= study= is= commissioned= by=
iaurea= rniversity= of= Applied= pciences= and= is= a= part= of= the= risk= studies= of=
communication=technologies=belonging=to=the=jlBf=projectK=
=
fn =this =thesis =qbqoA =and =the =other =radio =and =mobile =phone =systems =have =been =
examined= according= to= the= literary= publications= and= online= documentations=
concerning= themK= qhe= theoretical= knowledge= included= in= the= sources= is= presented=
coherently= with= the= technical= comparison= and= the= risk= analysis= in= mindK= qhe=
technical= comparison= has= been= made= by= composing= the= literary= sources= into= a=
generalised=table=in=which=the=features=of=the=systems=studied=are=compared=with=
the=qbqoA=systemK=
=
qhe=technical=comparison=supports=the=risk=analysis=for=which=the=risks=are=collected=
from=both=literary=and=online=sourcesI=including=many=news=articles=reporting=real=
life=incidentsK=qhe=implementation=of=the=risk=analysis=was=done=by=creating=a=risk=
analysis= tool= to= which= the= required= degrees= of= probability= and= severity= were=
acquired=with=a=form=filled=by=an=expert=of=the=fieldK=qhe=risk=degrees=are=presented=
numerically=in=the=table=and=conclusions=are=drawn=in=light=of=their=frequency=in=the=
activities=of=a=health=care=organizationK=



 

 

RV

Based=on=the=results=of=the=researchI=the=qbqoA=standard= is=the=most=secure=and=
usable=alternative=as=a=whole=out=of=the=radio=and=mobile=phone=systems=available=
today= for= the= use= of= authoritiesI= especially= when= services= for= voice= calls= were=
consideredK= qhe= operation= of= qbqoA= proved= to= be= reliable= in= both= uncertain=
situations= and= in= riskJprone= operational= environments= as= wellI= because= it= is=
available=for=limited=usability=in=circumstances=where=the=other=researched=systems=
would= be= practically= almost= or= entirely= inoperableK= qhis= thesis= can= assist= decision=
making= for= organisations= that= consider= improving= their= mobile= communications=
system=to=a= more=secure=and=reliable=direction=based=on= the=current=technologies=
availableK=
=
=

kem öndduserOTrainingOforOTöTRxO
=
qhe following three theses made research on different points of view toward qbqoA trainingK 
qhe study of hirstinä C iehtinen EOMNOF was a quantitative research with a NVB response 
rateK  qhe  purpose  of  the  thesis  was  to  describe  the  sfosb  training  needs  of  nurses  at  the  
jeilahti emergency room and the qöölö accident C emergency facilityK AlsoI one of the goals 
was to develop the sfosb radio training program based on this researchK ft was concluded 
that  there  is  a  clear  need  for  sfosb  training  from  the  beginning  with  basic  useK  AlsoI  the  
official communication skills of authorities should be included in the educationK 

=
hirstinäI qK C iehtinenI pK EOMNOFK sirveJpuhelin sairaanhoitajan 
työvälineenä päivystysJalueella Eqhe use of sirve radio as a tool for the bo 
nursesFK qhesisK qheseusK bspooW iaurea Ein cinnishFK 
 
AbstractW=qhe=cinnish=authority=radio=network=EsirveJnetwork=in=cinnishF=is=a=part=
of= the=national= communication=safety= network=that= was=produced=to=provide=the=
authorities=a=nationalI=reliable=and=secure=radio=networkK=qhe=network=design=was=
started =in =the =early =NVVMs =and =the =construction =began =in =NVVUK =ft =became =
nationwide= in= OMMOK= qhe= users= of= the= sirve= network= include= the= defense= forcesI=
rescueI= security= and= health= authoritiesK= sirve= equipment= is= used= in= the= secure=
internal= and= external= communication= and= data= transfer= between= different=
authoritiesK= qhe= use= of= sirve= in= the= social= and= health= care= area= is= increasingK= fn=
order= to= make= sure= the= health= care= professionals’= radio= communication= skills=
comply= with= fulfil= the= requirementsI= it= is= important= to= receive= feedback= from= the=
everyday=users=of=the=sirve=networkK=
=
qhe=purpose=of=this=study=was=to=describe=the=sirveJradio=training=requirements=of=
the= nurses= in= jeilahti= emergency= room= and= qöölö= accident= C= emergencyK= qhe=
purpose=was=also=to=further=develop=the=sirveJradio=training=program=according=to=
the=results=of=the=questionnaire=conducted=on=the=nursesK=
=
A= quantitative= research= method= was= used= in= this= thesisK= qhe= response= rate= was=
NVBK=A=structured=questionnaire=was=used=to=gather=the=data=and=it=included=of=OQ=
questions=or=claimsK=According=to=the=theoretical=backgroundI=the=use=of=sirve=and=
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the=length=of=experience=in=its=useI=the=knowledge=of=its=use=and=the=training=needs=
for= the=user=were= separated=as=the=different=areas= in= the=questionnaireK= Based=on=
these= different= areasI= the= purpose= was= to= find= out= what= different= qualities= of= the=
sirve=radio=were=used=and=howK=qhe=general=opinion=regarding=the=radioI=the=ease=
of=its=useI=the=benefits=of=its=use=and=the=technical=knowledge=and=skills=of=its=users=
were= also= studiedK= fn= additionI= the= benefits= and= the= necessity= of= the= sirve= radio=
training= were= studiedI= as= well= as= the= opinions= on= where= and= how= the= training=
should= be=organisedK= qhe=analysis=of= the=questionnaires=was=carried=out=using=an=
bxelJspreadsheet=program=and=a=calculatorK=
=
According=to=the=results=the=knowledge=of=the=use=of=sirve=radio=varies=greatlyK=fn=
additionI=the=study=showed=the=need=for=annual=trainingK=qhe=training=should=focus=
on= the= basic= skills= and= ordinary= communication= skillsK= qhe= majority= of= the=
respondents=would=prefer=the=training=to=be=conducted=in=their=own=work=siteK==

 
qhe  thesis  of  jaijala  C  jarkkanen  EOMNOF  deals  with  bachelors  of  social  work  and  their  
sfosb  use  in  educationK  sfosb  was  seen  as  a  tool  that  could  improve  cooperation  in  the  
futureK _achelors in pocial tork cooperate a lot with different authoritiesI and sfosb could 
facilitate working togetherK At the momentI emergency communications go through the 
emergency centreI but in the futureI calls could connect directlyI without intermediariesK 
sfosb education is inadequateI but sfosb is a new concept and still needs improvementsK 
 

jaijalaI jK C jarkkanenI g EOMNOFK posionomiopiskelijoiden sirveJ
koulutuksen kehittäminen Eaeveloping the sirve education for Bachelors of 
pocial perviceFK qhesisK qheseusK bspooW iaurea Ein cinnishFK 
 
AbstractW= sirve= is= an= authority= radio= network= which= allows= safety= authorities= to=
communicate=with=each=otherK=ft=is=used=byI=for=exampleI=the=policeI=rescue=servicesI=
paramedicsI=emergency=clinics=and=on=duty=social=workersK=qhere=are=approximately==
PN= MMM= sirve= users= and= its= use= in= the= communication= between= authorities= is=
increasingK= qhere= is= a= growing= demand= for= sirve= educationK= CurrentlyI= sirve=
education= is= provided= mostly= for= health= care= workers= but= as= the= use= of= sirve=
increasesI=social=services=employees=will=have=to=be=trained=to=use=it=as=wellK=
=
A= Bachelor= of= pocial= pervices= is= a= rniversity= of= Applied= pciences= graduateK=
Completing=the=education=takes=PKR=yearsK=Bachelors=of=pocial=pervices=have=diverse=
employment= opportunities= and= they= can= workI= for= exampleI= in= child= protectionI=
mental=health=services=or=as=home=care=supervisorsK=
=
qhe=purpose=of= this= thesis=was=to=explore=the=possible=uses=of=sirve= in= the=work=of=
Bachelors=of= pocial= pervicesK=qhe=objective=was=to=develop=the=sirve=education= for=
stuJdents=of=social=servicesK=qhe=research=method=was=qualitative=and=the=data=was=
collected=through=three=theme=interviewsK=fn=order=to=obtain=different=perspectives=
on= the= subjectI= we= interviewed= a= student= and= a= teacher= of= social= services= and= a=
Bachelor= of= pocial= pervices= working= at= a= social= emergency= centerK= oesearch= data=
was=analyzed=by=using=content=analysisK=
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=
According=to=the=findingsI=sirve=education=was=perceived=as=useful= for=students=of=
social=servicesK=Bachelors=of=pocial=pervices=work=together=with=different=authorities=
and= using=sirve= in=the=communication=between=authorities=could= be=usefulK= sirve=
could=be=of=use=in=particular=in=urgent=crisis=situations=where=quick=communication=
is=necessaryK=
=
As= this= thesis= was= written= by= nursing= studentsI= further= research= could= involve=
students=of=social=services=conducting=research=on=sirve=and=sirve=education= from=
their=point=of=viewK=cuture=research=could=also=involve=increasing=the=coJoperation=
between=students=of=nursing=and=social=services=and=improving=the=communication=
between=different=authoritiesK=

 
qhe last thesis Eeuhtala C hauppilaI OMNNF produced a screenplay for a demonstration video 
based on interviews from various authorities that are using sfosbK qhe aim is to give more 
information about the communication system and to motivate viewers to participate in the 
training programK qhe research indicates that there is a need for more education and training 
in sfosbK 
 

euhtalaI oK C hauppilaI mK EOMNNFK sfosb ja qbqoAsimJ
koulutusympäristö — esittelyvideo Esfosb and qbqoAsim training 
program — demonstration videoFK qhesisK qheseusK bspooW iaurea Ein 
cinnishFK  
 
AbstractW= fn= cinlandI= qbqoA= Eterrestrial= trunked= radioF= goes= by= the= name=
viranomaisradioverkko= or= sfosbI= meaning= government= radio= networkK= sfosb= is=
cinland’s= most= comprehensive= digital= qbqoA= standardJbased= networkI= which= is=
intended=for=communication=between=authoritiesK=qhe=purpose=of=this=thesis=was=to=
produce=a=demonstration=video=about=sfosb=and=the=qbqoAsim=training=programK=
qhe= video= aims= to= give= information= about= the= government= radio= network=and= to=
motivate= viewers= to= participate= in= the= training= programK= A= person= can= receive=
qbqoAsim= training= at= ltaniemi= unit= of= iaurea= rniversity= of= Applied= pciences=
where= a= simulation= learning= environment= has= been= created= for= this= purposeK= qhe=
development= of= this= training= program= has= been= carried= out= together= with= the=
eelsinki=—=rusimaa=eospital=districtK=
=
sfosb=users=were= interviewed= in= various=work=environments=for=the=screenplay= of=
the=videoK=qhe=interviewees=include=a=firefighterI=a=paramedic=and=two=nurses=from=
the=onJcall=areaK=qhe=interviews=were=semiJstructured=thematic=interviews=designed=
to= identify= the= use= and= experience= of= sfosb= in= the= workplace= and= the= role= and=
importance= education= to= use= itK= qhe= core= content= of= the= analysis= of= the= material=
indicates=that=there=is=a=need=for=more=education=and=training=of=the=sfosb=systemK=
=
qhe= script= of= the= video= consisted= of= the= following= themesW= the= role= of= the=
government=radio=networkI=experiences=of=its=use=and=trainingK=qhe=locations=in=the=
video= were= the= kiittykumpu= fire= stationI= the= casualty= ward= in= qöölö= and= iaurea=
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ltaniemiK=ciremenI=paramedicsI=nurses=and=students=of=iaurea=were=invited=to=be=
the= actors= and= actresses= in= the= videoK= qhe= video= can= be= used= for= marketing= and=
educational=purposesK=

 
_asicallyI all the theses show that there is a lack of informationK duidance in usage is poorI 
and the system includes some functions they do not needK tith standardization in 
communication  and  developmentI  a  network  system  can  provide  desired  resultsK  As  
mentioned  earlierI  sfosb’s  usability  is  managed  by  a  fewI  and  with  more  education  this  
communication system for authorities can be improved to the level it should beK 
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silpasI jK EOMNOFK gavan soveltuvuus apimJreititysjärjestelmän asetusmuokkaimen luontiinK 
qhesisK qheseusK bspooW iaurea Ein cinnishFK 
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l TowardsOzommonOServicesO
Jyri Rajamäki, Paresh Rathod & Ilkka Tikanmäki 

mublic mrotection and aisaster oelief EmmaoF servicesI including police forcesI fire brigadesI 
ambulance servicesI maritime and coast guard servicesI are the primary protectors of life and 
propertyK te have learnt from previous chapters that the amount of technical applications 
and  services  in  mmao  vehicles  has  increased  during  the  past  few  decadesK  qhe  lack  of  
common standardization in this field resulted in a multiplicity of fCq infrastructuresK ft is 
important to create a common fCq infrastructure for all emergency vehiclesI which was one 
of the main reasons why the jl_f Ejobile lbject _us fnteractionF project was founded and 
extensive studies were conductedK qhe project outcome also includes various 
recommendations for standardizationI including piloting conceptsK qhis chapter mainly 
focuses  on  common  services  in  mmao  servicesI  and  the  following  sections  summarize  the  
samples of evidence in the studiesK  
 
 
leh IntroductionO
 
qhe first article in this sectionI ”aesigning an emergency vehicle fCq integration solution”I 
written by gyri oajamäki and qimo sillemsonI presents fCq solutions for emergency vehicles 
produced  by  the  fnternal  pecurity  fCq  Agency  EeAiqfhFK  fn  the  articleI  oajamäki  and  
sillemson  express  their  concern  about  the  diversity  of  the  fCq  systems  used  in  emergency  
vehiclesK qhey also pointed out that different services are constructed through multiple 
providers perpetuating the interoperability issues between fCq systemsK qhe main goal for 
this study is to illustrate design parameters and features of fCq integrationK lne example 
that oajamäki and sillemson present is that all services should be acquired through a single 
providerK A new mobile platform for police cars is also proposedK 
 

oajamäkiI gK C sillemsonI qK EOMMVaFK aesigning emergency vehicle fCq 
integration solutionI fn proceedings the Prd fnternational Conference on 
Communications and fnformation qechnologyI OVJPN aecemberI AthensI 
dreeceK 
 
AbstractW= bKgK= cinnish= police= cars= have= about= QM= different= user= interfaces= EradioI=
navigationI= command= and= control= systemsI= radarI= alarm= lights= etcKF= on= the= deck=
beyond=cars’=user=interfacesK=fn=cold=weather=conditionsI=all=police=vehicles=are=not=
creating= enough= electricity= for= intensive= operationsK= AlsoI= wiring= and= ergonomics=
are=problematicK=eoweverI=the=annual=delivery=amount=of=emergency=vehicles=is=so=



 

 

SR

low= that= traditional= business= models= being= made= up= of= selling= of= devices= and=
systems=do=not=inveigle=suppliers=into=doing=remarkable=developing=workK=poI=other=
business= modelsI= such= as= digital= service= conceptsI= are= needed= also= for= security=
servicesK=fn=this=paperI=the=concept=vehicle=is=a=solkswagen=transporter=used=by=the=
cinnish=policeI=but=the=possibility=of=extensibility=to=other=emergency=vehicles=is=also=
discussedK=A=new=mobile=platform=for=police=cars=is=proposed=and=the=digital=service=
design= parameters= of= the= fCq= solution= are= definedK= curther= research= subjects= are=
also=presentedK=
=

lur studies on mmao services clearly found that organizational changes bring potential 
challenges for all services to their audienceK eannaJjiina pihvonen has conducted her 
doctoral studies reviewing the organizational changes and how to improve software 
processesK eer thesis is titledI “ptudies on poftware mrocess fmprovement in lrganizational 
Changes”K phe has awarded a mha degreeI and her thesis abstract is presented belowK 
 

pihvonenI eJjK EOMNOFK ptudies on poftware mrocess fmprovement in 
lrganizational ChangesK aoctoral qhesisK rniversity of bastern cinlandK 
mublications of the rniversity of bastern cinlandI aissertations in corestry 
and katural pciences ko TOK 

 
AbstractW= lrganizational= changesI= such= as= mergers= and= acquisitionsI=
reconfigurationsI= growthI= internationalizationI= outsourcingI= and= adoption= of=
standards= or= process= improvement= frameworksI= have= notable= effects= on= software=
processesK= qhe= changes= strongly= affect= organizational= structures= and= processesI=
organizations’= business= modelsI= product= and= service= portfoliosI= and= technology=
platformsK=joreoverI=they=cause=difficulties=in=process=improvement=work=or=enforce=
the=organization=to=initiate=process=improvement=actionsK==
=
qhe= main= objective= of= this= thesis= is= to= answer= the= research= problemI= how=
organizational= changes= affect= software= process= improvementK= qhe= main= research=
method= of= this= thesis= is= case= studyK= qhe= studied= cases= cover= different= types= of=
organizational=change=situations=and=process=improvement=activitiesK==
=
qhe=main=contribution=of=this=thesis=is=NF=to=strengthen=the=existing=knowledge=and=
provide=new=insights=on=impact=of=organizational=changes=to=software=process=and=
OF= to= increase= understanding= of= software= process= improvement= challenges= in=
organizational=changesK=qhe=main=practical=contribution=of=this=thesis=concerns=the=
empirical=experiences=on=software=process=improvement=in=organizational=changes=
and=how=to=support=software=process=improvement=work=with=trainingK==
=
qhese= contributions= can= be= used= in= practice= by= software= organizations’= business=
managersI= software= process= and= quality= managersI= and= software= engineers= to=
prepare=for=organizational=changesI=which=have=effect=on=software=processesK=
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lei HumandMachineOInteractionsO
 
auring the jl_f project workI we explored humanJmachine interactions and interfacesI and 
we  also  piloted  a  few  of  themK  qhe  study  by  oajamäki  et  alK  EOMNQF  combined  the  
assignments of jasterDs students qimo qimonenI genni kevalainenI eeli rusipaavalniemiI 
qomi  qöyrylä  and  bero  ArteI  along  with  other  results  of  the  jl_f  project  with  respect  to  
humanJmachine interactionsK 
 

oajamäkiI gKI qimonenI qKI kevalainenI gKI rusipaavalniemiI eKI qöyryläI qK 
C ArteI bK EOMN4FK eumanJmachine interactions in future police vehiclesW 
Applying ppeech rser fnterface and ocfa qechnologyI fnternational 
gournal of pystems ApplicationsI bngineering C aevelopmentI solume UK 

 
AbstractW=A= modern=police=vehicle= is=a= very= complicated= combination=of= different=
technologiesK=A=single=vehicle=contains=dozens=different=humanJmachine=interfaces=
EejfsF= and= carries= a= lot= of= equipmentX= for= exampleI= cinnish= police= cars= are=
equipped=with=an=average=of=about=QM= different=ejfs=and=NMM=different=types=of=
equipmentK=ft=is=extremely=important=to=be=sure=that=all=needed=tools=are=available=
in=field=operationsK=crom=operationalI=safety=and=ergonomic=reasonsI=there=is=a=need=
to= cut= down=the= number= of= ejfs=and= make= the= systems= easier= and= safer=to= useK=
qhis= paper= presents= results= from= the= jlBf= project= EhttpWLLmobiKlaureaKfiF= with=
regard=to=humanJmachine=interactions=in=future=police=vehiclesK=qhe=findings=show=
the=significance=of=the=early=user=feedback=for=the=design=work=of=ejfsK=qhe=results=
also=show=that=a=remote=identification=applying=ocfa=technology=enables=the=police=
to=make=the=inventory=of=their=vehicles’=equipment=three=times=faster=than=by=handK=
Based= on= our= studyI= there= is= a= global= need= for= a= standard= in= the= ejf= design= for=
emergency=service=vehicle=developmentK=

 
 
lej TowardsOäesignOPrinciplesOofOServicedOrientedOO
O xrchitectureOWSOxYO
 
qhe mublic mrotection and aisaster oelief EmmaoF organizations are using fnformation and 
Communication qechnology EfCqF services in very heterogeneous and customized delivery 
methodsK qhe majority of organizations have tailored processesI contracts and technologiesK 
fn many casesI these are managed by internal and external suppliersK qhe design principles 
of perviceJoriented Architecture EplAF can be the answer to leveraging the benefits of 
existing softwareI interoperability and flexibility of integrationK qhe plA approach brings 
many benefits for emergency response organizations to deal with public protections and 
disaster relief operationsK qhe first benefit is the reuse of existing services and the 
encapsulation of legacy systemsK qhe second benefit is the agility to change processes and 
information flows to support any changesK qhe third benefit is the ability to monitor points of 
information and service in real timeK qhis monitoring allows checking and determining the 
state and wellJbeing of emergency servicesK qhe fourth benefit is the extended reach and 
ability to expose certain required processes to other external entities for the purpose of 
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interoperabilityI cooperation or shared processesK perviceJoriented solutions can be 
comprised of services built as web servicesI componentsI or a combination of bothK 
 
qhe  first  study  in  this  section  by  oajamäki  and  sillemson  EOMMVbF  proposes  a  new  mobile  
platform  for  police  cars  as  well  as  the  digital  service  design  parameters  for  the  fCq  
integration solutionK 
 

oajamäkiI gK C sillemsonI qK EOMMVbFK Creating a service oriented 
architectural model for emergency vehiclesK fnternational gournal of 
CommunicationsI fssue OI solume PI 44JRPK  
 
AbstractW= bKgK= cinnish= police= cars= have= about= QM= different= user= interfaces= EradioI=
navigationI=command=and= control=systemsI= radarI= alarm=lightsI=etcKF=on= the=deck=
beyond=the=cars’=standard=user=interfacesK=fn=cold=weather=conditionsI=not=all=police=
vehicles= are=creating= enough= electricity= for= intensive= operationsK= AlsoI= wiring= and=
ergonomics=are=problematicK=qhe=annual=delivery=amount=of=emergency=vehicles=isI=
howeverI= so= low= that= traditional= business=modelsI=where=devices=and= systems=are=
sold=to=the=endJuserI=do=not=motivate=suppliers=to=do=invest=significantly=in=system=
developmentK=qhereforeI=other=business=modelsI=such=as=digital=service=conceptsI=are=
needed= for= security= servicesK= fn= this= paperI= the= concept= vehicle= is= a= solkswagen=
transporter=used=by=the=cinnish=policeI=but=the=possibility=of=extending=this=concept=
to=other=emergency=vehicles=is=also=discussedK=A=new=mobile=platform=for=police=cars=
is= proposedI= and= the= digital= service= design= parameters= of= the= fCq= integration 
solution=are=definedK=curther=research=subjects=are=also=presentedK=

 
qhe second study by oajamäkiI eult and lfem EOMNNF deals with some of the fundamentals 
in mublic mrotection and aisaster oelief servicesK qhe article describes fCq systems used in 
cinland in the field of fire and rescue servicesK qhey point out that the number and diversity 
of technical devicesI combined with the lack of standardization and poor documentationI has 
generated problems in the fieldK qhere have been issues related to safety systemsI power 
consumption and interoperability between various fCq systemsI to name a fewK oajamäkiI 
eult and lfem propose to enact pervice lriented Architecture and its standards as a basis of 
business services and system development in mmao vehiclesI which could enable the 
amalgamation of heterogeneous systems and improve interoperabilityK 
 

oajamäkiI  gKI  eultI  qK  C  lfemI  mK  EOMNNFK  fCq  integration  of  public  
protection and disaster reliefW services for fire and rescue personnelI 
fnternational gournal of Computers and CommunicationsI fssue PI solume 
RK 

 
AbstractW= fn= field= operations= of= mublic= mrotection= and= aisaster= oelief= EmmaoF=
servicesI=vehicles=are=the=most=important=toolsK=qodayI=the=vehicles=are=increasingly=
dependent= on= fCq= systemsK= mmao= responder’s= need= is= to= enhance= mission= critical=
voice=with=broadband= dataK= Command= and=control=applications=aboard=a= vehicle=
are= commonplaceK= qhere= is= a= need= to= ease= situational= awareness= and= decision=
making=by=utilizing=sensor=informationI=such=as=satellite=or=network=based=position=
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informationI=living=video=imagesK=eoweverI=each=country=and=even=every=single=user=
organization= is= developing= their= own= solutions= according= to= their= legislation= and=
requirementsI= because= uniform= standards= are= missingK= qhe= jobile= lbject= Bus=
fnteraction= EjlBfF= research= project= is= a= kick= off= for= creating= a= common=
international=fCq=infrastructure=for=all=mmao=vehiclesK=jlBf=researches=possibilities=
to= further= develop= and= integrate= fCq= systemsI= applications= and= services= of= mmao=
vehiclesK=jlBf=aims=at=starting=the=development=of=standards=used=by=likeJminded=
countries= and= possibly= with= the= buropean= CommissionI= the= buropean= iaw=
bnforcement=Agency=brolmli=and=the=buropean=Agency=for=the=janagement=of=
lperational= Cooperation= at= the= bxternal= Borders= colkqbuK= qhis= paper=
concentrates= on= services= for= fire= and= rescue= personnel= and= researches= the= cinnish=
fire= and= rescue= environment= and= the= fCq= systems= used= in= actionK= mmao= services=
constitute=a=distributed=systemK=poftware=development=paradigms=which=have=been=
used= in= the= past= for= distributed= systems= have= inherent= limitations= that= do= not=
support= integrationI= interoperability= and= reusabilityK= qo= contribute= towards=
resolving= the= wellJknown= issues= of= integration= and= interoperability= between= fCq=
systems= in= emergency= vehicles= which= often= work= in= a= collaborative= fashionI= a=
preliminary= investigation=of=the=applicability=of=plA=and=teb=pervices=ptandards=
towards= the= optimization= of= fCq= systems= and= services= provided= by= emergency=
vehicles=is=presentedK=

 
ft  would  be  rather  helpful  to  learn  the  background  and  basis  for  research  study  on  rser  
Centred oequirements in the jl_f projectK gyri oajamäkiI the director of the jl_f projectI 
was  keen  to  explore  the  research  area  of  standardization  in  bossK  ee  started  to  supervise  
some research studies and thesis workK qhe entire research exploration ended up forming a 
wider  project  ecosystem  with  jl_f  as  part  of  that  ecosystemK  oajamäki  has  successfully  
published many international publications with an able research teamK Amongst them was 
an early work carried out by qaina eult starting in OMMVK eer thesis work has been stretched 
to  a  long  period  from  OMMV  to  OMNOK  eoweverI  it  is  one  of  the  foundations  of  the  jl_f  
projectK ptudying her abstract would give readers a brief backgroundI as mentioned beforeK 
 
qhe studyI ”mublic mrotection and aisaster oelief services fCqJsystems developing and 
integration”I written by qaina eultI points out how mission critical communication and 
system integration and interoperability could be improved in field operations of mublic 
mrotection and aisaster oelief servicesK eult depicts that apim covers the demands of 
missionJcritical communication between mmao servicesK apim uses a variety of 
communication channels and resources in parallel and works in a multiJoperator 
environmentK pervice lriented Architecture is proposed as the basis for integration between 
applications on different platforms used in emergency vehiclesK 
 

eultI qK EOMNOFK qurvallisuusJ ja pelastusviranomaisten fCqJjärjestelmien 
kehittäminen ja integraatioK Emublic mrotection and aisaster oelief services 
fCqJsystems developing and integrationFK qhesisK qheseusK bspooW iaurea 
Ein cinnishFK 
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AbstractW= fn= field= operations= of= mublic= mrotection= and= aisaster= oelief= EmmaoF=
servicesI= vehicles= are= the= most= important= toolsK= qhe= number= of= technical= devices=
and= applications= in= vehicles= has= increased= considerablyI= which= has= generated=
different= technical= problems= eKgK= in= vehicles= security= systemsK= mower= consumption=
has= also= increasedI= which= generates= new= problems= and= pressure= to= reduce= power=
consumptionK=aocumentation=of=the=solutions=applied=is=varied=and=there=has=been=
no=standardization=in=the=fieldK=
=
jlBf= Ejobile= lbject= Bus= fnteractionFI= a= threeJyear= project= led= by= iaurea=
rniversity =of =Applied =pciences =and =funded =by =qekesI =started =in =peptember =OMNMK =
qhe= purpose= of= this= project= is= to= create= a= common= fCq= hardware= and= software=
infrastructure= for= all= emergency= vehiclesK= qhe= aim= of= the= project= is= to= develop=
product=concepts=which=have=potential= in=both=domestic=and=export=marketsK=qhe=
main=objective=of=this=project=is=to=create=standardization=in=this=field=which=enables=
exporting= a= commercial= product= including= commercializing=plans= to= be= offered= in=
the= buropean= marketK= qhe= programme= consists= of= two= industrial= projects= and= a=
research=project=led=by=iaurea=rniversity=of=Applied=pcienceK=qhe=research=project=
generates=relevant=research=data=for=the=industrial=projectK=crom=the=results=of=the=
research=a=demo=vehicle=with=workable=fCqJsystems=integration=will=be=madeK==
=
qhis=thesis=is=part=of=the=research=project=and=it=describes=needs=and=requirements=of=
mmao=mission=critical=communication=in=surveillance=situations=on=landI=at=sea=and=
in=the=airK=ft=will=present=one=traffic=engineering=solution=for=secure=communication=
and=one=software=architecture=paradigm=which=enables=system=integrationK==
=
qhis= research= work= followed= the= multi= methodological= approach= created= by= gay=
kunamaker= for= information= system= researchK= fn= the= multi= methodological=
approach= theory= buildingI= observationI= experimentation= and= systems= developing=
phases=are= integrated=during=the=research=processK=qhe=conclusive=research=report=
consists=of=four=international=publications=published=in=OMNNK=
=
qhe= publications= cover= mmao’s= mission= critical= communicationI= multichannel=
routing= communication= and= service= oriented= computing= based= software=
architecture=paradigm=for=system=integrationK=apim=communication=system=enables=
routing= data= over= any= kind= of= connection= Efm= and= nonJfmFand= works= in= multiJ
operator=environments=applying= satellitesI=PdI= dompI=rjqpI= eapmAI=fmnetworkI=
qbqoAI= serial= connections= and= radio= modemsK= Customers= can= use= multiple=
communication=channels=in=parallel=in=such=a=wayI=that=ending=peers=”think”=they=
are =using =one =channelK =plA =paradigm =enhances =fire =and =rescue =departments =fCq =
systems= usabilityI= performanceI= scalabilityI= reliabilityI= availabilityI= extensibilityI=
maintainabilityI= manageability=and=so=onK=tith=these=two= presented=solution=we=
could=achieve=objectives=of=jlBf=projectK=

 
qhe jasterDs thesisI “fnvestigating the oole of perviceJlriented Architecture as an bnabler 
of fCq fntegration and lptimization in mublic mrotection and aisaster oelief pervices — A 
Case  ptudy  of  jedical  bmergency  pervices  in  cinland”I  written  by  maulinus  lfemI  
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investigates plA usability in the integration of fCq systems and services provided in medical 
vehiclesK lfem describes plA concepts in general and introduces current systems and 
services used in medical emergency vehiclesK qhe serviceJoriented architecture model is 
proposed for the emergency vehicles and control centreK According to researchI there are 
some major issues to be solved before implementing the plA modelK qhe study shows that 
no formal cooperation between fCq system providers existK jr lfem realized that the lack of 
cooperation between fCq system providers has led to security and management concernsK 
An unwillingness to share information between providers is a barrier for improving 
interoperability of bjs systemsK lfem proposes that there should be legislation for enabling 
agencies to cooperateK After the issues are solvedI it is feasible for plA to be implemented as 
the  model  for  fCq  integrationK  maulinus  lfem  reminds  us  that  adoption  of  plA  should  be  
seen as a strategic longJterm investmentK plA is an integrating architecture that is quite 
complexI and it would take time to be successfully adopted in the research domainK 
 

lfemI mK EOMNNFK fnvestigating the oole of pervice lriented Architecture as 
an bnabler of fCq fntegration and lptimization in mublic mrotection and 
aisaster oelief pervices J A Case ptudy of jedical bmergency pervices in 
cinlandK jaster qhesisK rniversity of the test of pcotlandK 
 
AbstractW=qhere= is=a= known=global= initiative=to= improve=health=care=services=using=
pervice= lriented= Architecture= EplAF= and= teb= pervicesK= qhe= health= sector= has=
witnessed=the=introduction=of=computer=decision=support=systems=and=technologies=
to= enable= the= attainment= of= an= effective= healthcare= systemK= qhe= emergency=
medical= services= EbjpF= is=a=unit= in=the=health=sector=of=which=services=are=always=
pressurised=due=to=emergencies=which=could=warrant=calls=for=desperate=fCq=systems=
and= services= to= function= efficiently= and= effectivelyK= eoweverI= the= decision= support=
systems= so= far= introduced=have= been= based= on= software= development= approaches=
and= architectural= philosophies= of= which= inherent= limitations= do= not= adequately=
tackle= the= growing= pressure= on= the= health= care= services= such= as= the= emergency=
services=and= the= integration=of=systems=that= support=such= servicesK=qhese=systems=
are=to=a= large=extent=not=interoperable=and=do=not=support=agilityI=reusability=and=
integration= owing= to= the= approaches= that= gave= birth= to= themK= pince= the= eealth=
pervices= is= moving= towards= the= adoption= of= plA= and= teb= pervicesI= we= aim= to=
investigate= the= applicability= of= plA= and= teb= services= standards= towards= the=
integration= and= optimization= of= fCq= systems= and= services= provided= by= emergency=
vehicles= and= control= centresK= te= propose= a= plA= model= for= use= in= medical=
emergency=vehicles=and=their=control=centres=together=with=a=conceptual=innovative=
service= blue= print= for= the= domainK= qhe= idea= therefore= is= to= address= issues= of= fCq=
integrationI= interoperability= and= support= for= information= interJchange= within= the=
domainK= qhe= research= findings= suggest= thatI= a= plA= solution= is= feasible= in= the=
problem= domain= and= standardsJbased= interoperability= and= integration= can= be=
achievedK=

=
Another  jasterDs  thesis  by  gouni  iehtoI  entitled  “fmprove  the  rescue  work  at  the  shadow  
region  and  how  the  cloud  computing  can  be  used  to  improve  the  rescue  workW  design  
research in information systems” concentrates on clarifying how to improve rescue 
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operation in cinlandK qhis study describes how cloud services can be utilized in the research 
domainK qhe main objective of this research is to create the overall architectural model of the 
rescue  operationK  jr  iehto  depicts  plA  as  the  basis  for  generating  the  cloud  services  to  
improve communication between cinnish authoritiesK qhis investigation proposes to 
establish a tireless iocal Area ketwork EtiAkF between emergency vehicles and to utilize 
a apim multichannel router to prevent the shadow regionK 
 

iehtoI gK EOMNOFK melastustoiminnan parantaminen katvealueella sekä 
pilvipalveluiden hyödyntäminen pelastustoiminnassaW suunnittelututkimusK 
Efmproving  the  rescue  work  at  the  shadow  region  and  how  the  cloud  
computing can be used to improve the rescue workW design research in 
information systemsFK jaster qhesisK qheseusK bspooW iaurea Ein cinnishFK 

=
AbstractW= qhe= oescue= pervice= in= cinland= has= a= major= problem= with= the=
communication= with= the= other= authorities= who= also= participate= in= the= rescue=
processK= qhe= problem= is= that= they= don’t= have= shared= programs= or= any= other= eJ
services=which=they=can=use=to=communicate=with=each=otherK=qhe=cloud=computing=
might=be=the=answer= for= this=problemK= fn=this= research= is= figured=out= which=cloud=
computing= deployment= model= and= cloud= service= model= would= be= suitableK= eow=
these=cloud=services=can=be=provided=from=sfosb=fm=ketwork=nowadays=and=in=the=
future= are= presented= in= this= researchK= eow= the= lawsI= regulations= and= guidelines=
effects= to=the=application=building= in=cinnish=rescue=service=areaI= is= figured=out= in=
this=researchK=

=
qhe=second=biggest=problem=which=they=have= is= shadow=regions=where=the=rescue=
authorities= can’t= get= the= connection= to= the= sfosb= networkK= ft= would= be= better= if=
these= important= programs= could= work= locally= in= emergency= vehicleK= bnterprise=
Architecture= which= will= be= the= result= of= this= researchI= will= reduce= some= of= the=
problems=which=will=come=when=installing=the=programs=locally=when=they=are=not=
intend=to=work=that=wayK=eow=the=cloud=computing=can=be=used=in=cinnish=rescue=
servicesI=is=also=covered=in=the=enterprise=architectureK=
=
qhe=bnterprise=Architecture=which=will=be=the=result=of=this=research=is=based=on=the=
knowledge= that= the= cloud= services= will= be= provided= from= sfosb= fm= ketwork= with=
paap=service=modelK=fn=paap=service=model=the=cloud=subscribers=only=pays=from=the=
rights=to=use=the=application=and=the=provider=has=the=maintain=responsibilityK=
qhe= decentralized= solution= is= also= presented= in= the= enterprise= architectureK= tith=
this= decentralized= solution= it= is= possible= to= maintain= the= same= information= from=
different= application= without= they= have= the= same= databaseK= fn= this= solution= is=
utilized=the=new=database=solution=called=kopniK=kopni=is=not=relational=databaseI=
but= depend= on= the= used= implementationX= it= will= save= keyJvalue= pairs= or= whole=
documents=to=the=databaseK=
 

gouni iehtoI gyri oajamäki and maresh oathod wrote an articleI ?Conceptualised siew on Can 
Cloud  Computing  fmprove  the  oescue  pervices  in  cinland??  qhe  research  paper  deals  with  
problems  generated  in  the  field  of  cinnish  rescue  servicesK  qhe  biggest  problem  at  the  
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moment is the weak ability to communicate between authorities who take part in the rescue 
processK bvery authority has independently implemented their fq solutionsI which has led to 
a multiplicity of applicationsK bven if different organizations have the same application or 
programI they might have different versionsI which is what has mainly led to the situation at 
handK 
 
iehto and colleagues propose cloud computing within the sfosb fm network to help 
authorities communicate with each otherK qhey point out that the sfosb network cannot yet 
be  used  for  data  transfer  from  cloud  servicesK  qhe  current  transmission  capacity  must  be  
increased before it can be used on dayJtoJday servicesK pervice lriented Architecture EplAF 
is proposed to reduce the range of heterogeneous applicationsK iehtoI oajamäki and oathod 
remind  us  that  although  plA  solves  the  problemI  there  is  still  a  lot  of  time  and  resources  
requiredK  
 

iehtoI gKI oajamäkiI gK C oathodI mK EOMNOaFK Conceptualised siew on Can 
Cloud Computing fmprove the oescue pervices in cinland? mroceeding of the 
NNth tpbAp international conference on Applied Computer and Applied 
Computational pcienceI April NUKJOMI oovaniemiI cinlandK 

 
AbstractW= qhe= oescue= pervices= in= cinland= have= a= significant= problem= of=
communication= with=other=authorities=who=also=participate= in=the=rescue=processK=
qhe=greatest=challenge= is=a= lack=of= shared=programsI=applications=or=any=other=eJ
services=which=they=can=use=to=communicate=with=each=otherK=qhe=cloud=computing=
combined=with=perviceJlriented=Architecture=EplAF=might=be=the=answer= for=this=
problemK=qhere=are=several=solutions=and=guidelines=availableK=qhis=research=paper=
explores=which=cloud=computing=deployment=model=and=cloud=service=model=could=
be=suitable=to=address=the=problem=along=with=perviceJoriented=approachK=curther=
study=also=conducted=on= cloud= services=provided=by=the=mublic=Authority=ketwork=
EsfosbF= in= cinlandK= qhe= Cloud= approach= is= compared= to= a= pystem= of= pystems=
approach= of= pmfabo= Epecurity= pystem= for= mublic= fnstitutions= in= aisastrous=
bmergency= scenaoiosF= projectK= qhe= pmfabo= project= emphasises= on= enabling=
interoperable=information=sharing=between=public=institutions=for=efficient=disaster=
recovery= and= responseK= qhe= paper= presents= conceptual= view= on= usability= of= cloud=
and= serviceJoriented= computing= in= the= disaster= recovery= and= response= services= in=
cinlandK=
=

Another journal article by gouni iehtoI gyri oajamäki and maresh oathod is ”Cloud computing 
with the plA approach as part of the disaster recovery and response in cinland”K qhe article 
is an extended research work that describes serviceJoriented architecture combined with 
cloud services to improve communication and cooperation between cinnish authorities 
participating  in  the  rescue  processK  qhey  point  out  that  cloud  services  can  be  offered  from  
the sfosb fm network as a common serviceK A hybrid cloud model is proposed as the most 
suitable way to build common servicesK qhe implementation described in this investigation 
was defined to cover the security requirements using the hybrid cloud modelK bvery authority 
has its own cloud protecting sensitive informationK iehto and colleagues present that 
poftwareJasJaJpervice EpaapF model is the solution to reduce the wide range of software and 
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to help with version controlK fn addition to enhancing communication between cinnish 
authoritiesI the presented hybrid cloud model combined with plA reduces the fCq costs of 
the cinnish governmentK pervice centralization in cloud services is the basis for cost savingsK 
 

iehtoI  gKI  oajamäkiI  gK  C  oathodI  mK  EOMNObF  Cloud  Computing  with  plA  
Approach as mart of the disaster oecovery and oesponse in cinlandK 
fnternational gournal of Computers and CommunicationsI fssue PI solume 
SI NTRJNUOK 
 
AbstractW= qhe= oescue= pervices= in= cinland= have= a= significant= problem= of=
communication= with=other=authorities=who=also=participate= in=the=rescue=processK=
qhe=greatest=challenge= is=a= lack=of= shared=programsI=applications=or=any=other=eJ
services=which=they=can=use=to=communicate=with=each=otherK=qhe=cloud=computing=
combined=with=perviceJlriented=Architecture=EplAF=might=be=the=answer= for=this=
problemK=qhere=are=several=solutions=and=guidelines=availableK=qhis=research=paper=
explores=which=cloud=computing=deployment=model=and=cloud=service=model=could=
be=suitable=to=address=the=problem=along=with=perviceJoriented=approachK=curther=
study=also=conducted=on= cloud= services=provided=by=the=mublic=Authority=ketwork=
EsfosbF= in= cinlandK= qhe= Cloud= approach= is= compared= to= a= pystem= of= pystems=
approach= of= pmfabo= Epecurity= pystem= for= mublic= fnstitutions= in= aisastrous=
bmergency= scenariosF= projectK= qhe= pmfabo= project= emphasises= on= enabling=
interoperable=information=sharing=between=public=institutions=for=efficient=disaster=
recovery= and= responseK= qhe= paper= presents= conceptual= view= on= usability= of= cloud=
and= serviceJoriented= computing= in= the= disaster= recovery= and= response= services= in=
cinlandK=

 
qhe investigation by oajamäki and oathodI”pervice ptandardization with utility computing 
and serviceJoriented architecture as a tool for public protection and disaster relief”I 
describes how information and communication technology services should be standardized 
in the field of public protection servicesK qhe fCq service field is currently heterogeneous and 
typically tailored by the supplierK qhis investigation points out that a mmao organization 
should  standardize  their  technologyI  contracts  and  processesK  qhe  fqfi  framework  is  
represented as a standard to followK mmao organizations should also validate their operation 
with  contractsK  ipAs  and  nop  agreements  should  be  used  to  improve  and  ensure  service  
qualityK Cloud computing combined with serviceJoriented architecture can enhance 
communication and cooperation between mmao organizationsK mmao organizations are no 
longer  so  dependent  on  a  single  supplier  when  fCq  services  are  standardizedK  fCq  services  
are also easier to transfer from one supplier to another in a more flexible wayK 
 

oajamäkiI gK C oathodI mK EOMNPF pervice ptandardization with utility 
computing and service oriented architecture as a tool for public protection 
and disaster reliefK mroceeding of the bfpfC OMNP Conference moster pessionK 
August NOI rppsalaI pwedenK 

 
AbstractW=fnformation=and=Communication=qechnology=EfCqF=services=are=currently=
delivered= in= very= heterogeneous= and= customized= delivery= methods= to= client=
organizationsI=especially=in=the=mublic=mrotection=and=aisaster=oelief=EmmaoF=fieldK=
All=mmao=actors=have=tailored=processesI= contracts= and=technologies=managed= by=
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both=internal=and=external=suppliersK=qhe=fCq=service=termsI=processes=and=applied=
technologies=have=typically=been= fully=tailored=to=client=organizations=wishesK=qhe=
next= fCq= megatrend—utility= computing= combined= with= service= oriented=
architecture= EplAF—is= very= controversialK= fn= utility= computing= fCq= services= are=
highly= standardizedK= qhe= same= services= are= provided= for= multiple= clients=
simultaneously=to=any=device=over=the=network=with=the=same=terms=and=conditionsK=
puppliers=have=invested=in=automation=to=be=able=to=provide=each=service=to=as=many=
clients= as= possible= with= little= or= no= manual= workK= tith= utility= computing= client=
organizations= could= achieve= considerable= savingsI= quality= improvements= and=
strategic= initiatives= as= they= would= pay= only= based= on= the= actual= usageK= qhe=
transformation= journey=from= highly=tailored=service=model=to=highly= standardized=
services= requires= some= careful= preparations= in= order= to= succeedK= plA= enables= the=
building=of=new=applications=that=provide=services=to=all=mmao=organizationsI=but=at=
the =same =time =limits =access =to =sensitive =data =and =enhances =securityK =qhis =paper =
studies= fCq= services= and= argues= that= all= processesI= technologies= and= contracts=
should=be=standardizedK=After=thatI=the=organizationsI=once=developed=enoughI=are=
able= to= benefit= from= utility= computingK= qhe= benefits= of= standardization= are=
described=in=detail=as=well=some=potential=issues=if=standardization=is=not=doneK=
=

lfem and oajamäki Ein pressF investigated perviceJoriented Architecture as an enabler of 
crossJcommunications of fCq systems in emergency vehiclesK qheir recent article presented 
the results of the studiesK 
 

lfemI mK C oajamäkiI gK EOMN4FK pervice oriented architecture as an enabler 
of fCq integration and optimization in public protection and disaster relief 
servicesW case study of medical emergency services in cinlandI fnternational 
gournal of Computers and CommunicationsK xfn mressz 

=
AbstractW=Current=global=initiative=is=geared=towards=improving=health=care=services=
using=service=oriented=architecture=EplAF=and=teb=pervices=or=obpqK=qhe=decision=
support= systems= so= far= introduced= have= been= based= on= software= development=
approaches= and= architectural= philosophies= that= have= inherent= limitations= and=
therefore=do=not=adequately=tackle=the=growing=pressure=on=the=health=care=services=
such=as=the=emergency=medical=services=and=the=integration=of=systems=that=support=
such= servicesK= qhese= systems= are= to= a= large= extent= not= interoperable= and= do= not=
support= agilityI= reusability= and= integration= owing= to= the= approaches= that= gave=
birth=to=themK=pince=health=services=are=moving=towards=the=adoption=of=plA=and=
teb= pervicesI= this= paper= proposes= a= plA= model= for= use= in= medical= emergency=
vehicles= and= their= control= centres= together= with= a= conceptual= innovative= service=
blue=print=for=the=domainK=qhe=primary=idea=is=to=address=issues=of=fCq=integrationI=
interoperability=and=support=for= information=interJchange=within=the=domainK=qhe=
paper= also= presents= the= outcome= of= a= survey= which= sought= to= test= the= popularity=
and= viability= of= plA= as= a= technology= for= adoption= including= its= implementation=
using=teb=services=or=obpqK=fssues=that=affect=the=adoption=and=implementation=of=
plA=and=suggested=ways=through=which=they=can=be=addressed=are=also=presentedK=
qhe= research= findings= suggest= thatI= a= plA= solution= is= feasible= in= the= problem=
domain=and=standardsJbased=interoperability=and=integration=can=be=achievedK=
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lek SecurityO
 
eigher education researcher and working professional gyri menttinen explored the security of 
data terminalsI one of the most critical areas in recent timesK eis jasterDs thesis 
investigates how to use different securityJlevel fq service environments using the same data 
terminal equipmentK qhe implementation developed in this study was defined to cover the 
cinnish national security audit criteria EhAqAhofF based information security sectionsK qhe 
solution represented by menttinen is intended for the tindows operating systemK qhe 
technical solution was accomplished using the aevCon commandJline device manager utility 
software created by jicrosoftK qhe aevCon script was defined in the nonJencrypted master 
boot recordI which separates different hard disks automatically during the starting process 
of the operating system when the endJuser chooses the environment to be usedK qhe 
technical solution presents the possibility of using different securityJlevel tindowsJbased 
fCq environments in the same device that could enable a reduction in the growing number of 
technical devices in mmao vehiclesK qhe reduced number of devices will also help to solve 
reported problems with power consumption and cablingI also reducing the fCq costs of the 
cinnish governmentK qhe tindows environment is widely used by mmao service providersI 
and the research work may bring broad benefitsK fn his jasterDs thesisI mullinen highlights 
the growing meaning of information warfare alongside traditional warfareK qhe information 
security of nationally critical information systems Esuch as fps for public safetyF can be 
significantly improved with the defence model he presents in his studyK  
 

menttinenI gK EOMNPFK bri tietoturvaluokan palveluympäristöjen käyttö 
samalla päätelaitteellaK Eeow to use different security level fq service 
environments using the same data terminal equipmentFK jaster qhesisK 
qheseusK bspooW iaurea Ein cinnishFK 
 
AbstractW= qhis= jaster’s= qhesis= investigates= how= to= use= different= security= level= fq=
service= environments= using= the= same= device= Eaata= terminal= equipmentFK= fn= this=
study= the= requirements= were= defined= according= to= the= cinnish= national= security=
audit= criteria= called= hAqAhofK= fmplementation= was= defined= to= cover= the=
hAqAhofJbased=information=security=sectionsK==
=
qhis= research= work= has= been= conducted= using= gay= kunamakerDs= multi=
methodological= information= system= EfpF= research= frameworkK= kunamakerDs= multi=
methodological= fp= research= framework= integrates= theory= buildingI= observationI=
experimentation= and= system= developingK= qhe= framework= fits= to= the= imminent=
investigation=problem=due=to=the=fact=that=there=was=no=previous=solution=availableK=
qhe= main= objective= of= this= study= was= to= find= concreteI= userJfriendly= and= costJ
effective=solutionK==
=
qhe= main= challenge= during= this= investigation= was= how= to= separate= different=
physical=hard=disks=from=each=otherK=qechnical=solution=was=accomplished=using=the=
aevCon= commandJline= device= manager= utility= software= created= by= jicrosoftK=
aevCon=script=was=defined= in= the=nonJencrypted=master=boot=recordK= ft= separates=
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different= hard= disks= automatically= during= the= starting= process= of= the= operating=
system=when=endJuser=chooses=the=environment=to=be=usedK=
=
qhe= solution= represented= in= this= research= enables= considerable= cost= savingsK= qhe=
reducing= amount= of= devices= and= licenses= acts= as= a= basis= for= cost= savingsK= qhe=
technical=solution=at=hand=has=been=approved=in=a=security=audit=conducted=during=
the= research= processK= mroduction= authorization= was= approved= by= the= cinnish=
aefense= corcesK= eundreds= of= computers= have= been= installed= to= production=
environment=using=the=developed=technical=solutionK==
=
oesearch= results= can= be= utilized= widely= in= various= companies= and= organizations=
that=are=using=several=security=level=fq=environmentsK=qhere=is=no=more=need=to=have=
a= physical=computer= for=each=environmentK= fnstead=of= that=this= technical=solution=
presents=possibility=to=change=over=to=a=“single=computer=policy”K==

 
 

mullinenI jJgK EOMNOFK hriittisten tietojärjestelmien suojaaminen 
kyberuhilta Emrotection of Critical fnformation pystems against Cyber 
AttacksFK jaster qhesisK qheseusK bspooW iaurea Ein cinnishFK 
 
AbstractW= Critical= infrastructure= is= nowadays= more= and= more= dependent= on=
information=systemsK=qhis=thesis= introduces=cyberJattacks=which=have=had= impact=
on=critical=information=systems=around=the=worldK=By=describing=cinnish=legislation=
and=key=actors=on=the=field=of=information=securityI=one=can=make=conclusions=about=
cinnish= national= capabilities= to= defend= our= critical= fnformation= systemsK= Cyber=
warfare= capabilities= of= some= nations= which= are= strongly= investing= in= the= cyber=
domain=are=also=shortly=describedK=jost=common=attack=and=defence=methods=are=
introduced=along=with=those=methods=that= can= especially=pose=a=threat=to=critical=
information= systemsK= oecommendations= to= improve= protection= of= critical= systems=
are= created= based= on= the= work= done= during= composition= of= the= thesisK= qhe=
recommendations= include= the= necessity= to= define= which= systems= are= criticalK=
curthermoreI= creating= information= security= auditing= criteria= focusing= on= critical=
systems= is= suggestedK= qhe= criteria= should= not= only= be= based= on= the= security=
classification= of= the= data= processed= on= the= systemK= qhe= effects= that= system=
malfunction=or=interruption=of=services=would=cause=should=be=also=consideredK=
=
aesign=pcience= is=used=as=a=research=approach= in=the=thesisK=aesign=science= is=used=
for=creating=something=newK=qhe=thesis=introduces=a=model=that=can=be=used=as=an=
extra= tool=to=protect=critical=systemsK=A=new=artefact= is=created=based=on=eevners=
seven= guidelinesK= qhe= model= can= be= developed= further= to= an= applicationK= jodel=
includes=a=threat=analysis=of=state=and=nonstate=actorsK=qhe=model=also=includes=an=
operational=picture=of=the=statuses=of=critical=information=systemsK=
=
fnformation=pecurity=of=national=Critical= fnformation=pystems=can=be=significantly=
improved=with=this=new=defence=modelK=qhe=thesis=highlights=the=growing=meaning=
of=information=warfare=alongside=traditional=warfareK=
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lel TrackingOServicesO
 
qhe pAqbofph project started to study satelliteJbased tracking services EoajamäkiI mirinenI 
C hnuuttilaI OMNOFK qhe jl_f project has continued to study these aspects of tracking that 
are related to bossK oajamäki and hämppi EOMNPF present a systemJlevel description for the 
satelliteJbased tracking system for emergency managementK qhe study of oajamäkiI oathod 
and hämppi EOMNPaF continues this taskK 
 

oajamäkiI gK C hämppiI mK EOMNPFK pecure and oeliable patelliteJbased 
qracking pystem for bmergency janagementK fn mrocK the fnternational 
Congress on bngineering and fnformation EOMNP fCbAfF ganuary ORJOTI 
qaipeiI qaiwanK 
 
AbstractW=A=deographic=information=system=EdfpF=offers=great=deal=of=assistance=in=
emergency= managementK= patelliteJbased= tracking= has= long= been= considered= a=
technology= that= compliments= dfp= operationsK= eoweverI= current= satelliteJbased=
tracking= systems= have= serious= technical= flaws= and= vulnerabilitiesK= qhis= paper=
presents= a= detailed= modular= systemJlevel= description= for= the= satelliteJbased=
tracking= system= including= controlI= spaceI= trackingI= communicationI= data=
processingI= endJuser= and= external= applications= segmentsK= qhe= paper= further=
discusses=and=suggests=how=the=technical=vulnerabilities=of=satellite=based=tracking=
systems=could=be=avoided=taken=in=eKgK=a=hybrid=tracking=segment=and=multichannel=
communication=pathsK=
=

 
oajamäkiI gKI oathodI mK C hämppiI mK EOMNPaFK A kew oedundant 
qracking pystem for bmergency oesponseK buropean fntelligence and 
pecurity fnformatics ConferenceK August NOKJN4KOMNP rppsalaI pwedenK 
 
AbstractW= deographic= information= systems= EdfpF= and= global= navigation= satellite=
systems= EdkppF= have= transformed= emergencies= and= disasters= response= across= the=
worldK=qhese=technologies=are=enabling=emergency=management=agencies=to=carry=
out= their= duty= efficientlyK= eoweverI= current= dkppJbased= tracking= systems= have=
serious=technical=flaws=and=vulnerabilitiesK=qhis=paper=presents=a=modular=systemJ
level= description= for= a= hybrid= tracking= systemK= qhe= paper= further= discusses= and=
suggests=how=the=technical=vulnerabilities=of=dkppJbased=tracking=systems=can=be=
resolveK=

 
 
lem UnmannedOxaerialOVehiclesO
 
then looking at future common services for mmao actorsI unmanned patrol systemsI such as 
unmanned aerial vehicles ErAsFI employ highJtech devicesK cor exampleI the border 
between oussia and southern cinland has many twists and turnsK pmall rAss and micro air 
vehicles EjAsF could be posted at intervals and launched either automatically to check 
abnormalities detected by static surveillance sensors or by duty officers at command posts 
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EouoslahtiI duinness C siitanenI OMNMFK qhe rnited ptates uses a fullJscale military rAs 
jnV mredator _ to monitor its bordersX however there are limits to their intended use 
EtatermanI OMMTFK According to _olkcom EOMMRFI rAss are likely to be fielded as part of a 
larger  system  of  border  surveillanceI  not  as  a  solution  in  themselvesK  jAss  launched  from  
command posts along hardJtoJaccess borders could provide lowJcostI rapidJresponse 
imagery and other data in response to suspected border incidents Eouoslahti et alKI OMNMFK A 
new bos should be able to act as a mobile field command and control stationK cuture field 
command system standards should to take into account the control of rAssLjAssK 
 
mroject manager flkka qikanmäki’s jasterDs thesisI “mossibilities to lperational rse of 
oemotely miloted Aircrafts in cinland”I investigates how unmanned aircraft systems ErApsF 
can be used by authoritiesK qraditionallyI the unmanned aircraft systems have been used in 
military applicationsK oecentlyI rAp applications for civilian purposes have increased 
significantlyK jrK qikanmäki studies how to improve situational awareness and a realJtime 
picture for operational useK ee further explores the challenges of strategic management in 
public organizationsI what kind of rAp services authorities will needI and what are currently 
the biggest obstacles to improve these services are also representedK 
 
fn additionI this section presents other research studies addressing the problem related to 
fCq systems and common servicesK qhe set of research work is presented belowK 
 

qikanmäkiI fK EOMNNFK mossibilities to lperational rse of oemotely miloted 
Aircrafts in cinlandK jaster qhesisK qheseusK bspooW iaureaK 

 
AbstractW=qhis=thesis=consists=of=five=international=scientific=publications=as=well=as=
this= summaryI= which= brings= together= those= publicationsK= qhis= thesis= converses= on=
improving= situational= awareness= and= realJtime= pictureI= challenges= of= strategic=
management=in=public=organizations=in=above=mentioned=situationsK=fmportance=of=
networking=for=coJoperating=is=also=discussedK=iegislation=aspects=in=the=provision=of=
designing= new= applications= and= services= in= the= field= of= oemotely= miloted= Aircraft=
EomAF=and=objectives=to=make=a=service=innovation=with=omA=systems=is=one=of=the=
outputs=of=this=thesisK=
=
pcientific= and= technological= developments= in= mobile= communicationsI= sensorsI=
drive=systems=and=other=areas=are= rapidly= making=possible=to=develop=rAss=with=
advanced= technologyK= qhere= has= seen= rapid= growth= in= rAp= industry= during= last=
yearsK= qhat= has= happen= not= least= because= of= civilian= applications= are= growingK=
eoweverI= the= limits=of= regulations=and= technologies=restrict=to=allow=‘fileJandJfly’=
permissions= equally= for= unmanned= as= for= manned= aircraftsK= qhe= objective= of= this=
thesis=is=to=research=what=benefit=is=achieved=by=rAp=servicesK=
=
rAp=classification= process= is=ongoing= in=burope=and= it’s=not=completedK=buropean=
authorities= use= unmanned=aircraft’s= classifying= into= two= categoriesW= rA= with= the=
maximum=takeJoff=mass=of=more=than=NRM=kgI=regulated=by=bApA=and=rA=with=a=
maximum=takeJoff=mass=less=than=NRM=kgI=regulated=by=the=national=civil=aviation=
authorityK=then=discussing=about=situational=awareness=and=real=time=pictureI=we=
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should= remember= that= many= parties= need= these= issues= when= they= are= workingK=
bspecially=decision=makers=and=their=assistants=need=to=know=what=is=happening=in=
the=fieldK=
=
qhe= importance= of= cooperation= between= authorities= has= discovered= an= important=
subject= to= be= developedK= Close= cooperation= between= the= authorities= achieves=
synergies= between= overlap= functions= by= cutting= and= support= functions= to= enable=
efficient=use=ofK=qhe=biggest=challenge=in=using=rnmanned=Aircraft=sehicles=ErAssF=
is=that=legislation=doesn’t=recognise=enough=rAs=as=an=aircraftK=qraining=and=other=
requirements= for= the= operator= and= the= actual= flyer= aren’t= specified= for= rApJ
operationsK= rAss= development= is= waiting= for= standardizationK= qhe= aim= of= this=
research=is=to=analyze=and=assemble=summary=about=this=issueK=crom=the=research=
perspective=there=are=needs=for=rAp=and=also=social=general=ignorance=how=rAp=can=
be= exploit= in= civilian= useK= Challenge= for= cooperation= in= this= particular= case= is= to=
reconcile= the= needs= of= different= actors= J= public= and= private= J= under= common=
interestsK=rAp=would=significantly= increase=the=number=of= the=biggest=priorities=of=
safetyI=security=and=environmental=issuesK=
 

 
qikanmäkiI fKI quohimaaI qK C oajamäkiI gK EOMNNFK eow and why 
rnmanned Aircraft sehicles can improve oealJtime awareness? 
fnternational gournal of CircuitsI pystems and pignal mrocessingI fssue RI 
solume RI 4SVJ4TTK 
 
AbstractW =rnmanned =Aerial =sehicles =ErAsF =have =been =used =for =a =long =time =to =
improve= situational= awareness= for= many= partiesK= auring= last= PM= years= rAss= role=
has= received= more= attention= and= interest= in= global= perspectiveK= qhere= are= many=
reasons=how=and=why=this=has=occurredK=qhis=paper=highlights=those=issuesX=why=this=
matter= is= important= and= considerableK= then= discussing= about= situational=
awareness= and= real= time= pictureI= we= should= remember= that= many= parties= need=
these=issues=when=they=are=workingK=bspecially=decision=makers=and=their=assistants=
need=to= know=what= is=happening= in=the= fieldK= cor=that=reasonI= it= is=noteworthy= to=
focus=on= one=of=the=most= important=way=how= to=accelerate=making=of= situational=
awareness=and=realJtime=pictureK= qhis= is=one=of=the=components=how=to=do= it=and=
why=we=need=itK=
=

 
quohimaaI qKI qikanmäkiI fK C oajamäkiI gK EOMNNFK Cooperation challenges 
to public safety organizations on the use of unmanned aircraft systems 
ErApFK fnternational gournal of pystems ApplicationsI bngineering C 
aevelopmentI fssue RI solume RI SNMJSNTK 
 
AbstractW= qhis= study= deals= with= the= importance= of= networking= for= coJoperating=
authorities= and= their= dutiesK= As= an= exampleI= we= will= dissect= unmanned= aircraft=
system= ErApF= utilization= for= improving= and= speeding= up= a= situational= awareness=
and= a= realJtime= pictureK= ketworking= is= emphasized= between= cooperation= with=
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national= authoritiesI= because= the= players= are= under= the= supervision= of= different=
ministriesK=fnterJministerial=coJoperation=is=already=in=a=good=shapeI=but=given=the=
relevant=persons=in=the=mutual=interaction=may=be=scarceK=fn=this=point=of=viewI=the=
challenge=for=rAps=use= include=ministries= fragmented=budgetsI=a= lack=of=common=
practices=of=the=new=system=of=exploitation=and=the=lack=of=cultural=activitiesK=ft=has=
revealed= a= need= for= networking= between= the= authorities= in= cooperation= of=
implementation= of= rApK= aifferent= levels= of= networking= means= to= cooperation=
between=organizationsW=performing=a=similar=task=teams=to=cooperateI=or=individual=
experts=formed=a=collaborative=networkK=rAp=cooperation=with=the=authorities=will=
act=in=all=of=the=above=EsectoredI=regionalI=levelF=mention=areasK=
=
qhe= importance= of= cooperation= between= authorities= has= discovered= an= important=
subject= to= be= developedK= qhe= cinnish= dovernment’s= pecurity= and= aefense= molicy=
states= that= the= close= cooperation= between= the= authorities= achieves= synergies=
between=overlap=functions=by=cutting=and=support=functions=to=enable=efficient=use=
ofK= pituational= awareness= and= government= collaboration= will= be= developed= both=
nationally= and= internationallyK= bfficient= use= of= resources= in= society= is= a= sensibleI=
economical= and= appropriateK= qhereforeI= in= rAp= development= activitiesI= must=
participate= many= partJsides= EmoliceI= cire= and= oescue= pervicesI= Border= duardI=
CustomsI=etcKFK=ptrategy=work=requires=a=new=perspective=and=you=must=be=able=to=
see= large= complexesK= aifferent= entities= interact= with= each= other= and= strategic=
decisions= require= courageK= puccessful= organizations= create= a= successful= strategyI=
implement= it= and= they= are= able= to= renew= their= strategies= with= the= latest=
requirementsK=
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m xctordspecificOServicesO
Ilkka Tikanmäki, Pasi Kämppi & Paresh Rathod 

tith regard to actorJspecific servicesI the jl_f project has researched different needs of 
specific mmao actorsK _y ‘actorJspecific services’I we mean those digital services that differ 
substantially from other mmao responders needsK qhe common ejf for most of these actorJ
specific digital services should be the hbgl fieldJcommand systemI and the digital services 
will  run  on  top  of  common  services  via  a  standardized  interfaceK  qhis  chapter  presents  the  
most essential applications for each actor groupW law enforcementI emergency medical 
servicesI and fire and rescue servicesK 
 
 
meh LawOönforcementOServicesO
 
iaw enforcement authorities ought to have forensics technology for investigations and field 
workK qhese kinds of technologies include advanced tracking systems that apply the dlobal 
mositioning pystem EdmpF to track criminals and vehicles that have been taggedK qhis allows 
ibAs to keep track of suspicious activity that can help solve casesK qhe iaurea rniversity of 
Applied pciences has widely studied these kinds of services within its pAqbofph research 
project EoajamäkiI mirinenI C hnuuttilaI OMNOFK 
 
fn his articleI oajamäki EOMNPF studies new mobile digital services for border protectionK iaw 
enforcement authorities are using more and more technical surveillance equipmentK 
oajamäki  et  alK  EOMNOF  deals  with  the  social  acceptance  of  the  use  of  these  new  methodsK  
oajamäki and hnuuttila EOMNPF concentrates on how investigation data can also be used as 
digital evidence in judicial courtsK oajamäki EOMNQF also studies crossJborder information 
exchange procedures and technologies between law enforcement authorities of different 
countriesK gutila EOMNNF researches how to use fingerprint identification in police patrol carsK 
All these studies have an impact on the fCq systems used in ibA vehiclesK 
 

oajamakiI gK EOMNPFK jobile digital services for border protectionW 
ptandardization of emergency response vehiclesK fn mroceedings of the OMNP 
buropean fntelligence and pecurity fnformatics ConferenceI ppK ORSJOSNI 
fbbb Computer pociety Conference mublishing pervices ECmpFK 

 
AbstractW=iaw= enforcement=authorities= EibAFI=such=as=border=guardsI= suffer= from=
intensive= human= involvementK= aue= to= the= economic= situationI= the= main= need= of=
ibAs= is= to= maintain= their= core= services= with= significantly= reduced= budgetsK=
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According= to= our= multi= methodical= development= researchI= the= only= realizable=
solution=is=the=better=piggybacking=of=information=and=communications=technology=
EfCqF= and= digital= servicesK= qhis= also= means= in= field= operations= and= thus= in=
emergency= response= vehicles= EbosFI= fCq= applications= and= digital= services= play= a=
more= and= more= important= roleK= qhis= paper= presents= a= new= layered= approach= for=
standardizing=the=electricalI=electronic=and=fCq=devices=of=bossK=qhus=on=the=basis=
of=this=infrastructureI=the=mobile=digital=services=needed=for=public=safety=responders=
could=be=suppliedK 

 
 
oajamäkiI gKI qervahaltialaI gKI qervolaI pKI gohanssonI pKI lvaskaI iK C 
oathodI mK EOMNOFK eow qransparency fmproves the Control of iaw 
bnforcement Authorities’ Activities? fbbb Computer pociety Conference 
mublishing pervices ECmpFI tashington aCI rpAK 
 
AbstractW= then= preventing= and= investigating= crime= the= law= enforcement=
authorities=EibAsF=perform=a=variety=of=activities=that=affect=civilians’=privacyK=sideo=
surveillanceI= audio= surveillanceI= technical= monitoring= and= tracking= are= few= to=
mention=amongst=many=other=activitiesK=ln=various= incidentsI= law=enforcement=is=
seeking=more=control=rights=that=increases=concern=amongst=citizens=and=also=level=
of=open=debate= increases=steeplyK=qhe=aim=of=this=paper= is= to=provide=an= improved=
understanding=why=transparency=is=a= crucial=factor=succeeding=in=ibAs’=technical=
surveillanceK= qhis= research= work= also= presents= examples= of= current= technological=
possibilities= to= create= transparent= and= plausible= monitoring= for= surveillance=
activitiesK=qhe=paper= is=based=on= the=results=and= lessons= learned= from=the=cinnish=
pAqbofph= EpAqblliteJbased= tracking= ofphsF= research= project= executed= during=
OMMUJOMNNK =qrusts =in =ibAs =have =always =been =high =in =cinlandK =bven =though =
number= of= people= in= society= who= do= not= have= any= confidence= in= authoritiesI=
especially=for=police=forces=and=their=extended=controlK=eoweverI=there=are=empirical=
and= factual= evidences= that= civilians= are= willing= to= give= extended= rights= to=
authorities= if= used= in= intrusive= means= for= extremely= necessary= situationK= fn= such=
casesI= people= are= more= open= and= expecting= authentic= timely= informationK= qhe=
research= work= also= discusses= the= challenges= faced= by= ibAs= during= criminal=
investigationsK=
=

 
oajamäkiI gK C hnuuttilaI gK EOMNPFK iaw bnforcement Authorities’ iegal 
aigital bvidence dathering iegalI fntegrity and ChainJonJcustody 
oequirementK buropean fntelligence and pecurity fnformatics ConferenceK 
August NOKJN4KOMNP rppsalaI pwedenK 
 
AbstractW= then= carrying= out= criminal= investigationsI= iaw= bnforcement= Agencies=
EibAsF=apply=new=technology=in=very=effective=waysK=eowever=at=worstI=ibAs=must=
perform= many= stages= twice= with= the= help= of= different= technical= toolsK= then=
investigating=the= identity= of=criminals=ibAs=may=apply= totally=different=technical=
tools= than= when= gathering= evidences= for= chargeI= because= the= data= provided= by=
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investigating=may=not=be=valid=in=courtK=cor=that=reasonI=a=new=monitoring=system=
that= goes= beyond= state= of= the= art= is= neededK= qhree= organizational= layers= need=
attentionsW=NF=ibAX=the=people=that=actually=retrieve=and=store=the=informationK=OF=
mrosecutors=and=their=officesX=how=they=get=access=to=the=informationK=PF=CourtsX=the=
final=destination=of=the=retrieved=informationK=rntil=nowI=the=information=gathering=
tools=for=ibAs=have=been=engineered=focusing=only=on=the=best=way=to=retrieve=the=
information=from=the=targetK=qhe=attention=paid=to=the=legalI= integrity=and=chainJ
ofcustody= requirements= as= well= as= social= acceptance= and= legal= oversight= in=
connection=with=retrieving=information=has=been=inadequate=and=guidance=on=the=
matters=has=existed=only=in=manuals=written=by=legal=departmentsK=

 
 

oajamäkiI gK EOMN4FK CrossJborder fnformation bxchange between iaw 
bnforcement AuthoritiesK mroceedings of the Uth fnternational Conference 
on Communications and fnformation qechnology ECfq DN4FI qenerifeI 
ppainI ganuary NMJNOI OMN4I ppK OMRJONMK 

 
AbstractW=qhe=nature=of=crime=has=internationalizedK=qherefore=the=transmitting=of=
tracking= and= other= status= information= between= iaw= bnforcement= Authorities=
should=become=an=everyday=businessK=qhe=goal=of=this=paper=is=to=present=a=solution=
for=international=cooperation=between=law=enforcement=authoritiesK=qhe=proposed=
solution= is= based= on= mublic= hey= fnfrastructure= operation= model= built= for= the=
financial=sector=companiesK=

 
 

gutilaI qK EOMNNFK pormenjälkitunnistus poliisin kenttäolosuhteissa 
Ecingerprint identification in police field dutyFK qhesisK qheseusK bspooW 
iaureaK 
=
At= the= present= time= the= methods= of= biometric= identification= are= more= important=
than= ever= before= and= for= many= reasonsK= fa= cards= and= mfk= codes= are= not= always=
enough=to=provide=security=and=different=kinds=of=biometric=identification=methods=
are=also=neededK=lne=of=the=oldest=and=most=reliable=forms=of=identifying=people=is=
through= fingerprint= identificationK= jost= commonly= this= type= of= identification= is=
used=to=control=persons’=access=to=certain=placesI=but=it=is=more=commonly=used=to=
solve=crimesK=
=
qhis=study=examines=the=possibility=of=placing=a=fingerprint=identification=device=in=a=
police=carI=and=considers=the=advantages=and=disadvantages=of=such=a=proposalK=
=
qhree= policemen= were= interviewed= for= the= studyI= all= of= whom= work= in= criminal=
investigation= and= use= fingerprint= identification= in= their= workK= Conclusions= were=
drawn=based=on=the=opinions=of=the=intervieweesI=theories=regarding=the=fingerprint=
identification=process=and=cinnish=laws=concerning=individual=privacyK=
=
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qhe=study=also=considered=fCq=solutions=in=a=police=vehicle=and=the=vehicle=resources=
of=the=police=forces=in=cinlandK=
=
molicemen=considered=that=the=priorities=of=the=system=should=be=reliability=and=the=
speed=of=the=actual=identification=processK=At=the=present=moment=the=difficulties=of=
implementation= of= such= system= is= challengingK= qhe= current= state= in= which= the=
fingerprint=identification=is=at=police=stations=cannot=be=placed=is=the=police=vehicle=
as= it= isK= qhe= main= reason= is= great= demands= of= bandwidthK= Additionally= the=
multiplicity=of=different=fCq=solutions=poses=many=difficultiesK=
=
qhe=result=of=the=thesis=is=a=compromise=in=which=the=suspect=fingerprints=are=stored=
in= a= medium= in= a= police= vehicleK= qhis= makes= it= possible= to= later= review= them= in= a=
better= equipped= police= station= where= there= is= a= broadband= connection= to= AcfpJ
databaseK=

=
 
mei ömergencyOMedicalOServicesO
 
jedical information systems and databases have developed rapidly in recent yearsK mrogress 
in mobile technologies has generated a demand to take these functionalities into account in 
mobile work in ambulancesK qhe ambition to make the most out of the medical information 
systems in these mobile environments is to take advantage of the capabilities in mobile 
technologies  to  make  use  of  the  systems  remotelyK  qhe  primary  functions  for  these  mobile  
technologies and systems are to substitute the paperworkI provide an interface to search for 
informationI and to enter information into the medical information systems while on a 
mobile emergencyK _enefits that will be gained from realJtime patient information updates 
are the increased quality of care and more accurate information about the patient’s 
condition during the mobile emergency careK 
 

lfemI mK C oajamäkiI gK EOMN4FK pervice lriented ArchitectureW An bnabler 
of fCq fntegration and lptimization in mublic mrotection and aisaster 
oelief pervicesK mroceedings of the Uth fnternational Conference on 
Communications and fnformation qechnology ECfq DN4FI qenerifeI ppainI 
ganuary NMJNOI OMN4I ppK P4SJPRVK 

 
AbstractW=qhere= is=a= known=global= initiative=to= improve=health=care=services=using=
service=oriented=architecture=EplAF=and=teb=pervicesK=qhe=decision=support=systems=
so= far= introduced= have= been= based= on= software= development= approaches= and=
architectural=philosophies=of=which= inherent= limitations=do=not=adequately= tackle=
the=growing=pressure=on=the=health=care=services=such=as=the=emergency=services=and=
the=integration=of=systems=that=support=such=servicesK=qhese=systems=are=to=a=large=
extent= not= interoperable= and= do= not= support= agilityI= reusability= and= integration=
owing=to=the=approaches=that=gave=birth=to=themK=pince=health=services=are=moving=
towards= the= adoption= of= plA= and= teb= pervicesI= the= research= proposes= a= plA=
model=for=use=in=medical=emergency=vehicles=and=their=control=centres=together=with=
a= conceptual= innovative= service= blue= print= for= the= domainK= fssues= affecting=
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implementation= of=plA= were=also=addressedK= qhe= idea= is= to=address= issues=of= fCq=
integrationI= interoperability= and= support= for= information= interJchange= within= the=
domainK= qhe= research= findings= suggest= thatI= a= plA= solution= is= feasible= in= the=
problem= domain= and= standardsJbased= interoperability= and= integration= can= be=
achievedK=fssues=affecting=implementation=of=plA=were=also=addressedK=
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then a fire rescue unit gets an alarm and they need to get to the location of the emergencyI 
they will get all the information and emergency details through different kinds of systemsK 
CurrentlyI there are many different field management systems in use in cinlandX these 
include saahtotykkiI jerlotI jerlot jobile and mbhbK saahtotykki is a communications 
system  and  aiding  system  used  in  managing  takeJoffs  and  fire  brigade  alarmsK  ft  was  
developed by ppecial Code lyK qhe system displays updated information about an ongoing 
fire rescue emergency and the personnel involved in handling the situationK bven moreI the 
system can provide estimations of arrival times for different emergency unitsI and it also 
records information on skills and certifications of different personnel involved in the 
emergency situationI thus enabling an efficient management of resourcesK jerlotI created 
by  iogicaI  is  a  diverse  field  command  system  that  combines  multiple  techniques  into  oneX  
that isI job dispatchingI radio terminalsI fnternet and positioning are all managed through 
this one systemK jerlot jobile is the same system put into a mobile operating environmentK 
ft communicates with the jerlot main system interface and creates an effective interJ
communication  network  in  the  field  of  operationsK  mbhb  is  a  field  command  system  for  
emergency vehiclesK ft has been refined and built over the cinnish police field management 
system  mlhbI  and  therefore  it  is  a  wellJknown  and  highly  developed  systemK  mbhb  is  a  
combined  system  that  can  be  used  both  on  fixed  positions  Ecommand  centreF  and  mobile  
environments Eemergency vehiclesFK pome key features areW receiving tasks from the 
emergency centreI sending and receiving statuses of owned vehicles and other vehiclesI 
messaging and navigatingK 
 
All field management systems have been designed for a specific purpose with specific needsI 
but they should have been designed more efficiently to work together with other systemsK At 
the momentI personnel need to use multiple systems to deliver or gather information from 
ongoing situationsK rsing multiple systems means many different functions and steps to 
send or receive important dataK ft is also timeJconsuming and makes customer service less 
efficientK Combining these functions under one system or control panel would also improve 
the interoperability between rescue units and other mmao actorsK 
 
 
 
ReferencesO
 
eussoI gK EOMNPFK Autonominen videokuvan siirtoon soveltuva tietoverkkoratkaisu 
viranomaisajoneuvoihin EAutonomous video transmission network for government vehiJ
clesFK qhesisK qheseusK bspooW jetropolia Ein cinnishFK 



 

 

UU 
 

 
gutilaI qK EOMNNFK pormenjälkitunnistus poliisin kenttäolosuhteissa Ecingerprint identification 
in police field dutyFK qhesisK qheseusK bspooW iaurea Ein cinnishFK 
 
lfemI mK C oajamäkiI gK OMNQK “pervice lriented ArchitectureW An bnabler of fCq fntegration 
and lptimization in mublic mrotection and aisaster oelief pervicesI” mroceedings of the Uth 
fnternational Conference on Communications and fnformation qechnology ECfq DNQFI 
qenerifeI ppainI ganuary NMJNOI OMNQI ppK PQSJPRVK 
 
oajamakiI gK EOMNPFK jobile digital services for border protectionW ptandardization of 
emergency response vehiclesK fn mroceedings of the OMNP buropean fntelligence and pecurity 
fnformatics ConferenceI ppK ORSJOSNI fbbb Computer pociety Conference mublishing 
pervices ECmpFK 
 
oajamäkiI gK EOMNQFK CrossJborder fnformation bxchange between iaw bnforcement 
AuthoritiesK mroceedings of the Uth fnternational Conference on Communications and 
fnformation qechnology ECfq DNQFI qenerifeI ppainI ganuary NMJNOI OMNQI ppK OMRJONMK 
 
oajamäkiI gK C hnuuttilaI gK EOMNPFK iaw bnforcement Authorities’ iegal aigital bvidence 
dathering iegalI fntegrity and ChainJonJcustody oequirementK buropean fntelligence and 
pecurity fnformatics ConferenceK August NOKJNQKOMNP rppsalaI pwedenK 
 
oajamäkiI  gK  C  hämppiI  mK  EOMNPFK  pecure  and  oeliable  patelliteJbased  qracking  pystem  for  
bmergency janagementK fn mrocK the fnternational Congress on bngineering and 
fnformation EOMNP fCbAfF ganuary ORJOTI qaipeiI qaiwanK 
 
oajamäkiI gKI mirinenI oK C hnuuttilaI gK EbdsKFK EOMNOFK pAqbofph J risks of satelliteJbased 
trackingW pample of evidence seriesK santaaW iaureaJrniversity of Applied pciencesI 
ieppävaara rnitK 
 
oajamäkiI  gKI  oathodI  mK  C  hämppiI  mK  EOMNPaFK  A  kew  oedundant  qracking  pystem  for  
bmergency oesponseK buropean fntelligence and pecurity fnformatics ConferenceK August 
NOKJNQKOMNP rppsalaI pwedenK 
 
oajamäkiI gKI oathodI mK C hämppiI mK EOMNPbFK eybrid jultiJChannel and oedundant 
qracking pystem in bmergency oesponseK fn oecent Advances in Computer bngineering 
periesI volK NSW mroceedings of the Ond fnternational Conference on fnformation qechnology 
and Computer ketworks EfqCk DNPFI ppK NTTJNUOK 
 
oajamäkiI gKI qervahaltialaI gKI qervolaI pKI gohanssonI pKI lvaskaI iK C oathodI mKI EOMNOFK 
eow qransparency fmproves the Control of iaw bnforcement Authorities’ Activities? fbbb 
Computer pociety Conference mublishing pervices ECmpFI tashington aCI rpAK 
 



 

 

UV

n äemonstrationsO
Paresh Rathod, Pasi Kämppi & Ilkka Tikanmäki 

qhis chapter briefly presents some of the piloting work done in the jl_f projectK qhe target 
of  tork  mackage  U  EtmUF  was  to  build  a  demo  vehicle  with  fieldJproven  technologyK  qhat  
also includes generating new products and services using innovations and research done 
during the project periodK qhis piloting work is done by researchers and students with project 
partnersK qhe cinnish kational molice _oard and the molice qechnical Centre agreed to coJ
operate in equipping the vehicleI and they provided a real vanJsized police patrol vehicle as a 
platform for the pilot field studyI experiment and testing with real usersK  
 
 
neh IntroductionO
 
qhe  van  is  located  and  parked  at  the  iaurea  ieppävaara  unit  under  supervision  project  
managers flkka qikanmäki and masi hämppiK _oth researchers also cooperated with 
industrial partnersK fndustrial partners provided the needed technology and technical 
support for the installationsI testing and experimenting with new innovationsK qhe project 
managersI researchersI lecturers and students integrated all together as a seamless systemK 
mroject manager masi hämppi has been actively involved in piloting a demo vehicle and also 
acted as a principle engineerK  
 
qhe first section describes the vehicle platform for testing and demonstrationsK qhe second 
section includes information about fCq systems in a vehicleI including an onboard computerI 
voice communications and data communicationsK A new smart battery system is presented 
in the third sectionI and the last section describes an ocfaJbased equipment inventory 
solutionK lver allI this chapter is a more visual demonstration of the project outcomeK 
 
 
nei VehicleOäescriptionqOPlatformOforO–ieldOTestingOandOO
O äemonstrationsO
 
qhe kational molice _oard and the molice qechnical Centre provided a vanJsized police patrol 
vehicle for the jl_f project as a testing and demonstration platformK A thirdJparty 
company retrofitted the vehicle as a police patrol vehicleI and the vehicle had all needed 
retrofits specified by the cinnish police technical centreK qhe vehicle was located at the 
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premises of the iaurea rniversity of Applied pciencesI and the iaurea rAp project managers 
coordinated the vehicleJbuilding processK 
 
qhe vanJsized patrol vehicle is based on a solkswagen qransporter qR vehicleK qhe following 
is a list of some of the specificationsK qhe vehicle has fourJwheel drive EprsFI a diesel engineI 
a more powerful alternator and a manual gearboxK A thirdJparty company has installed a 
plastic rooftop with integrated alarm lightsK qhe roofJtop modification also provides a higher 
interior ceiling and needed space for antennasI cables and telecommunication equipmentK 
qhe  electric  supply  system  has  a  major  upgrade  in  the  pilot  vehicleX  there  was  need  for  an  
additional battery for the fCq system and equipmentI a control system for alarm lights and 
sirensI an intelligent equipment management system with the ability to disable low priority 
equipment in case of low battery voltageI an internal battery charger for external power 
feedI and an integrated OPMs inverter EoajamäkiI OMNPFK  
 
qhe interior space is divided into three sectionsW cabinI office space and transport spaceK 
denerally they are categorized as described belowK 
 

 

qhe cabin has minor modificationsI including an additional secure locker storage console and 
space  for  additional  equipmentK  qhe  office  space  has  a  bench  with  secure  locker  storage  
spaceI a desk for paperwork plus extra storage space integrated in the rooftopK qhe transport 
space is a combination of a jail and storage space EoajamäkiI OMNPX oathod C hämppiI OMNPFK 
mictures NJQ shows the vehicle platform that was used for testing and demonstration 
purposesK  
 
 
 
 
 
 
 
 
 
 
 
 
 

(1) VeUicle ConWrol Space

(2) Mobile Office Space 

(3) TranVporW Space 

micture 1 oetrofitted solkswagen qransporter qRK 
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qhe users of vehicle emphasizes the requirements of ergonomic designI storage spaceI 
doorsI windowsI seatsI free spaceI freewayI and considers the safety and security of persons 
onboardK qhoughtful cabinet placement and equipment storage enhances the safetyI 
security and performanceK oesearchers and engineers have considered those 
recommendations with practical adjustmentsI graphically listed belowK 
 

 
 
nej ömergencyOResponseOVehiclesOWöRVsYOandOQualityOofOO
O ServiceOWQoSYO
 
qhe  research  study  led  by  ar  gyri  oajamäki  recommends  that  vehicles’  fCq  systems  can  be  
simplified by dividing fCq architecture into a layered architecture that has standardized 
interfacesK oajamäki recommends that fCq solutions have to be robustI easy to installI with 
special attention paid to information securityK fn addition to very robust fCq systems for 

micture O Cabin micture P lffice ppace micture 4 qransport ppace 
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communications systemsI special attention is to office working space is requiredK qhis 
section  describes  and  demonstrates  the  fCq  systems  that  were  installed  during  the  jl_f  
projectK  qhe  four  main  components  were  onboard  computersI  voice  communications  and  
data communicationsI graphically listed below Eoathod C hämppiI OMNPFK 

 
nejeh OnboardOzomputersO
 
An onboard computer is the heart of the vehicle fCq systemI and it offers a user interface for 
applications  such  as  a  field  command  systemI  a  speed  radar  and  an  automatic  vehicle  
recognition  systemK  qhe  onboard  computer  system  consists  of  a  main  unitI  touch  screen  
displays Ea NOJinch display in the cabin and a NMJinch display in the office spaceFI a keyboard 
and  a  mouseK  qhe  jl_f  project  partner  prkfq  provided  all  needed  equipmentK  All  
equipment is presented in the following figuresK 
 

micture R Cabin qouch pcreen 
– NO inch 

micture S jain rnit 

micture T qouch mad jouse 
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qhe following table describes the configuration of the onboard computersK 
 
lnboard computers  
prkfq ca Cmr – fntel Clob auo iTQMM NIR dez 
 jemory – OMQU j_ 
 lp – tindows  um  Ekew  sersion  

oecommendedF 
Cabin aisplay  
prkfq NO sehicle mC aisplay NOKN inch qcq 
 oesolution udA NMOQ x TSU 
lffice ppace aisplay  
prkfq NM sehicle mC aisplay NMKQ inch qcq 
 oesolution udA NMOQ x TSU 
heyboard  
ntboqv standard USJhey ptandard jiniJAq heyboard with 

qouchpad 
 
qouch pad jouse 

 

ppecial jouse aust oesistant and taterproof jouse 
 
 
nejei VoiceOzommunicationsO
 
ft is evident that qerrestrial qrunked oadio EqbqoAF voice communication is an extremely 
important tool for mmao operationsI and every cinnish emergency vehicle is equipped with a 
qbqoA vehicle radioK lur pilot study also had a qerrestrial qrunked oadio EqbqoAF system for 
voice communicationsK qhe vehicle was equipped with one vehicle terminal and one 
handheld terminalK qhe Cassidian cinland qbqoA test network offered radio coverage for 
field testingK AdditionallyI the vehicle terminal was integrated with an onboard computer for 
a graphical qbqoA terminal user interface EooiskoI hämppi C iuojusI OMNPFK Cassidian 
cinland provided all needed qbqoA equipmentK qhe following figures present the logical 
layout of the qbqoAJbased voice communication system and the physical and graphical user 
interface for the vehicleDs qbqoA radioK 
 

micture V heyboard micture U lffice ppace qouch pcreen – NM 
inch 
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qhis field pilot study was conducted in three phasesK fn the first phaseI theme interviews 
were  conducted  in  order  to  understand  the  context  and  action  models  in  the  mmao  field  
operationsK qhe second phase contained a heuristic evaluation for the touch screen based rfK 
fn  the  heuristic  evaluationI  the  rf  was  examined  with  the  help  of  guidelines  based  on  
heuristics by kielsenK fn the third phaseI usability tests were arrangedK A usability test is a 
technique used to evaluate an application by testing it with a representative of the endJusersK 
fn  the  testI  users  try  to  complete  defined  tasks  with  the  touch  screen  based  rf  while  
observers watchI listen and take notesK 
 
 
 
 
 
 
 
 
 
 
 

 
 

  

cigure R iogical layout of the qbqoAJbased voice communication system EhämppiI OMNQFK 

cigure S Cassidian qjo UUMi user interface 
ECroJPF installed on the middle consoleK 
qhe radio transmitter is the inside of the 
consoleK 

cigure T pcreenshot of qbqoA radio graphical 
user interface 
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qhere were certain software and hardware setups used to pilot the conceptI as listed belowK 
 
sehicle qerminal  

Cassidian products Cassidian qjoUUMi oCJV 
 Cassidian CroJP for physical user interface 
 prototype software for graphical user interface 
eandheld qerminal  
Cassidian mroducts Cassidian qeoUUMi oCJO 
 
 
nejej äataOzommunicationsO
 
qhe data communication system was built on top of the apimJbased communication 
architectureK apimJbased communication architecture combines several wireless data 
bearers as a single channel for the userDs point of viewK EeolmströmI oajamäki C eultI OMNNFK 
qhe system contained a vehicle laptopI vehicle onboard computerI er_I vehicle apim 
wireless routerI apim gatewayI and an application serverK mroject partner Ajeco offered 
technology for the apim communication systemK qhe experiments and research studies were 
already presented in previous chapters and hence this section focuses on reporting the pilot 
demonstrationK eoweverI it would be useful to understand the logical structureK qhe logical 
layout of the system is presented in the following figureK  
 

 
qhe demo installations included a wireless routerI apim gatewaysI a satellite antennaI er_ 
and other hardwareLsoftware equipmentK As earlier mentionedI the apim is entirely a 
software protocol solutionK qhere are fundamentally two types of software elements in the 
solutionW apimJrouters and apimJnodesK qhe nodes constitute interface points EpeersF to the 
apim routing solutionI and the apimJrouters drive traffic engineering and transport in the 
networkK apim routers establish multiple authenticated and encryptedI sometimes parallelI 
connections according to configuration parametersI between each otherI and the nodes 
establish multiple simultaneous connections to one or more routers in the systemK All 
connections may be strongly encrypted and trustworthyI based upon the use of certificatesI 
which effectively means that all elements in the apim routing solution are knownK 

cigure U qhe logical layout of the apfmJbased communication system EhämppiI OMNQFK 
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qhe  following  figures  show  the  installation  of  the  wireless  routerI  the  setup  for  the  apfm  
gateway and the application serverI installations of er_I satellite modem and onboard 
computer and also presents the installation for an active satellite antennaK 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
  

cigure V Ajeco tireless oouter 
cigure 1M er_I patellite 
jodem and lnboard 
Computer setup 

cigure 11 apim gateway EleftF and Application 
server ErightFK 

cigure 1O qhuraya Active patellite 
antenna installed on the rooftop with 
magnetsK 
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collowing is list of used equipment and software in this demo setupK 
 
tireless router Ajeco OCom 
 O  x  OdLPd  data  modemI  N  x  qbqoA  data  

modem 
  
erB wyxel dpJNMU_ 
  
sehicle iaptop em mro_ook QRPMs 
 tindows T mrofessional pmN 
  
lnboard computer  punit fa 
 tindows  um  pmxx  Ekew  version  

recommendedF 
  
apim dt em mro_ook QRPMs 
 puse iinux 
 Ajeco apim dt software 
  
Application perver em mro_ook QRPMs 
 puse iinux 
 cqm 
 imerf 

 
 
nek SmartOyatteriesOO
 
aue  to  the  wide  range  of  electric  and  electronic  equipmentI  the  power  consumption  of  a  
modern emergency vehicle is very highK lur experiment outcomes also verified and crossJ
checked while analyzing user interviews when defining the user requirementsK rsers 
indicated strongly that the battery goes down fast and the vehicle personnel have no means 
of getting information or any measures to check the actual ‘state of health’ of the batteryK 
lur  research  study  was  focused  on  finding  outW  ENF  a  solution  to  improve  battery  capacity  
with a longer lifetimeI EOF how to improve personnel awareness about the battery stateI and 
EPF how to implement a solution in the emergency vehicleK te report our demo experiments 
hereK  
 
fn the demo vehicleI the retrofitted vehicle has an additional battery under the driverDs seat 
for  fCq  systems  and  other  vital  equipmentK  iaurea  rApI  jetropolia  rAp  and  Akkuvoima  
created a new smart battery solution with OUB better capacityI protection against NMMB 
depth of discharge and realJtime battery health state monitoring capabilityK pmart battery 
modules were integrated with the onboard computer that offered a computing platform for 
monitoring software Ehämppi C oathodI OMNPFK iaurea rAp coordinated the project workI 
jetropolia rAp composed the monitoring softwareI and Akkuvoima provided smart battery 
modules  and  chargerK  qhe  following  figure  presents  the  logical  layout  of  the  smart  battery  
systemK  
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cigure 1P iogical layout for smart battery solution Ehämppi C oathodI OMNPF 
 
As discussed earlierI the electrical power plays an extremely vital role in emergency vehiclesX 
the vehicles are turning into mobile officesK qo handle increasing power consumptionI the 
vehicles are equipped with EAF a dedicated startJup batteryI E_F a smart battery module for 
equipmentI ECF an inverterLcharger with the possibility of external chargingI EaF a standby 
main unit for manual equipment control and intelligent power managementI EbF a standby 
control panelLdisplayI EcF an onboard computerI and EdF a touch screen displayK  
 

 
cigure 14 Components of the smart battery system Ehämppi C oathodI OMNQFK 
 
cigure NR below presents a new battery module installation under the driverDs benchK cigure 
NS presents the new battery chargerK  
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collowing is list of used equipment and software in pmart _attery systemK 
 

Battery modules P x pAcq pmart se jodule 
 opJOPO adapter for computer connection 
  
Charger Alfatronics Aa NNRLOPMJOQ 
  
lnboard computer prkfq fa 
  
jonitoring poftware Akkusofta v NKM 

 
cigure NT shows a screenshot of the realJtime battery health state monitoring software we 
call ‘pmart _attery’K 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

cigure 1R pmart battery modules installed 
below driver seatK 

cigure 1S _attery charger 

cigure 1T pcreenshot of battery health state monitoring 
softwareK poftware presents numerical output for battery 
currentI voltageI capacityI temperature and state of chargeK 
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nel SmartOInventoryOSystemOWyasedOonOR–IäOTechnologyYO
 
qhere are several pieces of equipment in an emergency vehicle that cannot be humanly 
identified and verified to be on the boardK pome of this equipment is crucial beforeI duringI or 
after emergency operationsK rsers confirmed their concerns about equipment availability 
during their interviewsK lur research study came up with technological solutions to the 
problemK te have used ocfa technology to demonstrate an ocfaJbased equipment 
identification system in the vanJsized police patrol vehicleK qhe following figure illustrates 
how ocfa tags were placed during field testingK 
 

 
auring the demo setupI we used a handheld ocfa readerI soft ocfa tags and hard ocfa tagsK 
qags were placed in seven different positionsI and the recognition performance was 
measured by a handheld ocfa reader EqimonenI OMNPFK kordic fa provided a handheld ocfa 
readerI pmartoac provided soft ocfa tagsI and Confidex provided hard ocfa tagsK qhe 
following figures illustrate some of our demo setupsK 
 
 
 
 
 
 
 
 
 
 
 
 

cigure 1U sisualization for ocfa tag positions in field testingK ENF rnder coJdriverDs seatK EOF cire 
extinguisherK EPF rpper metallic storage boxK EQF rpper metallic storage boxK ERF rpper metallic 
storage boxK ESF iower storage boxK ETF iower metallic storage box EqimonenI OMNPFK 

cigure 1V eandheld ocfaJreader 



 

 

1M1

 
 
 
 
 
 
 
 
 
 
 
 

 

 
 
nem zonclusionO
 
te have learned in previous chapters that the current emergency response vehicle EbosF is 
an extremely complicated combination of different technologies and solutions to function 
and  perform  in  varying  conditionsK  qhe  target  of  the  jl_f  project  was  to  form  common  
standards  for  designing  emergency  vehicles  and  also  to  describe  fCq  systems  in  useI  
investigate power consumption and create a demo vehicle with new innovationsK qhis 
chapter has presented the demo vehicle systems and services concept that were piloted and 
fieldJtested during the projectK   

cigure OM poft ocfaJtags that are suitable for nonJmetallic surfaces EqimonenI 
OMNPFK 

cigure O1 rsed hard ocfaJtags that are suitable both nonJmetallic and metallic surfaces 
EqimonenI OMNPFK 
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o zommercializationOandOO
äisseminationO
Jyri Rajamäki, Rauno Pirinen & Juha Knuuttila 

oeh NxyzOxnalysisO
 
oeheh NxyzO–rameworkO
 
qhere are multiple ways that innovations can be created and commercializedK lne model 
with a practical and structured framework for innovation work is the kA_C EkeedI ApproachI 
_enefits and CompetitionF framework created by the ptanford oesearch fnstitute EpofF 
ECarlson C tilmotI OMMSFK qhe kA_C framework highlights the market needsI solution 
approachI solution benefits and competition dimensions of any solution being createdK qhe 
goal of every innovation is to create and deliver customer value that is clearly greater than 
the competition’sK auring a research and development project whose goal is an innovationI 
the  iterative  use  of  the  kA_C  framework  ensures  that  the  oCa  work  concentrates  on  the  
right  issuesK  qhe  iterative  use  of  the  kA_C  framework  shown  in  cigure  OO  answers  the  
following questionsK 
 

 

cigure OO fterative use of the kA_C frameworkK 
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that are the important customer and market needs? A need should relate to an important 
and specific userJclient segment or a wellJidentified market opportunityI with the market 
size and endJcustomers clearly stated ECarlson C tilmotI OMMSFK that is the unique 
approach and compelling solution for addressing the specific client need? qhis should be 
drawnI  simulated  or  made  into  a  mockJup  to  help  convey  the  vision  requiredK  As  the  
approach develops through iterationsI it becomes a full proposal or business planI which can 
include market positioningI costI staffingI partneringI deliverablesI a timetable and 
intellectual property EfmF protectionK ff a product is being developedI it must also include 
product specificationsI manufacturingI distribution and sales ECarlson C tilmotI OMMSFK 
 
that  are  the  client  benefits  of  our  approach?  bach  approach  to  a  clientDs  needs  results  in  
unique  client  benefitsI  such  as  low  costI  high  performance  or  quick  responseK  puccess  
requires that the benefits be quantitative and substantially betterI not just differentK thy 
must we win? ECarlson C tilmotI OMMSFK thy are our benefits significantly better than the 
competitionDs? bveryone has alternativesK te must be able to tell our client or partner why 
our  solution  represents  the  best  valueK  qo  do  thisI  we  must  clearly  understand  our  
competition and their value proposition and our clientDs alternatives ECarlson C tilmotI 
OMMSFK 
 
 
oehei NxyzOxnalysisOofOtheOMOyIOProjectO
 
A new mmao vehicle concept could be seen as an innovationK then categorizing research 
findings by bringing the kA_C logic and presentation of value creation in the context of 
mmao vehiclesI the following observations could be madeK 
 
keedsW mmaoI along with other public sector organizationsI are facing significant pressures 
to maintain core services with significantly reduced budgetsK qraditionallyI mmao has a large 
number and range of emergency response vehiclesK qhese are mostly normal production 
vehicles that have been retrofitted with a wide array of aftermarket equipmentI according to 
their  roleK  qodayI  mmao  responders  have  more  and  more  fCq  facilities  and  applications  in  
their vehiclesK qhe traditional approach of individually wiring each standJalone system 
resulted  in  expensive  and  cumbersome  wiring  looms  and  connectorsK  thy  canDt  the  mmao  
vehicles’ fCq applications be simplified and rationalized to help mmao responders’ work more 
efficiently and effectively? Can two items of equipment be combined into one to make it 
easier to use and decrease power consumption? 
 
ApproachW  boss’  fCq  systems  should  be  divided  into  four  layersW  the  vehicle  infrastructure  
and power management layerI the communications layerI the service platform and common 
services layerI and the actorJspecific services layerK qhe interfaces between the layers should 
be standardizedK qhe communications layer and the service platform and common services 
layer  could  be  identical  for  all  bossI  as  the  vehicle  infrastructure  and  power  management  
layer is dependent on the vehicle type EeKgK saloon car or vanF and the actorJspecific services 
layer is dependent on the mmao actor EeKgK ibA or bjpFK 
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_enefitsW  qhe  benefits  of  the  ‘jl_f  approach’  to  the  development  of  boss  are  similar  to  
those that the lpf model brought to the field of data communicationsK qhe layered approach 
breaks boss’ electricalI electronicI information and communication technologies into 
smaller and simpler partsI as well as smaller and simpler componentsI thus aiding 
component developmentI design and troubleshootingK qhe standardized interfaces allow 
modular engineeringI meaning that different types of hardware and software components 
communicate with each otherK fnteroperability between vendors allows multipleJvendor 
development through the standardization of bos componentsK ft defines the process for 
connecting two layers togetherI promoting interoperability between vendorsK ft allows 
vendors to compartmentalize their design efforts in order to fit a modular design that eases 
implementation and simplifies troubleshootingK qhe layered approach ensures the 
interoperability of technologiesI preventing the changes in one layer from affecting other 
layersI allowing quicker development and accelerating evolutionK ft provides effective 
updates and improvements to individual components without affecting other componentsK 
All  these  aspects  have  already  been  found  to  be  very  valuable  in  the  field  of  data  
communications  after  the  lpf  model  has  been  appliedK  fn  particularI  open  standards  ease  
the ability of pjbs coming into the businessI which improves the supply of new public safety 
fCq products and degrease their pricesK fn addition to cost savingsI the interoperability and 
availability of new public safety fCq services is improvedK  
 
CompetitionW qraditionallyI good cooperation between different authorities in cinland 
enables development for the whole mmao sectorK qhe supportive atmosphere enables 
productive coJoperation between universitiesI authorities and companiesK cinland has 
evidences of success in developing fCq systemsW development of public mobile networksI the 
first nationwide qbqoA networkI and the mlhb field command systemK 
 

oajamäkiI gK EOMNOFK aesigning the cuture bmergency pervice sehicleW 
keedsI ApproachI Benefits and CompetitionK kordic and Baltic gournal of 
fnformation and Communications qechnologies xfn reviewzK Emresented at 
the Conference of kext generation mublic paftey and bmergency J
qechnologiesI molicies and Business perspectives NMJNN aecember OMNOI 
AAr CopenhagenI aenmarkKF 
 
AbstractW=mublic=protection=and=disaster=relief=EmmaoF=responders=must=manage=on=
different=emergency=situations=in=landI=water=and=airK=bmergency=response=vehicles=
EbossF= are= specially= equipped= and= on= permanent= standby= for= serious= incident=
responseK=jodern=boss=are=fully=of=electricalI=electronic=and=fCq=systemsK=eoweverI=
there=are=possibilities=of=improvement=in=various=aspects=of=bossK=qhat=will=enhance=
performanceI= effectiveness= and= optimum= usage= of= resourcesK= qhe= cinnish= jlBf=
Ejobile=lbject=Bus=fnteractionF=research=and=development=project=aims=to=create=a=
common=international=fCq=infrastructure=for=all=bossI=based=on=better=integration=
of=fCq=systemsI=applications=and=servicesK=Another=aim=is=to=extend=this=project=to=
other= boss= in= buropean= countriesI= permitting= the= standardisation= of= tools= and=
technology= in= br= countriesK= lne= model= that= gives= a= practical= and= structured=
framework= for= innovation= work= is= the= kABC= approach= created= by= the= ptanford=
oesearch= fnstitute= EpofFK= kABC= highlights= the= market= needsI= solution= approachI=
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solution= benefits= and= competition= dimensions= of= any= solution= being= createdK= lur=
approach= is= to= divide= boss’= fCq= systems= into= four= layers= Ea= vehicle= infrastructure=
and= power= management= layerI= a= communications= layerI= a= service= platform= and=
common= services= layerI= and= an= actorJspecific= services= layerF= between= which= have=
standardised= interfacesK= qhe= benefit= is= that= open= standards= ease= especially= small=
and=medium=enterprises=coming=to=the=businessI=which=improves=on=supply=of=new=
mmao= fCq= products= and= degreases= their= prizesK= fn= addition= to= cost= savingsI=
interoperability=and=availability=of=new=mmao=fCq=services=improvesK=qraditionally=
good=cooperation=between=different=authorities=in=cinland=enables=development=for=
the=whole=mmao=sector=at=the=same=timeK=qhis=paper=applies=kABC=framework=for=
evaluating=the=onJgoing=jlBf=project=and=its=results=so=farI=and=ensuring=that=the=
project=continues=as=a=right=directionK=

 
 
oei ’overnanceOModelsO
 
gyri oajamäki and jarkus suorinen EOMNPaF studied “jultiJpupplier fntegration 
janagement for mublic mrotection and aisaster oelief EmmaoF lrganizations”K qhe research 
work focuses on the complex area of multiJsupplier managementK qhe main objective for this 
study is to designate how mublic mrotection and aisaster oelief EmmaoF organizations should 
operate  within  a  multiJsupplier  service  fieldK  arK  oajamäki  and  jrK  suorinen  generated  a  
framework that provides a strategic tool to mmao organizations to improve their sourcing 
strategiesK qhe represented framework integrates oesponsibleI AccountableI Consulted and 
fnformed EoACfF matrixesI fqfiJbased service designI and bnterprise pervice janagement 
EbpjF  as  a  strategic  instrument  for  successful  sourcingK  qhe  oACf  matrices  help  to  clarify  
responsibilities between suppliersK An lperational ievel Agreement EliAF is proposed to 
help interdependent relationships management between different suppliersK qhe bpj 
framework  is  referred  as  a  “checklist”  to  inspect  readiness  for  sourcing  within  the  service  
design processK 
 
lne  study  by  oajamäki  and  suorinen  EOMNPaF  plays  with  the  research  theme  of  how  mmao  
organizations should choose their service delivery models for new digital servicesK qhese 
models  are  also  valid  for  the  mobile  systems  of  bossK  qheir  other  study  Eoajamäki  C  
suorinen OMNPbF discusses the benefits of standardizing fCq servicesK 
 

oajamäkiI gK C suorinenI jK EOMNPaFK jultiJpupplier fntegration 
janagement for mublic mrotection and aisaster oelief EmmaoF 
lrganizationsK fn mroceedings of the OTth fnternational Conference on 
fnformation ketworking EfClfkFI ppK 4VVJRM4I fpBkW VTUJNJ4STPJRT4NJ
UI horea fnstitute of fnformation pcientists and bngineers EhffpbFI peoulI 
horea 
 
AbstractW=Cloud= sourcing= and=multi=sourcing=are=growing=rapidly=and= are=success=
criteria’s= for= today’s= fq= departmentsK= fq= services= are= often= operated= by= multiple=
suppliers=but=only=very=few=of=the=client=organizations=are=getting=planned=savings=
and= service= quality= within= multiJsupplier= environmentK= qhe= fnformation=
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qechnology= fnfrastructure= iibrary= EfqfiFX= pervice= ievel= Agreements= EpiAF=
janagementX= bnterprise= pervice=janagement= EbpjFX= oesponsibleI= AccountableI=
ConsultedI=and=fnformed=EoACfF=matrix=and=selective=sourcing=practices=have=been=
created= to= respond= to= this= problem= but= never= aligned= to= be= jointly= used= during=
service= lifecycleK= qhis= paper= presents= a= model= how= multiJsupplier= environments=
should= be= managedK= kew= method= presents= how= existing= frameworks= should= be=
aligned=from=service=management=point=of=viewK=An=attention=is=taken=how=mublic=
mrotection= and= aisaster= oelief= EmmaoF= organizations= should= choose= their= service=
delivery= modelK= bspeciallyI= if= delivery= is= a= mixture= of= inJhouseI= outsourcing= and=
cloud= sourcing= servicesI= how= to= clarify= the= responsibilitiesI= operating= model= and=
scorecards=between=suppliers?=qhis=new=aligned=model=is=described=also=graphically=
and=the=achieved=benefits=are=described=in=detailK=
=
=
oajamäkiI gK C suorinenI jK EOMNPbFK pervice ptandardization to rtility 
jodelW mrocessI qechnology and ContractsK fn mrocK the fnternational 
Congress on bngineering and fnformation EOMNP fCbAfFI ganuary ORKJOTI 
qaipeiI qaiwanK 
=
AbstractW=fq=pervices=are=currently=delivered=in=very=heterogeneous=and=customized=
delivery=methods=to=client=organizationsK=Clients=have=tailored=processesI=contracts=
and= technology= managed= by= both= internal= and= external= suppliersK= qhe= fq= service=
termsI= process= and= technology= have= been= often= fully= tailored= based= on= client=
organizations= wishesK= qhe= next= fq= jegatrend= J= utility= computing= –= is= very=
controversyK=fn=utility=computing=fq=services=are=highly=standardizedK=pame=services=
are= provided= for= multiple= clients= simultaneously= to= any= device= over= the= network=
with=same=terms=and=conditionsK=puppliers=have=invested=to=automation=to=be=able=
to=provide=the=service=to=as=many=clients=as=possible=with=little=or=no=manual=workK=
tith= utility= computing= client= organizations= could= achieve= considerable= savingsI=
quality=improvements=and=strategic=initiatives=as=they=would=pay=only=based=on=the=
actual= usageK= qhe= transformation= journey= from= highly= tailored= service= model= to=
highly=standardized=services=requires=some=careful=preparations=in=order=to=succeedK=
qhis=paper=studies=and=presents=that=processesI=technologies=and=contracts=should=
be=standardized=in=order=organizations=to=be=mature=enough=to=take=the=benefits=of=
utility= computingK= qhe= benefits= of= standardization= are=described= in= detail= as= well=
some=potential=issues=if=standardization=is=not=doneK=
=
=

oej RegionalOäevelopmentOandORealizationOofOResearchO
 
qhis dissertation addressed the realization of the regional development task of higher 
education in response to new regional and national challengesI such as integration of jl_f 
projectI higher education functions and regional advancesK 
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mirinenI oK EOMNPaFK qowards oegional development by eigher bducation 
fnstitutionsW An empirical study of a rniversity of Applied pciencesK aoctoral 
qhesisK  rniversity  of  luluI  rniversity  of  lulu  draduate  pchool  ErnildpFI  
fndustrial bngineering and janagementK Acta rniversitatis luluensisI C 44VI 
lulu OMNPI cinlandK 

 
AbstractW=qhis=thesis=addresses=the=realisation=of=the=regional=development=task=of=higher=
education= in= response= to= new= regional= and= national= challengesK= qhis= regional= study=
investigates= how= the= third= task= of= regional= development= can= be= understood= and= was=
addressed =at =iaurea =rniversity =of =Applied =pciences =ErApFK =fn =this =qualitative =study =as =
research= continuumW= action= research= is= used= in= the= investigation= of= an= organisationalJ
regional=changeI=the=integrated=perspective=of=the=design=research=is=in=the=systemising=of=
design=and=a=multiple=case=study=research=is=integrated=for=bringing=an=understanding=of=
a=research=scope=and=in=addition=it=can=produce=new=knowledge=for=design=and=actionK=qhe=
unit =of =analysis =was =a =case =study =and =the =analysis =was =undertaken =using =empiricalI =inJ
depth=data=collected=between=jay=OMMN=and=peptember=OMNOK=
=
qhis=study=provides=new=and=critical=insights=into=the=integration=of=regional=development=
and=regionally=focused=higher=education=within=emergent=value=networksK=fn=the=centre=of=
the= studyI= there= is= the= collectively= developed= integrative= model= at= iaurea= rApI=
specificallyI= the= student= centred= integration= of= regional= developmentI= research= and=
development=EoCaF=and=higher=education=functionsK=eereI=in=this=operative=environmentI=
close= proximity= with= an= integrated= web= of= oCa= activities= and= projects= produces= new=
knowledgeK= qhis= investigation= into= the= new= “third= task”= of= the= regionally= focused=
university= focuses= on= the= development= of= new= knowledge= from= value= networks= and=
externalitiesI= within= which= oCa= activities= steer= the= direction= of= new= knowledgeK= qhis=
research= uses= an= integrative= model= to= examine= the= dynamic= workings= of= an= emerging=
networked= innovative= collaborative= environmentI= consisting= of= rAp= spinJoffs= and=
initiatives= for=knowledgeJbased=economic= developmentI=and=strategic=alliances=between=
the= actors= of= the= regional= knowledge= flows= that= are= rapidly= extending= towards= more=
global=networking=and=interaction=with=international=externalitiesK=
=

qhis dissertation investigated the realization of research and development EoCaF functions 
in a university of applied  sciences ErApFK qhe purpose of thesis was to improve issues 
relevant to the integration of oCa related higher education studies and the national 
research agendaI such as research subjects in jl_fK  

 
mirinenI  oK  EOMNPbFK  qowards  oealization  of  oesearch  and  aevelopment  in  a  
rniversity of Applied  pciencesK aoctoral thesisK rniversity of bastern cinland 
ErbcFI pchool of ComputingI bastern cinland aoctoral mrogram in Computer 
pcience and bngineeringK mublications of the rniversity of bastern cinlandI 
aissertations in corestry and katural pciencesI ko NMUI huopio OMNPI cinlandK 
 
AbstractW=qhis=study=investigates=the=realization=of=research=and=development=EoCaF=of=
higher=education=institutions=in=response=to=the=progress=of=information=systemsI=security=
managementI= and= service= programs= in= a= university= of= applied=  sciences= ErApF= between=
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OMMP= and= OMNOK= qhis= study= addresses= to= the= integrated= and= studentJcentered= oCa=
projects=at= iaurea=rApI= which=are=advances=by= oCa= collaboration= and=agenda= within=
master’sI= bachelor’sI= and= degree=  education= in= the= programs= of= information=  systems=
En=ROU= students= in= OMNOFI= security=  management= En=QMPFI= and= services= En=STSFK=
Altogether=there=were=TTQM=students=at=iaurea=in=OMNOK=
=
fn=this=continuum=of=researchI=case=study=research=ECpF=provides=an=understanding=of=an=
object= and= can= extend= knowledge= or= add= strength= to= what= is= already= known= through=
previous= researchK= fn= additionI= it= can= produce= new= knowledge= for= design= and= actionK=
Action= research= EAoFI= as= an= extension= of= quality= systemI= is=used= in= the= investigation= of=
changeK= ft= focuses= on= the= research= of= educational= changeI= relationsI= modelsI= and=
interactionsK=qhe=integrated=perspective=of=the=information=system’s=design=research=EaoF=
is= in= the= systemizing= of= design= –= it= focuses= on= research= for= buildingI= improvingI= and=
evaluating= artifactsI= such= as= modelsI= methodsI= constructsI= information= systemsI= and=
services= for= implementation= of= the= changeK= fn= additionI= these= three= research= methods=
were= used= in= the= implementation= and= improvement= of= oCaJrelated= study= units= in= the=
programs=by=studentsK=
=
qhe= first=study= provides=contributions=to=the= integration= of=education=by= presenting=the=
integrative=processI= which= is=seen=as=action= logic=of=the= integrative=model=for=bridging= a=
world=of=cyclic=strategiesI=visionsI=thinkingI=and=imaginationJcreativity=activities=to=linear=
oCa=and=developmentJbased=activitiesI=as=well=as= integrating=focused=oCa=profiles=and=
the=national=oCa=agenda=with=an=emergent=value=networkK=qhe=second=study=consists=of=
analysis=of=oCaJ=and=strategyJbased=actualization=of=the=new=study=unitK=qhe=third=study=
includes=  integrated= Cp= and= ao= for= designing= and= actualizing= a=  competenceJbased=
curriculum=model=of=the=degree=program=of=business=information=technologyK=qhe=fourth=
study=analyzes=two=canonical=Ao=ECAoF=cyclesI=which=were=based=on=the=realizations=of=
the= learning= by= developing= EibaF= model= and= also= the= data= of= evaluations= by= cfkebbC=
Ecinnish=eigher=bducation=bvaluation=CouncilF= between=OMMP=and=OMMVK=qhe=fifth=study=
analyzes= the= cumulative= data= collection= in= regard= to= the= oCa= project= pAqbofph=
Esatellite= positioning= risksFI= as= a= studentJcentered= oCa= projectI= activitiesI= factorsI= and=
qualityK=qhe=study=also=refers=to=the=two=latest=cfkebbC=evaluations=and=related=research=
cyclesI= the= evaluation= of= quality= systemsI= and= the= evaluation= of= studentJcentered= oCa=
between =OMMV =and =OMNNK =cinallyI =the =sixth =study =is =a =multiple =case =study =analysis = of= NN=
externally=funded=oCa=projects=concerning=actualizations=of=oCaJbased=study=units=and=
realization=of=oCa=tasks=at=iaurea=rAp= between=OMMU=and=OMNOK=
=
qhe= main= new= models= contributed= consist= of= three= proposalsW= the= integrative= process=
modelX=the=  collectively=developed=iba=modelI=which=was=seen=as=a= dimensional=model=of=
creative= learning=cultureX=and=the=concept=of=studentJcentered=oCaK=qhe=answers=to=the=
oCa=realization=question=in=the=six=studies=indicate=that=various=forms=of=oCa=activities=
can=serve=individualsI=organizationsI=and=entire=domainsK=qhe=integrative=model=is=seen=as=
one= new= proficient= model= for= the= futureI= and= it= can= advance= issues= such= asW= NF=
development= of= oCa= capabilitiesX= OF= joining= the= agendaJbased= oCa= activities= for=
collective=educationX=PF=fitting=together=the=strategies=of=domainI=emergent=oCa=profilesI=
and=education=processesX=QF=improvement=of=knowledge=reservesX=RF=raising=the=students’=
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participation=in=oCa=so=that=they=are=the=activating=forces=in=the=collaborative=oCaX=SF=
teachers=in=continuous=interaction=with=the=environmentI=which=allows=for=quick=reactions=
to=changingI=agile=and=dynamic=needsX=and=TF=  a=guide=of=teachers’=oCaJrelated=  activities=
and=collective=thinkingK=
=
pome=of= the=central=challenges= faced=by=the=six=studies=consist=ofW=NF=continuous=change=
poses= great= challenges= for= teachersX= OF= establishment= of= the= new= management= culture=
and= controlling= the= mass= of= projects= precipitated= by= the= oCaJrelated= educationX= PF=
balancing= and= modularizing= of= cognitive= load= and= challengesX= QF= improving= a=
signification=of=the=studentJcentered=oCa=in=the=perspective=of=communities=of=workX=RF=
development=of=incipient=internationalization=and=knowledge=economyX=SF=measuring=of=
impacts=and=development=of=utilityI=usabilityI=and=strategic=measuring=as=an=evaluation=
design= structure= in= a= generalX= and= TF= dissemination= of= the= new= oCaJrelated= model= in=
context= of= higher= education= institutionK= fn= context= of= studyI= the= first= externally= funded=
oCa=project=was=started=in=August=OMMTI=and=by=the=end=of=this=researchI=the=volume=of=
oCa=was=NOKR=j€=at=iaureaK=
=
fn= the= conclusionI= f= outline= that= integrative= process= within= studentJcentered= oCa= are=
based= on= and= include= collective= oCaK= eereI= the= oCaJrelated= education= comprises= an=
individual’s=mindJ  on=and=handsJon=activitiesI=social=interactionI=creating=something=new=
within= oCaI= and= knowledge= sharing= and= collaboration= between=  communities= of=
work= and=communities=of=oCaK=
=
cinallyI= the=quality=of= research= is=discussed=and=future=research=questions=are=presented=
with=their=implications=and=final=remarksK=
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p äiscussionOandOzonclusionsO
Jyri Rajamäki, Juha Knuuttila & Ilkka Tikanmäki 

aue to the economic situationI the budgets for public protection and disaster relief EmmaoF 
are  cut  downI  which  in  turn  increases  the  pressure  for  developing  novel  innovations  to  
ensure adequate computational capabilities and resources in every operative scenarioK fn 
field operationsI the first responders’ EcosDF most important tool is their vehicleK qhe cinnish 
approach to provide digital services to the field for cos is via their vehiclesK fn cinlandI border 
patrolI customs and police cars are already quite similar Eexcept in colourFI because these all 
are equipped by the molice qechnical CentreK AlsoI other emergency response vehicles 
EbossFI  such  as  fire  trucks  and  ambulancesI  have  similar  needs  for  a  navigation  systemI  
patrol trackingI target mapsI activity logsI alarms and remote access to central databases as 
well  as  control  of  blue  lights  and  sirensI  power  supply  systems  and  communications  
equipmentK AlsoI the inventory of boss’ equipment means on a weekly basis the number of 
hours used in the examination of goodsI all of which are out being used in the fieldK 
 
ft is vital for cinland and all of burope that different public protection and disaster relief 
organizations develop a common emergency response vehicle concept togetherK qhis 
enables new mobile digital services for first responders to their field operationsK qhe jl_f 
research project has been an essential feasibility study to learn about the requirements of all 
mmao organizations and first responders in the fieldK eoweverI more multidisciplinary 
research is neededK 
 
 
peh RecommendationsOforOProcurementsO
 
peheh PPIcOPzROandOPOVO
 
mublic procurement of innovative solutions EmmfF means procurement where contracting 
authorities act as a launch customer for innovative goods or services that are not yet 
available on a largeJscale commercial basis and may also include conformance testing Ebdler 
and deorghiouI OMMTFK 
 
fn mreJlperational salidation EmlsFI the main focus is on assessing and validating existing 
systemsI whereas in mreJCommercial mrocurement EmCmFI the main focus is on creating new 
innovationsK According to the bClovp study EOMNNFI the concept of mls was introduced in 
guly OMNN when the Rth cmT call for security was releasedK qhe bClovp report thus mentions 
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mls but does not go much deeper because the concept was fairly new at the time the study 
was writtenK qhereforeI the concept of mls should be further defined and differentiated from 
mCmK 
 
fn  principleI  mmfI  mCm  and  mls  give  better  possibilities  for  small  and  medium  enterprises  
EpjbsF to participate in procurement projects due to the lower entry barrierI but 
procurement  procedures  are  seen  as  being  too  complex  for  pjbs  due  to  limited  resources  
and experience in procurement proceduresK qhereforeI the bottlenecks that limit or hinder 
the possibilities of pjbs to actively participate in public procurement projects in general and 
especially in the field of security should be further identified and investigatedK fn this 
respectI  a  twoJlayer  approach  is  proposedI  enabling  firstly  an  overall  description  of  the  
challenges faced by pjbs in public procurement and secondly a deeper analysis on the most 
relevant topics that the investigation will highlightK A special focus should be targeted to 
small businesses with limited knowledge and experience in public procurement procedures 
and their related requirementsK 
 
qhe  buropean  ketwork  of  iaw  bnforcement  qechnology  pervices  EbkibqpF  was  set  up  in  
OMMU  under  the  crench  mresidency  of  the  Council  with  the  aim  of  gathering  user  
requirementsI scanning and raising awareness of new technology and best practicesI 
benchmarking and giving adviceK As stated in the Council’s conclusionI bkibqp could further 
enhance proper coordination between member states for public procurement and become a 
leading buropean platform for strengthening the internal security authoritiesD involvement 
in securityJrelated research and industrial policyI thus bridging the gap between the endJ
users and providers of law enforcement technologies EmaddingI OMNPFK 
 
aue to the significance and latest developments in the public procurement of innovative 
solutionsI  the  jl_f  project  would  benefit  from  further  reviews  and  analysis  of  mreJ
Commercial mrocurement EmCmF and mreJlperational salidation EmlsFK Analyzing and 
reviewing the most advanced mCm and mls schemes would benefit the overall understanding 
of procurement issuesK joreoverI the new projects should look for ways to develop customer 
savvy in designing and carrying out mmf projectsK _enchmarking with leading oCaJintensive 
industries regarding the purchasing of oCa services would give a broader view and a better 
understanding of the business environment and best practices followed by leading private 
companies to complement the best practices followed by public procurersK qhe avoidance of 
risk typical of many procuring organizations and the “faster horse syndrome” limit the 
transfer to new and more advanced technologiesK cinallyI the projects should duly note the 
Council’s conclusion on strengthening the internal security authoritiesD involvement in 
securityJrelated research and industrial policy and thereby recognize the importance of the 
buropean ketwork of iaw bnforcement qechnology pervices EbkibqpFK 
 
 
pehei MaturityOLevelsO
 
qhe role of business continuity and fq continuity management is to identify business 
requirements and provide solutions that ensure the continuity of information services and 
the capability to recover in case of disruptions or interruptionsK bspecially large 
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organizations have a considerably large number of information servicesI and they have a 
need to implement targetJoriented and commonly accepted management modelsK qhis 
applies to fq continuity management processes and maturity models as wellK 
 
pyrjänen EOMNMaI OMNMbF studied a large cinnish technology company that invests strongly 
in information technology due to a high dependency on information systems availabilityK 
qhis company developed and started to implement an fq continuity maturity model in the 
year OMMTK qheir maturity model is a combination of business continuityI fq governance and 
information risk management standards and best practices built on top of commonly used 
processJmaturity modelsK pyrjänen’s studies introduced the background and initial triggers 
for maturityJmodel developmentK fn additionI maturityJmodel principles and usage cases 
were  reviewedK  qhe  purpose  of  the  study  was  to  find  out  how  much  the  fq  continuity  
management maturity model had improved overall planning and the level of business 
continuity in the target organizationK qhe core of pyrjänen’s studies was the evaluationI the 
purpose of which was to evaluate the concrete benefits that the use of the maturity model 
had broughtK qhe benefits were analyzed from five viewpointsW information service 
managementI fq line unitsI fq governanceI corporate governance including risk 
managementI and the point of view of the individualK  qhe evaluation was based on service 
quality reportsI incident analysesI and continuity reportsK fn addition to the extensive report 
baseI open discussions and feedback from the fq continuity community had a significant role 
while assessing the maturityJmodel valueK qhe theoretical framework was mostly based on 
industry standards and best practices and the methods of canonical action researchK 
Although the source material provided a solid base for the studyI the confidentiality of 
information limited what and how much information could be shared in this studyK 
 
qhe fiveJlevel maturity model of pyrjänen EOMNMbF acts as a catalyst for fq continuity 
management  implementationK  qhe  maturity  status  of  each  fCq  system  to  be  procured  for  
mmao  actors  should  be  validated  according  to  the  method  presented  by  pyrjänenK  AlsoI  
testing the readiness of extendibility of the selected systems needs to be studied as a part of 
mlsK 
 
 
pei StandardizationO
 
qhe  buropean  CommissionI  brolmliI  and  colkqbu  have  recognized  that  the  lack  of  
interoperability limits the effectiveness of public safety practitioners in actual operationsI 
and an evident lack of understanding as to whether these limitations arose from technologyI 
operational proceduresI and gaps in procurement or research E_aldiniI OMNMFK A scientifically 
proven fact is that standardization strongly affects businesses that develop and sell 
technologies and technologyJbased products and servicesX standards are one main enabler 
for fast growth EhivimäkiI OMMTFK cor improving interoperabilityI standardization 
development with likeJminded countries should be startedK  
 
oegulations and standardization play an important role in applying the results of research to 
the market and to public safety endJusersK qhe ongoing planning of a buropean external 
border surveillance system EbrolproF EAmeyugo et alKI OMNOF and br´s enhanced powers in 
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the field of internal security by the qreaty of iisbon pave the way for further standardization 
effortsK 
 
 
pej zonnectionsObetweenOMOyIOandOSomeOOtherOProjectsOO
 
iaurea  has  led  several  public  safetyJrelated  projects  that  have  connection  with  the  jl_f  
projectK  iaw  enforcement  and  other  mmao  operations  are  critical  functions  of  societyK  qhe  
ofbpCA Eoescuing of fntelligence and blectronic pecurity Core ApplicationsF project studied 
the procurement and maintenance procedures of different critical information systems that 
support societyK matrol cars have such critical information systemsK pAqbofph Eoisks of 
patelliteJbased qrackingF project researched all kinds of technicalI operational and 
legislative risks with regard to satelliteJbased tracking and navigationK qhese are vital 
services  for  patrol  carsK  qhe  ongoing  jACfCl  EjultiJAgency  Cooperation  fn  CrossJborder  
lperationsF project develops a concept for the interworking of different security 
organizations in their daily activityK 
 
Another cinnish project that develops public safety fCq systems is the qrsb fnformation 
pecurity ketwork projectI which provides the communications infrastructure for cinnish 
patrol  carsK  qhe  hbgl  field  command  systemI  which  develops  common  field  command  
systems for all cinnish mmoa actorsI is another ongoing projectK sfqgAI the reforming project 
of the cinnish polices information systemsI replaces almost all major operational 
information systems used by the cinnish policeK  
 
crom the endJuser and customer sideI the molice qechnical Centre has made a proposal for a 
preJcommercial procurement project aimed at a new patrol carK qhis mAosf project could be 
a straight continuum of the jl_f projectI and it can make good use of most of the results of 
the jl_f projectK 
 
 
pek –urtherOWorkO
 
auration the jl_f projectI society has changed radicallyK qhe application of social media 
has explodedI and authorities from advanced countries have taken these matters into 
account when developing their digital services for public safetyK cor exampleI with these 
advanced systemsI those people who are on the scene of an accident first Ewhether involved 
or an eyewitnessF can communicate with mmao authorities who can receive social media and 
multimedia messages in their operative systemsK rnfortunatelyI many mmao organizations 
see the fnternet and social media only as an extra resource from which they can collect and 
transpose “material” to analyze it in their own systemsK fn practiceI tooJstrict data security 
regulations may rule out the mobile utilization of digital services in the fieldK eoweverI most 
often the biggest cyber threat is the soJcalled “insider threat” as shown by the pnowden and 
janning casesK then taking into account the cinnish culturalLethnic environmentI 
investment could be made in security originating from endJusersI rather than the strict 
technical data security by which the last MKMOB of confidence can be achievedK 
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jore research and development across two kinds of borders is neededK  
 
cirstlyI the typical borderlines between public customers and private vendorsI where the 
tendering process is the main starting point of transactionI have to be modified towards preJ
commercial procurement while prevailing oCa projects with frontJline experienceK 
 
pecondlyI  national  borderlines  have  to  be  crossed  as  well  in  order  to  form  coalitions  with  
enough nicheJoriented purchasing volume to get tailored solutions for ibA´s vehicles from 
industries´ assembly linesK bven the richest small nations do not get the solutions wanted 
from automotive industry due to their limited volumesK Continued tailoring will not be 
sustainable in the long runK 
 
qhereforeI true standardization on the buropean level is neededK fnternational warehouses 
of crime are truly international in developing their techniquesK then will the ibAs be able to 
say the same? 
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hg YhteenvetoOO
W–innishOSummaryYO
Jyri Rajamäki, Juha Knuuttila & Ilkka Tikanmäki 

hgeh JohtopäätöksetOjaOjatkotutkimuskohteetO
 
ln tärkeääI että viranomaiset kehittävät yhteistä hälytysajoneuvokonseptiaK qämä 
mahdollistaa uusia digitaalisia palveluita kentälleK jl_fJtutkimushanke on ollut 
välttämätön esitutkimusI jolla on selvitetty käyttäjien ja käyttäjäorganisaatioiden tarpeitaK 
pe on myös toiminut viestinviejänä loppukäyttäjiltä teollisuuteenK  
 
jonitieteellistä tutkimusta tarvitaan kuitenkin lisää ja tämän tutkimuksen pohjalta olisi 
kehitettävä alan kansainvälistä standardointiaK fCqJkonseptin kehittäminen on 
huomattavan kallistaI joten pääsy kansainvälisille markkinoille on suotavaaK puomessa on 
hyvät mahdollisuudet kehittää turvallisuusviranomaisten yhteistä fCqJkonseptiaI koska 
viranomaisten keskinäinen yhteistyö on kehittynyttä ja tehokastaK bdellä mainitut ongelmat 
ovat samanlaisia kaikissa maissaW viranomaisajoneuvoihin joudutaan mmK lisäämään uusia 
fCqJlaitteita ja JjärjestelmiäK sälttämätöntä standardoitumista alalla ei ole tapahtunutK 
Alalle olisikin luotava kansainvälinen standardi Ealan de factoJ jaLtai de jureJ
standardoituminenFI joka tehostaa ja helpottaa viranomaisten yhteistoimintaa sekä 
palveluiden hankintaa monitoimittajaympäristössäK käitä ratkaisuja olisi myös mahdollista 
soveltaa muiden toimijoiden kuin viranomaisten käyttöönW esimerkiksi teollisuuden 
yrityksilläI yksityisellä turvaJalalla ja fleet management Jpalveluissa on tarvetta liikkuvan 
toimiston kaltaiselle ajoneuvoratkaisulleK jl_fJhankkeessa kehitetty lpfJmalllin kaltainen 
tasomalli hyödyttää jatkostandardoinnin tekoa loppukäyttäjien näkökulmastaK 
 
puomen poliisin osalta on varmistettava sfqgAJjärjestelmäuudistuksen edellyttämien 
teknisten vaatimusten käyttöönotto partioautoissaK qällöin tarkasteluun tulevat 
ensisijaisestiW NF mobiilit laajakaistaiset tietoliikenneratkaisutI OF sfqgAn edellyttämät 
sovelluksen käyttömahdollisuudet partioautosta mobiiliyhteyksiä käyttäenI PF valmiudet 
hbglJkenttäjohtojärjestelmän käytölle partioautosta mobiiliyhteyksiä käyttäenI QF 
oheislaitteidenI kuten kameroidenI tutkien ja automaattisen rekisteriJtunnistuksen käyttö 
mahdollisimman tehokkaastiI RF tehokkaiden ja älykkäiden sähköntuottomenetelmien 
edelleen kehitys ja testausI sekä SF alustava ergonomisten EkäyttöliittymätLmuu 
toimintaympäristöF ratkaisuiden kartoitus ja mahdollinen käyttöönottoK moliisin 
tekniikkakeskus on selvittänyt mahdollisuudet ulkopuoliseen rahoitukseen ja saanut 
qbhbpiltä positiivisen rahoituspäätöksen innovatiiviselle esikaupalliselle mAosfJ
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hankkeelleenK puomen viranomaisten tulisikin hyödyntää tällaisia uusia 
rahoitusmahdollisuuksiaK mAosfJhanke on hyvä väyläI jolla kansallisesti voidaan kehittää 
mobiilia konseptia tietylle tasolleW sfqgAn ja hbgln jalkauttaminen koko toimintaketjuunI 
jolloin palvelut ovat käytettävissä myös ajoneuvosta irrotettavissa laitteissaK humppanuus 
ajoneuvovalmistajien kanssa voidaan aidosti toteuttaaI mutta siihen tarvitaan 
kansainvälistä yhteistyötä ja standardointiaK buroopan osalta standardointia voisi johtaa 
esimerkiksi bkibqp Eburopean ketwork of iaw bnforcement qechnology pervicesFK 
humppanuus autonvalmistajien kanssa on lopulta välttämätöntäI jotta viranomaisten 
tarvitsemat palvelut ja järjestelmät voidaan aidosti integroida ajoneuvoonK siranomaisten 
itsensä tekemä räätälöinti on erittäin aikaa vievää ja kallistaK  
 
jl_fJI qrsbJI hbglJ ja sfqgAJhankkeiden kestäessä yhteiskunta on radikaalisti 
muuttunutW sosiaalisen median käyttö on räjähtänyt ja kehittyneemmät maat 
viranomaisineen ovat ottaneet nämä seikat huomioon digitaalisia palveluja uudistaessaanK 
hehittyneimmissä järjestelmissä esimerkiksi ensimmäisinä onnettomuuspaikalle tulleet 
osalliset jaLtai silminnäkijät voivat viestiä tapahtumista viranomaisilleI joilla on valmius 
ottaa vastaan onnettomuuteen liittyviä sosiaalisen median ja multimedia Jviestejä 
operatiiviseen toimintajärjestelmäänsäK qällä hetkellä monet viranomaiset näkevät 
fnternetin ja sosiaalisen median vain lisäresurssinaI josta kerätään ”materiaalia” 
siirrettäväksi ja analysoitavaksi omiin korkean turvallisuuden järjestelmiinK qrsbJhankkeen 
tietosuojamääräyksillä voidaan hankaloittaa hallittua mobiilikäyttöä sen verranI että 
viranomaiset jatkaisivat nykykäytännön mukaista epävirallista tietojenvälitystä 
henkilökohtaisten älypuhelintensa avulla multimediaviesteinK kykykäsityksen mukainen 
tosiasia onI että kyberturvallisuudessakin suurin riski on nsK insider threathsI kuten 
pnowdenJ ja janning Jtapaukset osoittavatK puomen kulttuurietnisen ympäristön 
huomioon ottaen olisi mahdollista panostaa tähän käyttäjistä lähtevään järjestelmien 
turvallisuuteenI eikä niinkään tietoteknisen viimeisen MIMO B varmuuden saavuttamiseenK 
 
 
hgei MitenOMOyIOerottuuOmuistaOkehitysprojekteistavO
 
sastaavanlaisia ongelmia esiintyy kaikissa maissa ja monia hälytysajoneuvojen 
kehityshankkeita on käynnissä eri puolilla maailmaaK haikki nämä hankkeet keskittyvät 
tietyn tyyppisten ajoneuvojen kehittämiseenW kehitetään joko ambulanssiaI poliisiautoa tai 
pelastusajoneuvoaK jl_f on ainoa hankeI joka kehittää yhteistä hälytysajoneuvokonseptia 
kaikille turvallisuusviranomaisilleK herroksittainen lähestymistapa mahdollistaa yhteiset 
moduulitK saikka ambulanssi on erilainen kuin poliisiauto on sillä hyvin samanlaiset 
tietoliikennetarpeet sekä monia samoja digitaalisia palveluitaK  
 
herroksittainen lähestymistapa tuo mukanaan viranomaisajoneuvolle samat hyödyt kuin 
lpfJmalli toi tietoliikenteeseenK herrokset jakavat ajoneuvon sähköJI elektroniikkaJ ja fCqJ
järjestelmät pienempiin ja yksinkertaisimpiin osiinK mienemmät ja yksikertaisemmat 
kokonaisuudet kannustavat komponenttien kehittämistäI suunnittelua ja 
ongelmanratkaisuaK ptandardoidut rajapinnat mahdollistavat modulaarisen järjestelmien 
kehittämisenX useat toimittajat pystyvät samanaikaisesti kehittämään sekä rautaJ että 
ohjelmistokomponentteja ja silti ne pysyvät yhteensopivinaK juutokset yhdellä kerroksella 
eivät vaikuta toisten kerrosten toimintaanI mikä nopeuttaa kehitystyötäK  
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hgej HankkeenOhallintoO
 
iaurean jl_fJtutkimushankkeen ENKVKOMNM–PNKPKOMNQF kokonaisbudjetti oli UMM MMM €K 
pen rahoittajina olivat qekes SM BI teollisuus NV B ECassidian cinland ly xnykyisin osa 
Airbus  aefence  and  ppace  divisioonaazI  fnsta  aefpec  lyI  Ajeco  ly  ja  punit  lyFI  
loppukäyttäjät R B Emoliisihallitus ja moliisin tekniikkakeskusF sekä iaurean 
omarahoitusosuus NS BK qutkimushankkeen päätavoite oli tuottaa tutkimustietoa kahdelle 
rinnakkaiselle yritysprojektille Evetäjinä Cassidian cinland ly sekä fnsta aefpec lyF sekä 
viranomaisten omille hälytysajoneuvojen kehitysprojekteilleK jl_f toteutettiin iaurean 
kehittämispohjaisen oppimisen Eiearning by aeveloping – ibaF toimintamallin mukaisesti 
henkilökunnanI opiskelijoiden ja työelämäosaajien yhteistyönäK qutkimustuloksia on 
toistaiseksi julkaistu mmK kolmessa väitöstutkimuksessaI kymmenessä tieteellisessä 
lehtiartikkelissaI OR tieteellisessä konferenssiartikkelissa ja PN opinnäytetyössäI joista NN oli 
ylempiä tutkintojaK 
 
 
hgek TarpeetO
 
hansalaiset tarvitsevat korkeatasoisia viranomaispalveluita muuttuvassa ympäristössäK 
eeidän pääasiallinen tarpeensa on saada vastinetta verorahoilleenK qosiasia onI että 
tuottavuuden kasvu yksityisellä sektorilla on ollut huomattavasti suurempaa kuin julkisella 
sektorillaK huntasektorin suurin ongelma on väestön ikääntymisen mukanaan tuomat 
lisääntyvät menot ja siksi kunnilla on suuri tarve tuottaa kaikki palvelunsa entistä 
tehokkaamminK hunnallisista palveluista tämä tarve koskee myös pelastustointa Eensihoito 
sekä paloJ ja pelastuspalvelutFK puomessa lainvalvontaviranomaiset EpoliisiI rajavartiolaitosI 
tulliF ovat valtiollisia toimijoitaK hansalaisten suojeleminen yhä organisoituneemmalta ja 
kansainvälistyneemmältä rikollisuudelta vaatii uusia työvälineitäK puomessa on myös 
trendinä vähentää kiinteitä poliisiasemia ja kehittää poliisiautoista liikkuvia toimistojaI jotka 
täyttyvät tietoJ ja viestintäteknologiasta EfCqFK 
 
haikki turvallisuusviranomaiset Epelastustoimi sekä lainvalvontaviranomaisetF tarvitsevat 
hyvät toimintaolosuhteetK eeidän on ylläpidettävä ydintoimintansa yhä pienenevillä 
toimintamäärärahoillaK qämän yhtälön toteuttamiseksi ainoa mahdollisuus on fCqWn entistä 
parempi hyödyntäminen J myös kentälläI jossa ajoneuvo on turvallisuusviranomaisten 
tärkein työvälineK buroopan komission ja buroopan unionin ulkorajayhteistyöstä huolehtivan 
viraston EcrontexF yhteisessä workshopissa OMNM todettiinW suurimmat ongelmat 
turvallisuusviranomaisten kenttätyössä ovat viranomaisten välisen yhteistyön puute sekä 
laajakaistayhteyksien puuteK 
 
puomessa kunnat yhdistyvätX tällöin myös paloJ ja pelastusasemia yhdistetäänK qämän 
seurauksena toimintaJalueet kasvavatI mikä helposti vähentää pelastushenkilöstön 
paikallistietämystäK qämän ongelman ratkaisuksi tarvitaan parempia teknologisia 
palveluitaK kykyiset ambulanssit ovat puolestaan enemmän liikkuvia sairaaloita kuin 
potilaiden nopeaan kuljetukseen tähtääviä ”potilastakseja”K jyös tämä kehitys tarkoittaa 
teknologian lisääntymistä hälytysajoneuvoihinK iainvalvontaviranomaisten osalta on 
käynnissä kehityssuuntaI jossa toimistossa istumista vähennetään ja kentällä oloa lisätäänK 
qällöin myös rikosteknisten järjestelmien liikkuvat ohjausJ ja valvontatarpeet lisääntyvätK 
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siranomaisten ajoneuvoihin on vuosikymmenten kuluessa lisätty kymmenittäin erillisiä 
teknisiä laitteistojaI jotka vaativat huomattavasti tilaa ja joilla on omat käyttöliittymänsä 
ajoneuvon ohjaamossaK qämä on johtanut ajoittaisiin toiminnallisuusongelmiin Eesimerkiksi 
turvatyynyn toimintatilan supistuminenF ja teknisiin ongelmiin sähkönsaannissa ja 
kaapeloinneissaK povellettujen ratkaisujen dokumentointi on ollut vaihtelevaa eikä kaivattua 
standardoitumista alalla ole tapahtunut laitetoimittajien moninaisuudestakin johtuenK 
puomen vuosittaiset toimitusvolyymit ja hankintakulttuuri eivät ole edesauttaneet tällaista 
kehitystäK qoisaalta teknologian ja palveluiden tarjoajat kaipaavat 
liiketoimintamahdollisuuksia ja heidän kannaltaan ongelmana on pirstaleinen 
toimintaympäristöW eri viranomaisilla on omat vaatimuksensaI kunnallisilla viranomaisilla 
vaatimukset voivat vaihdella kunnittainI eri maissa vaatimukset saattavat olla hyvinkin 
erilaisetK piviiliviranomaisilta puuttuu usein samanlainen hankintaosaaminen kuin 
sotilasviranomaisilla onK   
 
 
hgel LähestymistapaO
 
jl_fJtutkimushanke on kehittänyt viranomaisajoneuvon sähköJI elektroniikkaJ ja fCqJ
järjestelmille kerroksittaisen moduulisen toteutusmallinI jossa kerrosten välillä on 
standardoidut rajapinnatK kämä kerrokset ovatW NF ajoneuvon infrastruktuuri ja energian 
hallintaI OF tietoliikennekerrosI PF yhteiset palvelutI sekä QF eri viranomaisten erityiset 
palvelut Eoajamäki OMNPFK jl_fJtutkimushankkeessa varusteltiin demoJajoneuvoI jossa 
kehitettiin ja testattiin erilaisia teknologioitaK 
 
Alimman kerroksen muodostaa ajoneuvon infrastruktuuriI jonka yksi vaikeimmista 
ongelmista on energian hallintaK qämän kerroksen standardeilla pyritään ratkaisemaan 
seuraavat kysymyksetW jitä standardiJajoneuvon palveluita hyödynnetään? jiten 
hälytysajoneuvon tarvitsemat muutosJ ja asennustyöt standardoidaan? ptandardiJ
ajoneuvosta hyödynnettäviä palveluita ovat muun muassa energian tuotanto moottorin 
käydessäI tietojen lukeminen ajoneuvon CAkJväylästä EesimK akkujänniteF ja toimintojen 
ohjaus CAkJväylän välityksellä EesimK hälytysJI ajoJ ja työvalotI keskuslukitusFK 
ptandardoitavia muutosJ ja asennustöitä ovat mmK hälytysvalojen ja Jlaitteiden asennuksetI 
älykäs tehonhallintajärjestelmä Eenergian tuotanto myös silloin kun ajoneuvon moottori on 
sammutettunaI energian varastointi ja energian priorisoitu jakeluFI kaapelointi ja antennien 
asennukset sähkömagneettinen yhteensopivuus huomioidenK aemoJajoneuvossa testattiin 
mmK älykästä energian varastointia Ehämppi C oathod OMNPFI josta on tehty myös 
keksintöilmoitusK 
 
qietoliikennekerros sisältää kolme standardointitasoaW NF pitkän matkan yhteydetI OF 
ajoneuvon paikallisverkkoI sekä PF likiverkko ja lisälaiteyhteydetK käissä kaikissa tasoissa on 
huomioitava sekä puheJ että dataliikenneK mitkän matkan yhteydet käsittävät ajoneuvon ja 
johtokeskuksen väliset yhteydet sekä ajoneuvojen väliset yhteydet ajoneuvojen ollessa 
etäällä toisistaanK vhteyksissä hyödynnetään useita yhtäaikaisia radioJteknologioita ja 
verkkojaI kuten qbqoALqbqoAmliI kaupalliset OdLPdLQdI satelliittiyhteydet sekä tAk 
EtiAkJhotspot H fnternetFK Ajoneuvon paikallisverkko –taso käsittää sekä langalliset että 
langattomat paikallisverkot ajoneuvon sisällä ja sen välittömässä läheisyydessäK 
iangatonta paikallisverkkoa kannattaa hyödyntää myös ajoneuvojen välisessä adJhoc 
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tiedonsiirrossa kenttäoperaatioissaI kun ajoneuvot ovat lähellä toisiaanI sekä asemalla 
ajoneuvon suuria tietomääriä sisältäviä järjestelmiä päivitettäessä EesimK karttojen päivitysFK 
iikiverkko ja lisälaiteyhteyksissä on huomioitava toiminnan kannalta tarpeellisten 
palveluiden mukaan saaminen ajoneuvosta poistuttaessaK aemoJajoneuvossa testattiin 
mmK monikanavaista tietoliikennettä Ajecon apim protokollan avulla sekä qhurayan 
satelliittiyhteyksiäK jolemmat teknologiat toimivat testeissä hyvinK  
 
vhteisten palveluiden Jkerros tuottaa kaikille turvallisuusviranomaisille yhteiset palvelut 
sekä alustanI jolla eri viranomaisten toimialakohtaiset palvelut voidaan jakaaK haikille 
viranomaisille yhteisiä palveluita ovat mmK navigointiI partioiden seurantaI kohdekartat ja J
tiedotI tehtävälistatI hälytyslaitteiden ohjaus sekä pääsy erilaisiin datatietoihinK harkeasti 
jaettuna yhteisten palveluiden kerroksen standardoinnin päätavoitteet ovatW NF yhteinen 
perusarkkitehtuuriI OF yhteinen kenttäjohtojärjestelmä sekä PF erilaisten fyysisten 
käyttöliittymien lukumäärän vähentäminenK vhteinen perusarkkitehtuuri kannattaa 
rakentaa modulaarisena palvelukeskeisen arkkitehtuurin EserviceJoriented architectureI 
plAF pohjalta hybridi pilvipalveluita hyödyntäenK vhteinen kenttäjohtojärjestelmä EhbglF 
tulee suunnitella niinI että se toimii yhteisenä käyttöliittymänä mahdollisimman monille 
palveluilleK käin fyysisten käyttöliittymien määrä väheneeK qietojen suojaamisessa 
kannattaa hyödyntää pilvipalveluita sitenI että ajoneuvossa ei säilytetä luokiteltavaa tietoa 
ja siten tulla tältä osin hAqAhofJvaatimusten piiriinK eajautettujen järjestelmien ja 
sipulimallin Etietojen suojaaminen kovenee asteittain sitä mukaa mitä kriittisimmiksi tiedot 
tulevatF käyttäminen on suositeltavaaK aemoJajoneuvossa testattiin mmK qbqoAJ
ajoneuvopäätelaitteen käyttöliittymän yhdistämistä ajoneuvotietokoneen 
kosketusnäyttöönK qestissä todettiin mmK tarve erilliselle hälytysajomoodilleI jolla 
käyttöliittymää pystyy käyttämään myös suuremmissa ajonopeuksissaK 
 
siranomaisilla on tarpeita myös omille toimialakohtaisille digitaalisille palveluilleenI kuten 
poliiseilla kameroidenI tutkien ja automaattisen rekisteriJtunnistuksen käyttöön 
mahdollisimman tehokkaastiK jahdollisuuksien mukaan myös nämä palvelut tulisi kytkeä 
yhteiseen kenttäjohtojärjestelmään standardoidun rajapinnan kauttaI jolloin 
käyttöliittymien määrä pysyisi hallinnassaK bsimerkiksi miehittämättömien lennokkien 
ohjausJ ja valvontafunktiot tulisi integroida yleiseen kenttäjohtojärjestelmään Eqikanmäki 
OMNNFK kykyisten tietoJ ja viestintäjärjestelmien toimiessa monitoimittajaympäristössä 
vaaditaan viranomaisilta uudenlaista hankintaJ ja ylläpitoJosaamista Eoajamaki C suorinen 
OMNPFK  
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eämeenlinnan potilastyytyväisyys ensihoitopalveluiden laatuunK qhesisK qheseusK eyvinkääW 
iaurea Ein cinnishFK 
 
qelkkiI qK EOMNOFK bnsihoitokertomuksen käytettävyys sairaalan päivystyspoliklinikallaK 
qhesisK qheseusK bspooW iaurea Ein cinnishFK 
 
qikanmäkiI fK EOMNNFK mossibilities to operational use of oemotely miloted Aircrafts in cinlandK 
jaster thesisK qheseusK bspooW iaureaK 
 
qimonenI qK EOMNPFK ocfa Jteknologian hyödyntäminen poliisin toimintavarmuuden 
varmistamiseksiW Case poliisipartioK jaster thesisK qheseusK bspooW iaureaK 
 
rkilI bK EOMNPF cield testing for verifying a multichannel data communication concept for 
emergency vehiclesK qhesisK bspooW iaureaK 
 
rrpilaI qK EOMNOFK popimuspalokuntien pelastusajoneuvojen sähkötekniset laitteet ja 
järjestelmätK qhesisK qheseusK bspooW iaurea Ein cinnishFK 
 
silpasI jK EOMNOFK gavan soveltuvuus apimJreititysjärjestelmän asetusmuokkaimen luontiinK 
qhesisK qheseusK bspooW iaurea Ein cinnishFK 
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ListOofOxuthorsO
 
Name Position at Laurea Position in the project 
AUokaVH Jari GraTuaWe VWuTenW MaVWer’V WUeViV worker 
AlaverronenH Sami SWuTenW BacUelorGV WUeViV worker 
ArWeH Nero GraTuaWe VWuTenW ParWicipaWor 
BerWlingH Mikko SWuTenW BacUelorGV WUeViV worker 
NrkkiläH Henna SWuTenW BacUelorGV WUeViV worker 
GuTayH TewoTroV GraTuaWe VWuTenW ParWicipaWor 
HeleniuVH Jyri  ParWicipaWor 
HolmVWrömH JoUn ParWnerH Member of VWeering group 
HuUWalaH ReeWa SWuTenW BacUelorGV WUeViV worker 
HulWH Taina SWuTenW BacUelorGV WUeViV worker 
HuVVoH Jouni BacUelor’V WUeViV worker 
HyvämäkiH Heikki  ParWicipaWor 
HäyrinenH Virve SWuTenW BacUelorGV WUeViV worker 
IlWanenH Lauri SWuTenW BacUelorGV WUeViV worker 
JoUanVVonH Sari GraTuaWe VWuTenW ParWicipaWor 
JokiWaloH Nlina SWuTenW BacUelorGV WUeViV worker 
JuWilaH Tommi SWuTenW BacUelorGV WUeViV worker 
JärvinenH Jani-Heikki SWuTenW Member of VWeering group 
OalaVniemiH Salla-Mari SWuTenW BacUelorGV SWuTenW 
OallioH Piia SWuTenW BacUelorGV SWuTenW 
OauppilaH Päivi SWuTenW BacUelorGV WUeViV worker 
OirVWinäH Tuomo SWuTenW BacUelorGV WUeViV worker 
OnuuWWilaH JuUa Principal lecWurer Member of VWeering group 
OurkiH Taina ProjecW worker ProjecW member 
Ourki-SuonioH NliVa  ParWicipaWor 
OämppiH PaVi ProjecW Manager ProjecW member 
LaakVoH Jari SWuTenW BacUelorGV WUeViV worker 
LeUWinenH Sami SWuTenW BacUelorGV WUeViV worker 
LeUWoH Jouni GraTuaWe VWuTenW MaVWer’V WUeViV worker 
LeinoH Hannu-Heikki SWuTenW BacUelorGV WUeViV worker 
LuojuVH SaWu Principal LecWurer ParWicipaWor 
LyyWikkäH Nija GraTuaWe VWuTenW MaVWer’V WUeViV worker 
LyyWinenH Teemu SWuTenW ParWicipaWor 
MaijalaH MaariW SWuTenW BacUelorGV WUeViV worker 
MarkkanenH Jenny SWuTenW BacUelorGV WUeViV worker 
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Name Position at Laurea Position in the project 
NevalainenH Jenni GraTuaWe VWuTenW ParWicipaWor 
NorTlingH Rune SWuTenW BacUelorGV WUeViV worker 
OfemH PaulinuV NxcUange VWuTenW MaVWer’V WUeViV worker 
OvaVkaH Leila GraTuaWe VWuTenW ParWicipaWor 
PelkonenH Nlla SWuTenW BacUelorGV VWuTenW 
PenWWinenH Jyri GraTuaWe VWuTenW MaVWer’V WUeViV worker 
PirinenH Rauno Principal lecWurer InWegraWor of VWuTenW-cenWreT acWiviWieV 
PoUjolaH Hanne SWuTenW BacUelorGV WUeViV worker 
PollariH Aki SWuTenW BacUelorGV WUeViV worker 
PullinenH Jani-Mika GraTuaWe VWuTenW MaVWer’V WUeViV worker 
PuoliWaivalH Miika  ParWicipaWor 
RaUikainenH Veikko SWuTenW ParWicipaWor 

RajamäkiH Jyri Principal lecWurerH 
ProjecW TirecWor 

ProjecW ownerH ScienWific VuperviVorH 
Member of VWeering group 

RaWUoTH PareVU Senior LecWurer ProjecW member 
RavanWWiH PaVi  ParWicipaWor 
RoiVkoH Ville ProjecW Trainee MaVWer’V WUeViV worker 
SaloH JuuVo  ParWicipaWor 
SalonenH Ari  ParWicipaWor 
SalonvaaraH MarkuV SWuTenW ParWicipaWor 
SanWoVH RocUelle SWuTenW BacUelorGV WUeViV worker 
SavolainenH Sami SWuTenW BacUelorGV WUeViV worker 
SiUvonenH Hanna-Miina ProjecW Manager ProjecW Manager 
SillanpääH Laura SWuTenW BacUelorGV WUeViV worker 
SoinilaH Jukka-Pekka  ParWicipaWor 
SorVaH Nmmi SWuTenW BacUelor’V WUeViV worker 
SWigellH Pauli  ParWner 
TelkkiH TuomaV SWuTenW BacUelor’V WUeViV worker 
TervaUalWialaH JuWWa GraTuaWe VWuTenW ParWicipaWor 
TervolaH Sofia GraTuaWe VWuTenW ParWicipaWor 

TikanmäkiH Ilkka ProjecW ManagerH 
Senior lecWurer ProjecW Manager 

TimonenH Timo GraTuaWe VWuTenW MaVWer’V WUeViV worker 
TuoUimaaH IlVe SWuTenW BacUelor VWuTenW 
TuoUimaaH Tuomo GraTuaWe VWuTenW ParWicipaWor 
TöyryläH Tomi GraTuaWe VWuTenW ParWicipaWor 
UkilH NUVanul SWuTenW BacUelor’V WUeViV worker 
UrpilaH TaWu SWuTenW BacUelor’V WUeViV worker 
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Name Position at Laurea Position in the project 
UuVipaavalniemiH Heli GraTuaWe VWuTenW ParWicipaWor 
VareVH Henri  ParWicipaWor 
VillemVonH Timo SWuTenW BacUelor’V WUeViV worker 
VilpaVH Mika SWuTenW BacUelor’V WUeViV worker 
VuorinenH MarkuV GraTuaWe VWuTenW ParWicipaWor 
PaVaVWjernaH CUriVWian SWuTenW ParWicipaWor 
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