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This thesis concerns about Bluetooth technology; the history, the name, logo and how it all 
started. This thesis also contains the working principle of Bluetooth and its specifications. 
There are also different versions of Bluetooth which will be explained in detail in chapter 
three of this thesis. There are different applications of Bluetooth and just like other wireless 
technologies, the security issues all of which will be covered in chapter four and five re-
spectively.  
 
The main objective of this project was to create a heart rate sensor which can be con-
nected to a smart phone. This was carried out using nRF51 mbed, a compiler (mbed.org 
was used in this case), nRF connect software and a Samsung s9+ was used as the smart 
phone. The code to enable the heart rate sensor of the mbed and to make the mbed dis-
coverable via Bluetooth was to be written, complied and with the drag and drop functional-
ity of the mbed, dragged in to the mbed disc which was connected to a laptop. The nRF 
connect software helped to display the simulated heart rate reading. 
 
This project will help point out the benefits of Bluetooth for educational purposes as well as 
personal and Business purposes 
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1 Introduction 

Bluetooth technology is arguably one of the most popular technologies in the world. Blue-

tooth was discovered back in 1995 when Haartsen managed to develop the technology 

with his partner Sven Mattison. Bluetooth has gotten huge improvements down the years 

and the popular technology became even more popular and more useful. There are nu-

merous things that can be done with this technology such as home security, transfer of 

information or files, communicating two devices etc.  

 

This thesis will cover the history of Bluetooth; how the name and logo came to be and 

who invented the technology in the first place. Although we use Bluetooth everyday of 

our lives, most people do not know how it works and this thesis will cover that as well. 

Although the current version of Bluetooth which was released in January 2019 is version 

5.0, there has been other versions of Bluetooth such as version 1.0, 1.1b, 2.0 etc and 

these versions had their issues which were fixed in the next version. This thesis concerns 

everything about the versions, the issues and how they were fixed in the next version. 

Along the years, a lot of people are still confused on how good or bad Bluetooth security 

is; if it can be accessed easily or if it has any security issues at all. There is no wireless 

system without any security issues and just like WiFi, infrared and other wireless sys-

tems, Bluetooth is no exception to security problems. There has been a lot of methods 

used such as Bluebugging, bluesnarfing etc. All these security issues will be explained 

in detail in chapter five of this thesis.  

 

The purpose of this thesis was to create a heart rate sensor with an nRF51-DK mbed 

development kit and with the help of a smartphone and nRF connect app, get the reading 

from the sensor and display on the smartphone. This will be discussed in details in chap-

ter 4 of this thesis 
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2 Bluetooth 

2.1 History 

 

Bluetooth is a technology that is persistent in our daily lives. It exists in wide range of our 

devices: in speakers, wireless headphones, our mobile phones etc. Bluetooth is one of 

those technologies that the world cannot do without because it is so handy and makes 

every connection easy and convenient. It is used in speaker connection to tv, Bluetooth 

wifi tethering, ps4 controllers, occasional file transfer from mobile device to laptop. Alt-

hough this technology is very useful to most if not everybody, it is a surprise that most 

people do not know how it came about. 

2.1.1 Bluetooth Technology 

In 1993, Jaap Haartsen a wireless communications engineer who worked at Ericsson 

was given the task to develop a short-range connection for mobile phones because back 

then, wires/cables were hindering communication systems. [2] 

 

Figure 1. Jaap Haartsen [1] 

In 1995 Haartsen (who can be seen in figure 1) was able to develop a technology called 

multi-communicator links with the help of his engineer partner, Sven Mattison. Although 
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it was those two that are always being credited for creating Bluetooth, it was Ericsson’s 

CTO that came up with the idea and initiated the development four years before Haartsen 

was appointed for the task.[2] There were also some other people that made the creation 

of Bluetooth possible and each of those people contributed to the completion of the pro-

ject.[2] 

2.1.2 Bluetooth Name 

To be a successful company, you need to have a good brand name. Just like Apple, 

Samsung, Nike, etc Bluetooth was a well thought brand name. Bluetooth is arguably a 

name that does not sound technological and that makes it unique from other brand 

names.  

The name Bluetooth originated from the 10th century from the Danish king, Herald who 

can be seen from figure 2 below. It is still a debate why the king had the nickname. Some 

people say that he liked to eat blueberries while some others say it is because he had a 

‘dead/blue’ tooth. 

Now, the confusion is, why did a technology company decide to choose their brand name 

from a king who existed back in the 10th century.  
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Figure 2. King Herald [3] 

The brand name was given in the summer of 1997 when Sven Mattisson of Ericsson met 

with Jim Kardach of Intel in a local pub. They talked about history and Mattisson brought 

up a book called “The Longships” where he had learned about the King of Denmark, 

King Herald. Kardach went home after the meeting and researched more about King 

Herald and how he united several parts of Scandinavia together and building connections 

between separated groups. This makes sense as Bluetooth is all about connecting to 

devices. 
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2.1.3 Bluetooth Logo 

As the name, the Bluetooth logo also came from Danish King Herald Bluetooth. The 

Bluetooth logo is the combination of the letter ‘H’ and the ‘B’ which are written in ancient 

letters that were used by the Vikings called runes. The letters can be seen in figure 3 

below. 

 

Figure 3. Bluetooth logo [4] 

2.2 Working Principle 

Like every other wireless communication as can be seen in figure 4 below, Bluetooth 

works by sending and receiving data in the form of radio waves by the help of a card-like 

attachment known as Bluetooth adapter in the Bluetooth enabled device. The Bluetooth 

adapter has the function of sending and receiving data and has a range of connection. 

The Bluetooth adapter is to be in range for the other adapter to communicate with it. 
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When they are in range, they can now communicate with each other in a process known 

as pairing. 

 

Figure 4. Bluetooth adapter [5] 

2.2.1 Communication Principle 

As mentioned already above, Bluetooth uses radio waves to send data. When two de-

vices are looking for each other to be paired, they are searching for a common frequency 

through which they can send and receive data. There are 79 frequency channels of fre-

quency 2.4GHz in which the devices can be paired. When the common frequency is 

discovered, the devices are now found and can then send and receive the necessary 



7 

  

data. One good thing about Bluetooth connection is that the two devices connecting do 

not interfere other devices connecting in the same area because there are different chan-

nels (79) in which devices can communicate. Figure 5 below shows an example connec-

tion between a phone and an earphone. 

 

Figure 5. Bluetooth pairing [6] 

Another good thing about Bluetooth connection is that it is not limited to just two devices 

at a time meaning that multiple devices can send and receive data at same time in the 

same channel. When this happens, a small network is established and such micro-net-

work formed between electronic devices is called a piconet (this can be seen in figure 

6). In piconet, there must be more than two devices and not more than seven devices. 

Piconet uses master/slave kind of connection in which one of the devices is to be the 

master which creates or gives order for the connection to be created. The master devices 

control the communication between the other slave devices. 
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Figure 6. Piconet [7] 

2.2.2 Establishing Connection 

When a device is trying to establish a connection with another device, it goes through 

series of processes before it happens which include; 

➢ Passive mode [8] 

➢ Inquiry [8] 

➢ Paging [8] 

➢ Access point discovery [8] 

➢ Creating channel [8] 

➢ Pairing by pin [8] 

➢ Using the network [8] 

A device operating normally is in passive mode and during this time, it is listening to 

network.  

When a master device (Device that sends request) is trying to establish connection with 

devices in its range, it sends inquiry which is called “access points” to those devices and 

then the devices reply with their address. 

In a process known as paging, the master device then selects the address (This is usu-

ally the name of devices we see when trying to connect to another device) and then 

synchronizes with the access point by synchronizing the clock and frequency. 
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At this point, a link with the access point in now created which allows the master device 

to enter access point service discovery phase using a method called “service discovery 

method”. 

At the end of this phase, the master device is now ready to establish a communication 

channel using protocol L2CAP 

In order to restrict another device from accessing the encrypted connection, the access 

point sends a pairing request to the master device which asks the user to enter a pin 

before it proceeds to pair. This pin request does not happen in some devices. 

When the two devices are paired, the master device is now able to use the established 

communication channel. Figure 7 below shows the pairing process between two devices 

(master and a slave) 

 

Figure 7. Bluetooth pairing process [9] 
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2.3 Bluetooth Specifications 

2.3.1 Core Specification 

This defines Bluetooth protocol stack and requirements for testing and qualifica-

tion of Bluetooth-based products. This consists of five layers 

➢ Radio: This specifies the requirements for radio transmission which in-

cludes frequency, modulation and power specifications for a Bluetooth 

receiver 

➢ Baseband layer: This defines the physical and logical channels and 

link types 

➢ Link manager protocol: This defines the process for the link setup 

and ongoing link management. [10] 

➢ L2CAP: This is responsible for adapting upper-layer protocols to the 

baseband layer. [10] 

➢ Service discovery protocol: This allows the querying of one device 

to another device for the device information, services provided and the 

characteristics of the services. 

2.3.2 Profile Specification 

This defines usage models that provide detailed information on how to use Blue-

tooth protocol for different types of applications 

3 Bluetooth Versions 

3.1 Version 1 

Bluetooth version 1 contains three versions in total. Version 1.0 & 1.0b, version 1.1 and 

version 1.2. 

Bluetooth 1.0 & 1.0b were released on July 1999 and it had many issues making it diffi-

cult for manufacturers to make their products exchange and use information between 

each other. These two versions also had compulsory Bluetooth hardware device address 

transmission in the connecting process.  
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On February 2001, Bluetooth 1.1 was released to fix some of the issues experienced on 

versions 1.0 & 1.0b. The main improvement on this version over the previous one was 

authentication. The process of generating the key depends on the device that is to es-

tablish the connection which is the master and how quickly the slave responds to the 

master’s communications. If the slave can read the information faster than the master, 

this will cause a confusion as the slave and master will start to think that both are master. 

This error causes the devices to not generate matching keys causing the devices not to 

talk to each other since they generate different keys. Version 1.1 solved this issue by 

defining the steps that involves authentication more thoroughly. 

Bluetooth 1.2 was released on November 2003 and this version had some improvements 

on the older versions and was also backward compatible with version 1.1. Some of the 

improvements to this version include; 

➢ Extended Synchronous Connections (eSCO) [11] 

➢ Host Controller Interface (HCI) support [11] 

➢ Higher transmission speed [11] 

➢ Adaptive frequency-hopping spread spectrum which improves re-

sistance to radio frequency interference by avoiding the use of crowded 

frequencies in the hopping sequence. [11] 

This version was certified as IEEE standard 801.15.1-2005 

3.2 Version 2 

The second version 2.0 was released on November 2004. The major difference of this 

to the older version was the introduction of EDR (Enhanced Data Rate). This helped in 

increasing transmission speed to 2.1Mbit/s, also lowered the power consumption by re-

ducing the duty cycle. 

After about three years on July 2007, version 2.1 was released and added some features 

which include; 

➢ Extended inquiry response: Provides more information about devices for better 

filtering of devices during connection such as name of device, time for day and 

other necessary information. 

➢ Sniff subrating helps in reducing the amount of power consumed by a device 

when in sniff low-power mode.  

This feature was created to help improve battery life for devices that are usually 

inactive such as keyboard, mice etc. This feature also enables devices with 

Bluetooth version 2.1 and above to decide how long they wait before sending 

keepalive message to each other. The previous implementation of keepalive 
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message were sent as frequently as several times per second but in Bluetooth 

version 2.1, devices where allowed to send these messages dynamically which 

can be once in 5 or 10 seconds and therefore helps in extending battery life [12] 

➢ Cooperation with NFC: There is automatic creation of secure Bluetooth connec-

tions when two devices that has NFC enabled are in contact. This makes it so 

much easier and lets you skip the pairing process of only Bluetooth. 

➢ Encryption pause resume: This enables an encrypted key to be refreshed which 

enables stronger encryption for connections that stay longer than 23.3 hours 

which is “One Bluetooth day”. 

3.3 Version 3 

Bluetooth 3 has only one version and that was version 3.0 which was released on April 

2009. 

The main feature that was added to this version was the simplification of discovery and 

setup of devices and making Bluetooth devices show all type of services that they pro-

vide 

Bluetooth 3.0 is also known as high speed (HS) because of greatly improved speed over 

older versions. This allowed faster transmission rate to 20Mbits/s 

Bluetooth 3.0 was adopted by SIG on August 2009 

3.4 Version 4 

This version contains three revisions which include version 4.0, version 4.1 and version 

4.2 

Version 4.0 was released on December 2009 and this improved some features such as 

improved connectivity and range but the most interesting improvement on this version is 

the introduction of Bluetooth Low energy protocol which involves putting device into sleep 

mode or ultra-low power idle mode when the device is not in use for a long time. 

Bluetooth 4.1 was released on 4 December 2013 and it introduced updates such as; 

➢ Better connections: This provides manufactures with more control over creating 

and maintaining Bluetooth connections by making the re connection time inter-

val flexible and variable. Devices can now reconnect automatically even after 

going out of range and back. The user does not have to connect manually 

again. 

➢ There was an improvement in data transfer by introducing a technology known 

as “Bluetooth smart technology” which provides bulk data transfer.  
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On 2nd December 2014, Bluetooth 4.2 was released. This version was mainly the im-

provement of speed to up to 2.6x faster than the older versions and this meant faster 

downloads. 

3.5 Version 5 

This is the latest version of Bluetooth and to date it contains two version; Version 5.0 and 

recently (yet to be released) 5.1. 

Bluetooth 5.0 was released on December 2016 and there are few improvements over 

the previous version 4 which include 

➢ Low energy for wireless headphones and other Bluetooth devices. Alt-

hough this was introduced in the previous version, this feature is always 

being improved as power efficiency is important. Now, Bluetooth devices 

can hold charges for a long period of time without needing to recharge 

the Bluetooth device 

➢ Dual Audio: This is a whole new feature which is only available in ver-

sion 5.0. Previously, it was not possible to play audio on two connected 

devices at same time but now with this feature added to 5.0, it is possi-

ble 

➢  Improved speed and range: This version also improved the speed of 

transmission and range in which data can be transmitted. 

The latest version to date which is version 5.1 and released on January 2019. This is 

freshly released and so far, not much is known about it and no device supports it yet. 

3.6 Summary 

Table 1 below summarizes the differences in the Bluetooth versions which include EDR, 

HS, LS, Range, Speed and the improvements made compared to version 1. 
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Table 1. Differences between Bluetooth versions [13] 

 

4 Practical Work 

The nRF51-DK development kit was used for this practical work. The goal was to con-

figure the device to be able to measure heart rate and send the measurement to our 

device via Bluetooth. To be able to configure the heart rate sensor of the device, we will 

need to write a code which enables the heart rate functionality of the device. For this 

work, we will need: 

➢ nRF51-DK 

➢ Micro usb cable 

➢ A c/c++ compiler 

➢ A Bluetooth enabled phone (Android v4.4 or later or Iphone) 

Bluetooth 

Version 

Basic 

Speed 

En-

hanced 

data 

speed  

High 

speed  

Low 

en-

ergy 

(LS) 

Speed/Data 

rate 

Range 

1     1Mb/s 10m 

2     3Mb/s 30m 

3     24Mb/s 30m 

4     24Mb/s 60m 

5     48Mb/s 200m 
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4.1 nRF51-DK 

 
Figure 8. nRF51-DK [14] 

 

 

The kit which can be seen in figure 8 is a single-board kit for Bluetooth smart, ANT and 

2.4GHz applications using the nRF51 series SoC. This kit supports the following: 

➢ nRF51822 and nRF51422 system on Chips. 

➢ Arduino Uno 3. This makes it possible to use other shield that are compatible 

with this kit. 

➢ Nordic software tools using Keil, IAR and GCC 

➢ ARM mbed tool chain which aids in fast prototyping and development 

There are different software examples which are available from the device SDK to sup-

port Bluetooth, ANT and 2.4GHz applications. [14] 

Figure 9 below shows the full label of nRF51-DK 
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Figure 9. nRF51-DK whole body label [14] 

4.2 Features 

➢ Nordic nRF51 is optimized for ultra-low power consumption by combining Blue-
tooth v4.1 2.4GHz multiprotocol radio and ARM Cortex-M0 processor on a single 
chip. 

➢ It has Arduino Revision 3 connector for use with 3rd party shields 

➢ It has pins for power consumption measurements 

➢ It accepts power through USB cable, battery and external source 

➢ It supports drag and drop programming. This allows you to drag files into the 
mbed disk when connected to a computer. 
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➢ Segger J-Link Debugger with debug functionality 

➢ Connector for RF measurements 

➢ Buttons and LEDs for user interaction  

➢ It is 2.4 compatible with nRF24L devices 
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4.3 Details 

 

Figure 10. nRF51-DK mbed, Segger ID and version labels [15] 

As seen from figure 10, the parts marked with a red square contains the mbed, segger 

ID and the version. 

➢ Mbed enabled 

➢ Segger ID sticker with PCA10028 v1.1.0 2015.11 

➢ Segger J-Link Technology 

 

1. Mbed enabled means you can write code online on mbed.org website 
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2. Segger J-Link technology allows sending of hex file to nRF51-DK board when 

plugged to a computer from a compiler. 

 

4.4 Experimental Procedure 

4.4.1 Getting the code ready 

First, I had to get the code which will enable the Bluetooth functionality of the mbed 

device to connect to a Bluetooth enabled phone.  I used an online compiler mbed.org 

which you can register for personal use free. In the online compiler, I added my device 

from the top right corner as seen in figure 11 

 

Figure 11. adding nRF51-DK to the online compiler  

Figure 12 shows how I imported the code from the os.mbed.com which will enable us to 

connect to our device. 
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Figure 12. importing the program for enabling nRF51-DK heart rate sensor [16] 

After importing the program, I compiled the code and was downloaded as a hex file. 

 

 

4.4.2 Connecting nRF51-DK to our pc/laptop 

To use the code, the mbed device is first connected to the computer so that the hex file 

can be dragged to the drive’s folder. The procedure is as follows; 

➢ Plug in micro usb cable to nRF51-DK board 
➢ Plug in the other side of micro usb cable to your computer 

When the computer has recognized the device as can be seen from figure 13, I dragged 

the hex file which was previously complied and downloaded to the mbed drive 
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Figure 13. JLINK disk after connecting with my laptop so I can drag and drop the Hex file 

 

When the mbed device reads the hex file, there is going to be a steady light on led 5 of 

the device (this can be seen from figure 14) and this means that it is ready to connect to 

the phone’s Bluetooth. 
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Figure 14. Steady light on Led 5 of the device confirming that it is ready for Bluetooth connection 

To connect the device to my phone, I used a software “nRF connect” which can help with 

connecting the device, displaying the mac address of the device and displaying the read-

ing of the heart rate.  
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Figure 15. nRF connect reading 

 

In Figure 15 above, the left picture shows that the device has been discovered by the 

nRF app and ready for connection. The picture on the right shows the MAC address of 

the mbed device and most importantly the heart rate showing the heart rate measure-

ment, the descriptors, the sensor location in the body and the control point. The 112bpm 

reading shown above is a simulated sensor reading as there is actually no sensor con-

nected to measure the real sensor of the body. 

4.5 Analysis 

In this section the code which helps to enable the Bluetooth connection is explained. 
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Figure 16. This shows the declaration of BLEDevice, the init() function and the other methods ex-
plained below [16] 

In figure 16 above, there is an init() method that must be called before using the BLE-

Device object. The startAdvertising() method is called to advertise the device’s presence 

allowing other devices to connect to it. 

onDisconnect() is used to set up and event handler prompting a callback function which 

restarts advertising when the connection is terminated. 

The method, waitForEvent() is called whenever the main thread is done doing any work. 

This hands the control over to the protocol which helps in saving power. Whenever there 

is an interruption, this causes an event callback to be initialized. In this program, the 

ticker object is setup to call a function every second and whenever the ticker ticks, the 

periodicCallback() is called and the waitForEvent() return which resumes the execution 

in the main[16] 

 

Figure 17. This shows the periodicCallback() method and the triggerSensorPolling explained below 

[16] 
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In figure 17, the periodicCallback() is called in only interrupt context and should not en-
gage in heavy tasks to avoid the system being unresponsive. triggerSensorPolling is 
used to mark some activity as pending and to be handled in the main thread.  

BLEDevice offters APIs to setup GAP for connectivity and GATT for services. GATT 
services may be composed by defining characteristics and attributes seperately 

 

Figure 18. This shows the setting up of the connectivity and other advertisement packets [14] 

Setting up GAP mostly has to do with configuring connectivity and payload contained in 
advertisement packets. This can be seen from figure 18. 

 

Figure 19. This shows the general discoverable, the id and the name of the device methods are de-
clared [16] 

In figure 19, the first line is compulsory for Bluetooth smart and says that this device only 
supports Bluetooth low energy. The GENERAL_DISCOVERABLE is used to make it dis-
coverable by other devices in order to connect. Next is the ID for the heart rate sensor 
and the name of the device. 

After the payload is set, the code sets the advertising type and the advertising interval. 
In Bluetooth smart timing, values are multiples of 1000ms.[16] 

5 Applications of Bluetooth 

Bluetooth is a popular and widely used technology and we encounter it every day of our 

lives. Some of the applications of Bluetooth include: 
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5.1 Transfer of files 

 

Figure 20. Bluetooth file transfer between a phone and a laptop [17] 

Figure 20 shows the transfer of files between a laptop and a phone. This is arguably the 

most popular use of Bluetooth technology. Although it might be slower than a cable trans-

fer or by using let’s say a flash drive or a hard drive, this can be really useful if you forget 

your devices at home or you are in a place where you cannot access your storage device. 

With two Bluetooth enabled devices, you can always transfer files between them wire-

lessly. [18] 

5.2 Home Security/Smart Home Control 

The picture below shows the use of smart phone to control door security 
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Figure 21. Bluetooth home security control [19] 

Security doors can be controlled with a Bluetooth enabled smartphone as seen in figure 

21. This is one of the most important use of Bluetooth. Some security locks these days 

come with Bluetooth support so you can control your security lock wirelessly without the 

need of your key. It can come in handy if you forget your key so with this, you can easily 

access your home or your work place without any trouble.  

Aside from security, there are numerous things that can be controlled wirelessly. You 

can control your light, home assistant device like Google home, Amazon home, Apple 

homepod etc, TV, air conditioner etc. It makes controlling your home devices very con-

venient as you can control anything wirelessly by using Bluetooth from your phone. 

5.3 Connecting Different Devices 

There are numerous devices that can share information with each other by simply con-

necting them with Bluetooth. These devices include headphones, game controllers, 
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printers, keyboards etc. Figure 22 shows a sample connection between a headphone 

and a laptop. 

 

Figure 22. connecting headphone to laptop [20] 

 

5.4 Bluetooth Tethering 

This is a surprising feature as you can share internet from your phone to your pc or other 

devices by Bluetooth. This is an important feature and it is very useful to have.  
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6 Bluetooth Security, Advantages/Limitations Of Bluetooth 

6.1 Bluetooth Security 

Security is a very important aspect of any wireless system and Bluetooth is no exception. 

The increasing number of hackers who can gain access to wireless system is increasing 

and this makes Bluetooth security very important as any device can be spied on or is 

open to access without security. Through the various updates on Bluetooth down the 

years, the security has been updated as well and is being updated often. Bluetooth se-

curity is not limited in the software alone, it is also implemented in the hardware. 

Bluetooth security is provided in these means: 

➢ Authentication: Authentication involves the verification of the device that is try-

ing to communicate [21] 

➢ Confidentiality: This makes sure that only the devices which are intended to 

communicate can gain access to device data [21] 

➢ Authorisation: This makes sure that the device is given permission to use a 

service before it can be enabled to do so [21] 

6.1.1 Bluetooth security modes 

There are four security modes in which a device can operate on.  

➢ Security mode 1: This is a non-secure mode. Devices operating in this mode do 

not have any way to prevent other devices from connecting to them. The good 

side of this mode is that it is very easy to establish connection between two Blue-

tooth-enabled devices but while it can be easy to establish connection, the au-

thentication is also easily bypassed. This kind of security mode was supported 

upto 2.0 backwards. 
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➢ Security mode 2: In this mode, there is a manager that helps in controlling ac-

cess to certain services and devices and also helps in maintaining rules for ac-

cess control and interfaces with other protocols and device users. 

 

There is possibility on applying different trust levels and rules to limit access for 

applications which have varying security requirements even as they as work in 

parallel. There is also possibility to give permission to some services and not 

other services. This idea of authorisation was initiated in this mode. By making 

use of this, it is possible to know if a certain device has the permission to some 

services. [22] 

➢ Security mode 3:  In this mode, security procedure is initiated before establishing 

any link. Also, validation and encryption are used for the connections going to or 

coming from the device 

A separate link key which is secret, is shared by devices that has been paired   

This mode is only available on devices which have 2.0 + EDR and backwards. 

[22] 

➢ Security mode 4: This is the most recent security mode used by most devices. 
This mode was introduced in Bluetooth update 2.1 + EDR.  

In Bluetooth Security Mode 4 the security procedures are initiated after link 
setup. Secure Simple Pairing uses what are termed Elliptic Curve Diffie Hell-
man techniques for key exchange and link key generation. 
 
The security requirements for services protected by Security Mode 4 are as be-
low: 
 

• Authenticated link key required 

• Unauthenticated link key required 

• No security required 

Whether or not a link key is authenticated depends on the Secure Simple Pairing 

association model used. Bluetooth Security Mode 4 is mandatory for communi-

cation between v2.1 + EDR devices. [22] 
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6.1.2 Bluetooth security issues 

➢ Bluebugging: This is a type of a security issue which occurs when a hacker or 

attacker accesses a mobile phone commands using Bluetooth and does not no-

tify the phone’s user. The attacker can do numerous things with the Bluetooth 

enabled device like make phone calls, send messages, change phonebook con-

tacts and can even connect to the internet. [23] 

➢ Bluejacking: This is a method in which an attacker can send messages (anony-

mously) to other Bluetooth-enabled devices in a certain range. This is not as se-

vere as bluebugging because the attacker is limited to only text messages but it 

is still a security issue 

➢ Bluesnarfing: This involves the stealing of information from Bluetooth device. 

The attacker can steal information such as contacts, text messages, calendar etc 

and will not leave any trace of attack so the owner of the device will not be away 

of any attack.  

➢ Car whispering: In this security issue, a hacker can use a software to send and 

receive audio to and from a Bluetooth enabled car stereo system [23] 

 

6.2 Advantages of Bluetooth 

The list below shows the benefits of Bluetooth technology 

➢ It requires low power [24] 

➢ It has very minimal interference  

➢ It can be used to answer phone calls and doing other things while driving 

➢ It is also used for voice and data transfer 
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➢ It has a very good range especially when compared with infrared communication 

[24] 

➢ It is popular and used in many products such as controllers, phones, keyboards 

etc 

➢ Most Bluetooth devices are very cheap [24] 

➢ Bluetooth radiation know as microwave radiation can penetrate through objects 

and that means that Bluetooth connections cannot usually be interfered by walls, 

human beings etc 

➢ Bluetooth does not interrupt cellular network like wifi 

6.3 Disadvantages of Bluetooth 

These are the most common limitations of Bluetooth 

➢ The bandwith is low especially when compared to WiFi 

➢ Although Bluetooth uses lower power, it still consumes battery more when com-

pared to when Bluetooth is not used [24] 

➢ Bluetooth security is somewhat questionable because it can be vulnerable to at-

tacks 

➢ It can lose connection in certain conditions 
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7 Summary 

Bluetooth is a technology that has been in existent since 1995 when it was developed 

by Haartsen and his partner Sven Mattison. It was named after a Danish king called 

Herald who had a “blue/dead” tooth because he united several parts of Scandinavia to-

gether since Bluetooth is used for creating communication between devices. The famous 

logo of Bluetooth came from the combination of letter “H” and “B” written in runes which 

were used by Vikings in the ancient times. 

 

Since the discovery of Bluetooth, it has seen so many updates via different versions. 

First was Bluetooth 1.0 & 1.0b which were released in July 1999 and then version 1.1 

and 1.2 which were released on February 2001 and November 2003 respectively. 1.1 

and 1.2 fixed some issues experienced in previous versions such as authentication prob-

lem. Version 2.0 was released on November 2004 and this saw the introduction of EDR 

(Enhanced Data Rate) that helped to increase speed. Version 2.1 was released on July 

2007 and version 3.0 was released 2 years later, on April 2009. In 2009, 2013 and 2014, 

version 4.0, 4.1 and 4.2 were released respectively and there were some improvements 

such as speed to 2.6x faster, improved connectivity and range. The latest version of 

Bluetooth is 5.0 and this was released on December 2016 which introduced features 

such as dual audio, low energy for wireless headphones.  

 

Like in most technologies, security is arguably one of the most important things to focus 

on. Bluetooth has its security and that has been improved since release. Bluetooth se-

curity involves authentication which is the verification of the device trying to communi-

cate, confidentiality which makes sure that only the devices trying to communicate has 

access to the data and authorisation which makes sure the device is given permission 

to use a service before it can be allowed to do so. There are also different security modes 

that Bluetooth devices must have. A device must operate on one of the security modes 

to ensure safety when connecting to another device. Security mode 1, 2 and 3 being the 

oldest and not used by current devices. Security mode 4 is the latest and most improved 

mode which was introduced in Bluetooth 2.1 + EDR.  Although there are good security 

measures in Bluetooth devices, there are still some security issues to worry about. Blue-

bugging, Bluejacking, Bluesnarfing and Car whispering are all security issues which can 

be experienced by any Bluetooth enabled device. Bluebugging occurs when hacker has 
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access to a mobile phone command without the owner knowing. Bluejacking occurs 

when a hacker can send text messages. Bluesnarfing occurs when a hacker steals in-

formation from a Bluetooth device such as contacts, text messages etc. Car whispering 

is when a hacker can use a software to send and receive audio to and from a Bluetooth 

enabled car stereo system. 

 

Bluetooth is a widely used technology and it has so many applications such as transfer-

ring of files between Bluetooth enabled devices, Home security or smart home control, 

for connecting different devices such as phone and a Bluetooth headphone, Bluetooth 

tethering etc. 

Although there are other wireless technologies, Bluetooth has some advantages over 

those technologies. Some of the advantages are: minimal interference, can be used for 

voice and data transfer, does not interrupt wifi, requires low power etc. There are some 

disadvantages of Bluetooth such as: low bandwith, questionable security, can lose con-

nections in certain conditions etc.  

In conclusion, Bluetooth is a technology that is very useful and has made the connectivity 

and exchanged of information between devices easier and better. 

.  
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