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Abstract

Cybercrime continues to grow, and more effort should be put into defending capabilities against criminals.
When an attacker breaks into an organization’s IT infrastructure, its primary goal is to reach the administra-
tor’s desired maintenance credentials that would allow them to gain access to critical assets and sensitive
information. This could lead to a significant compromising of core business operations. The idea for the
chosen topic arised from my own work and experiences that have been over the years of IT maintenance
work. Each activity involves threats and risks and therefore, efforts are constantly made to examine one’s
own activities at work, e.g. how the daily tasks are safely performed without compromising the organiza-
tion’s operations.

A constructive method was used as a research method in the study. The purpose of the development re-
search is to focus solely on enhancing information security related to IT maintenance. The work creates and
develops a risk management tool that is used in workshops as a tool for risk analyses. The goal is to find the
necessary development targets and controls to improve the security of IT maintenance through risk assess-
ment. The research aims are exploring different kinds of IT security criteria and standards to find recom-
mendations and controls, and to mitigate the risks identified in workshops. Another key part of the work is
to identify the protectable assets and threats.

During the implementation phase of the work, the current state analysis of the IT management was created
based on queries and observations. The most important part of the implementation was to organize work-
shops for IT department personnel, where all the main steps involved in risk assessment were re-viewed.
Assets and threats were identified, risk levels were assessed, and controls were discussed to mitigate risks.
The workshop’s outputs were used as research material in this work.

To serve the organization, a risk management tool was developed to help assess risks and maintain secu-
rity management. In the workshops, a lot of assets and threats were identified and those were examined
more detailed in the risk analysis. The results of the risk analysis show that most of the risks assessed are
intolerable risks. The reason for this is certainly because the workshop focused on better understanding of
where most critical risks arise from and how the risk could be reduced.
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Tiivistelma

Kyberrikosten maara jatkaa kasvuaan ja panostuksia puolustuskyvykkyyden nostamiseen rikollisia vastaan
tulisi laittaa entista enemman. Yritysten IT-infraan murtautuvan hyokkaajan ensisijainen tavoite on paasta
kasiksi yllapitajan halussa oleviin yllapitotunnuksiin, joiden kautta hyokkaajalle avautuu paasy kriittisiin jar-
jestelmiin ja arkaluontoisiin tietoihin. Tama voi johtaa siihen, etta yrityksen ydinliiketoiminta vaarantuu
merkittavasti. Tutkimuksen aihe |6ytyi omasta tydstd ja kokemuksista, joita on kertynyt vuosien ajan IT-
yllapitotydssa. Kaikkeen toimintaan liittyy uhkia ja riskeja. Taman vuoksi omaa toimintaa tulisi tarkastella
ajoittain, jotta tiedostetaan, kuinka pdivittdiset tehtdvat voidaan suorittaa tietoturvallisesti vaarantamatta
organisaation toimintaa.

Tyo6ssa kaytettiin konstruktiivista tutkimusmenetelmaa. Kehittamistutkimuksessa keskityttiin pdaosin IT-
yllapidon tietoturvan kehittdmiseen. Tydssa kehitettiin organisaatiolle soveltuva riskienhallintatyodkalu, jota
my0s kaytettiin tyopajoissa riskien arvioinneissa. Tavoitteena oli [6ytaa riskiarvioinnin kautta tarvittavat ke-
hittamiskohteet ja kontrolleja IT-ylldpidon tietoturvan parantamiseksi. Tarkea osa tyota oli myos tunnistaa
suojattavat kohteet ja niihin kohdistuvat uhat.

Tyo6n toteutusvaiheessa luotiin tilannekuva IT-hallinnasta kyselyjen ja havaintojen pohjalta. Keskeisin osa
toteutusta oli jarjestaa tietohallinnon henkildkunnalle ty6pajoja, joissa kaytiin ldpi riskien arvioinnin tar-
keimmat vaiheet. Prosessin aikana tunnistettiin suojattavia kohteita, uhkia ja arvioitiin riskien suuruuksia
seka mietittiin kontrolleja, joilla riskeja voidaan vahentda. Tyopajan tuotoksia kaytettiin tutkimusmateriaa-
lina tassa tyossa.

Ty6pajoissa tunnistettiin useita suojattavia kohteita ja uhkia, joita otettiin tarkempaan kasittelyyn riskiana-
lyysissa. Suurin osa analysoiduista riskeista arvioitiin erittdin vakaviksi riskeiksi. Tyopajoissa keskityttiin ana-
lysoimaan, mista kriittisimmat riskit aiheutuvat ja millad keinoilla riskeja pystytdan vihentdamaan. Kehitettya
riskienhallintatyokalua voidaan jatkossakin kayttda apuna riskien arvioimisessa ja tietoturvan hallinnan ylla-
pitamisessa.
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1 Introduction

1.1 Thesis Scope and Goals

Purpose of the thesis is to explore different kind of IT security criteria and standards and to find
out security controls, best practices and hardenings to mitigate or remove the threats and risks

that affect the function and maintenance of IT administration.

The goal of this work is to improve the security of IT maintenance by using various security criteria
and standards and other good practices. In practice, the rules should be established for how the IT
infrastructure management is securely managed by technical and administrative methods,

whether working remotely or from the office.

The idea for the chosen topic is on my own work and experiences. Each activity involves risks and
threats and therefore, efforts are constantly made to examine one’s own activities at work, e.g.

how the daily tasks are safely performed without compromising the organization’s operations.

This study is useful for all in-house operators and certain IT house operators who provide the IT
support and system maintenance as an outsourced service to different organizations. The purpose
of this study is to map the security controls and requirements of the different criteria related to IT
management as widely as possible. In addition, the purpose of this study is to find out ways of

how to carry out IT management securely through processes and technical methods.

It is important to examine this issue because it is dealt with comprehensively in this study, taking
into account all the hard-core criteria and starting from the premise that aim is to keep the subject

dealt with only in the context of the IT management.



1.2 Host company

Aava Medical Centre is a Finnish family-owned company that has been promoting health and well-
being for over 50 years. The family business employs more than 1300 professionals. Aava offers
general practitioner and medical specialist services that include more than 40 medical specialties.
Occupational health-care takes care of the ability of 110 000 employees. Aava has 19 clinics in Fin-
land. The company wants to take responsibility for the well-being and health of its customers, not

only to treat ilinesses, but also to take care of their health and well-being in their everyday lives.

1.3 Cyber security threats

In this work, the topic is dealt solely from the point of view of IT maintenance. IT maintenance has
access to critical systems and data in the organization, which means that the need for security

controls is greater than that of a standard user who works in another role in the organization, e. g.
as a financial administration employee or doctor. (National institute of Standards and Technology

2020, 342.)

According to Verizon Data Breach Investigation report (DBIR) in 2021, it was mentioned that errors
caused by a system administrator have decreased during COVID-19 pandemic. However, it was re-
ported that ransomware type attacks have almost doubled in amount. Ransomware attack has in-
creasingly become a new dimension not only in the encrypting of information, but also in publish-
ing data that contain ransom demands. In addition, the phishing and social engineering campaigns
and use of stolen credentials have been growing in the past year as shown in Error! Reference s
ource not found. (Verizon 2021, 16) and the most common types of the breaches that have oc-

curred during the covid pandemic are presented in Figure 2. (Pescatore 2021, 4)
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Figure 1. Shows the types of attacks that have occurred in the past year.
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According to Microsoft’s report, the number of critical vulnerabilities has levelled off, but overall
the number of vulnerabilities has been increasing over the last five years. The report points out
that 56% of critical vulnerabilities can be mitigated by removing admin permission in 2020. Figure
3 (BeyondTrust 2021, 9.) illustrates that vulnerabilities in elevation of privilege category have been
growing sharply between 2019 and 2020, the number has increased almost threefold in one year.

(BeyondTrust 2021, 9.)

Vulnerabilities by Category (2016-2020)

Remote Code Execution (27%)
Elevation of Privilege 559 (44%) 198 145 90 114
Information Discloure 179 (14%) 177 153 193 102
Denial of Service A6 (4%) 52 29 43 0
Spoofing 104 (8%) 63 20 16 12
Tampering 7 (0.5%) 8 8 1 0
Security Feature Bypass 30 (2.5%) 38 20 41 26

Figure 3. Vulnerabilities by category.

1.4 Research process

This study includes five main steps, which are organising a questionnaire for IT department, evalu-
ating the current IT security state by carrying out a query, establishing own controls set from the
controls of the most well-known criteria, organising a workshop and finally, comparing the results
of the workshop with existing standards and the previously established own criteria. The phases of

the research process are described in Figure 4.
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Figure 4. Research process phases.

In the first phase, questionary is to be arranged to staff for an analysis of current IT security state.
The aim is to get as comprehensive picture as possible of IT management practices. The questions
are intended to clarify how maintenance tasks are performed and in what way. The questionary
serves as a good tool for preparing a workshop that is organized for colleagues to identify as many

threats to IT administration and its assets as possible.

Security controls related to IT administration and functions, such as systems and network manage-
ment, are collected as widely as possible from different criteria and standards. Several criteria are
included in the study, as the topic has been significantly limited to ensure that controls can be col-
lected as extensively as possible from the topic area under discussion. There may be criteria that

do not take very comprehensive account of security controls related to IT administration. A plan is

then created to enhance and harden the environment.

Based on this query, an overall picture of current IT management is created. The questions are in-

tended to clarify how the maintenance tasks are performed.

In the workshop, threat analysis is created by using the scenario method. In practice, author of the
thesis organizes workshops for colleagues to identify as many threats to IT administration and its
assets as possible. Threats are to be mapped through scenario brainstorming within the team of

colleagues. Once the threats have been mapped, the most critical threats will be taken into closer
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consideration. Risk analysis is performed on threats and their consequences and impacts are dis-
cussed and documented. After the risk analysis, controls shall be selected for the target to be pro-
tected, to reduce the risk and then the risk analysis is re-performed. This shows how much the
control has reduced the risk. The results of the risk analysis can be compared between current and

after control effect, which also determines the residual risk.

A risk analysis is created for IT administration and different types of management connections.
The risks related to e.g. remote working, are assessed. An acceptable risk level is assessed. If it is
stated that the risk is too high, measures and improvements to mitigate the risk are needed.
Through risk assessment it is easier to justify the actions required, and some actions may also re-
quire a financial investment. Requirements for risk mitigation are set. The effects are outlined and

described if the risk materializes, for example, as a monetary estimate.

After the workshop, results of the query and workshop are mirrored and compared against the
controls found in the different frameworks, standards and the team’s own controls. A plan is then
created to enhance and harden the environment. As a result of above-mentioned phases, research

data is obtained for the thesis.

The goal of the research is simply to create the design of measures, but technical implementation
is not carried out. However, there are good capabilities and conditions for technical implementa-
tion later on if seen necessary. Although technical implementations are not carried out during the
work, the functionality of the controls and the reliability of the results are ensured by relying on
the competences of the experts participating in the workshops, and the specific recommendations
of the various criteria. The controls and measures required for many information security prob-
lems evidently measure the risk. It is not only technical solutions that can repair the shortcomings,
but also through process changes, instructions and way of acting can lead to significant improve-

ments in raising the maturity level of information security.

Several criteria are included in the study, as the topic has been significantly limited to ensure that
controls can be collected as extensively as possible from the topic area under discussion. There
may be criteria that do not take very comprehensive account of security controls related to IT ad-

ministration.
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1.5 Research-Method

Constructive research was chosen as the approach to development work. This approach is suitable
for this type of a project, where it is intended to make a plan and create a model based on which
the desired solution can be implemented, and which may improve the current practices. Through
constructive research, a theoretically grounded solution that produces new information for the
organization is produced. In addition, constructive research is also suitable because the project is
intended to make changes in the way of operation. Practices and solutions are changed based on
theoretical information. Constructive research can be used for solving a genuine practical problem
where an organization’s operations and procedures are changed. This research perspective is ap-
propriate when theoretical knowledge is needed for problem-solving. For research purposes it is
necessary to scientifically prove what security controls and methods are required to improve the
information security situation. In constructive research, different methods can be used freely, and

the collection of the data can be carried out in several ways. (Ojasalo et al., 2015, 65-66,68)

According to Lukka (2014), constructive research is a method for solving practical problems. New
innovative constructions are created and valuable material for the field of science is produced.
Construction refers to an abstract concept: plans, information system models, commercial prod-
ucts, organizational structures, and outputs created by innovators. In constructive research, it is
essential to focus on the practical problems that are being faced in the challenges of life that need
to be solved. Innovative solutions that ultimately solve the core problem can be achieved, includ-
ing those steps that ensure the suitability and functionality of the construction in practice. Another
essential part of the research approach is that close cooperation is performed between the re-
search and practical representatives, who create learning experiences for different parties. In addi-
tion, constructive research strongly based on theoretical knowledge and applies empirical findings

back to theory. The following steps are included in constructive research:

1. Find a practically relevant problem

2. Obtain an understanding of the topic and the problem
3. Innovate, i.e., construct a solution idea

4. Demonstrate that the solution works

5. Show theoretical connections and research contribution
6. Examine the scope of applicability (McGregor, 2018.)
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Firstly, a valid subject or a problem to be investigated and solved needs to be recognized. The
problem that is handled in study is thoroughly reviewed from a practical and theoretical point of
view. The second step is to study the topic and to understand the problem in depth and to get the
most comprehensive overview of the baseline. This can be called field research and different
methods for collecting material such as interviews, observations, and analysis of written materials

can be used. (Lukka 2014.)

In the next phase, a solution model will be innovated, and a construction will be developed to
solve the problem. It is the most critical step in the whole process, because it shows whether the
project can be moved on or not. Innovative construction development is helped by close coopera-
tion between practical representatives and researchers. It can produce a fruitful outcome by com-
bining practical and in-depth theoretical knowledge. After innovation, a solution is created, and its
functionality is tested. Getting to this stage should not be taken as a given. It is not only enough to
find a technically viable solution, but also necessary to verify the functioning of the research pro-
cess. At this stage, the cooperation between the researcher and the practical representatives will
become even more important, as the innovation and development of the structure must also be
carried out by convincing the various parties and stakeholders through guidelines, trainings and

pilot tests. (Lukka 2014.)

The advantages of a constructive research approach are that it provides an opportunity to bring
researchers and target organisations to cooperation. At the same time, it also creates a strong
partner and ability to solve the problem on the basis of thorough analysis and work. In turn, the
risks of the research approach may be that the cooperation between the parties does not work
and is not actively maintained. The risk may be that the significance of the problem to be investi-
gated for the researcher is not sufficient. At the beginning of the project, it is important to analyse
carefully and critically the significance of the practical problem between the parties involved. From
the point of view of the target organisation, the concern may be that the objectives originally set

in this case will not necessarily be wasted in vain. (Lukka 2014.)

The study will not be able to verify how the selected solutions and plans work in practice. The

practical part is excluded from the work. However, the validity and suitability of the solutions can
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be prejudged on the basis of the fact that some of the controls come directly from the laws, regu-
lations, criteria and standards, which have carefully been selected for a particular purpose. There
has been a thorough analysis of the criteria by the expert working group and the assessments and

recommendations they have drawn up can be relied upon. (Lukka 2014.)

1.6 Main research questions

The key topics handled in this research are mapping the control of the criteria and developing an
appropriate risk management tool for the organization. The goal of the research is to find the an-

swer to the following questions:

e Are there any ready-made controls in the existing security frameworks?
e Did significant risks detect during the risk analysis?

1.7 Previous research

This thesis handles several topics, and several research was found dealing with some of the same

topics, but no exactly same approach was found.

Antti Kuokkanen from JAMK has been studied PAM topic in his master’s degree thesis, which is
centrally related to administrative management as a whole and the main idea of the thesis was to
focus on managing privileged rights and safeguarding them. The output of the work serves as a
guide to PAM topic for a first-timer. A model for performing the management of high rights and
describing how PAM should be implemented in practice and what components are included in the
whole is presented in his work. The technical details were not highlighted in the work, but they

were excluded from the work. (Kuokkanen 2020.)

Tuomo Leppanen from JAMK has been done thesis with a topic of Practical implementation of
Windows end-point security controls in his master’s thesis. Several elements that can harden and

safeguard the function environment of administration management have been taken into account
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in the work. KATAKRI criteria have also been introduced as a tool to obtain requirements and rec-
ommendations. Leppanen built proof-of-concept solution that faced the KATAKRI requirements.
The work focused on the requirements of technical information security and approached the topic
from the point of view of workstations. The work brought concrete methods and security controls

to improve the defence capability on the IT management side. (Leppdnen 2017.)

Rusere and Ernest from University of South Africa have written an article which topic is A Prelimi-
nary Network Security Framework for Tertiary Institutions. The study has established and devel-
oped a security criteria that enables capability for the institution to secure the entire network in-
frastructure by using innovative Information Technology techniques in accordance with the
strategy they have set. Institution’s common network security challenges and threats are identi-
fied and mapped. The study has included well-known criteria for handling such as COBIT, ISO
27001 and NIST, which enable cyber-security risks and security threats to be managed and miti-
gated. The study launched a framework that consists of seven phases: Zero Trust, Plan, Secure, Pri-
vacy, Monitor, Incident and Report. The study emphasises the need to identify risks and threats in
order to determine proportionate measures to mitigate them. Different perspectives are taken
into account on a large scale, using the advice of the criteria, in order to effectively improve the

institution’s cybersecurity defence capabilities. (Rusere & Ngassam, 2021)

This study differs from others by compiling its own controls based on several criteria related to IT
security. In practice, a control list will be created, and it will be used to improve cyber security in
remote connections and IT management. In addition, it is examined how cyber security is taken
into account in the next thematic areas that serve as a framework during the thesis: network infra-

structure management, remote management, segmentation, logging and monitoring.
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2 Theory

2.1 Criteria

The study included two national Katakri and Pitukri as well as four international CIS, NIST, ISO
27001, PCI DSS security criteria for processing. Each criterion has its own emphasis, PCI DSS is
strongly geared towards payment authorities, Katakri is used by the government officials to assess
partners or companies operating for them whereas Pitukri is more aimed at cloud service provid-
ers. CIS is a very technical criterion. ISO 27001 is a strong policy and risk-based criteria and NIST is
the broadest criterion of all. A very comprehensive set of criteria for significantly improving the
information security of companies through controls is available. Although the criteria are intended
for use by a particular sector, those can and should be applied to each sector of the organisation
or regardless of the size of the company. Part of the criteria is very extensive, so there is a need to
prioritize the scope to be studied. NIST alone contains about 900 security controls. For controls,
the following topics shall be reviewed: IT administrative operating models, network infrastructure
management, identity management, access management, remote management, segmentation

and logging/monitoring.

2.1.1 Cis

The Center for Internet Security is a technical benchmark that contains best practices, standards,
guidelines for a sector of IT systems and product. The CIS framework consists of 18 critical security
controls. In addition, this framework provides instructions on which configurations and settings
are required to improve cybersecurity and helps protecting against internal and external cyber
threats. In addition, CIS provides detailed instructions for a variety of products and systems, such

as server software, operating systems, and network devices. (Sans Institute, 2021)

Network infrastructure management

Controls 12.3 and 12.8 emphasise that all administrative work should be carried out and managed

using safe methods and tools and, in addition, safe network protocols such as SSH and HTTPS. First
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of all, the management of systems and network equipment should be carried out from dedicated
platforms or out-of-band networks, physically or logically separated. The aim of this control is to
ensure that maintenance is completely isolated from the production network by means of seg-
mentation measures, and as a requirement, connections to the internet from the management
machine are also prohibited. This requirement applies to all administrative tasks or tasks that re-

quire administrative access. (Center for Internet Security 2021, 40-41)

CIS also clearly takes the needs of IT system operators into account. One strict requirement is to
implement security managing environment where the administrator performs administrative tasks
by using different tools. Requirement 12.8 mentions and prompts administrative tasks to be per-
formed dedicated platform that is separated physically or logically, as seen in Figure 5 (Center for
Internet Security 2021, 41). It means that performing administrative tasks on dedicated computer
is necessary. The IT administrator’s computer should be separated from product environment and

browsing on the web is disallowed. (Center for Internet Security 2021, 41)

12.8 Establish and Maintain Dedicated Computing Resources for Devices | m ‘ ‘ l o ‘
All Administrative Work

Establish and maintain dedicated computing resources, either physically or logically separated, for all administrative
tasks or tasks requiring administrative access. The computing resources should be segmented from the enterprise’s
primary network and not be allowed internet access.

Figure 5. CIS control 12.8.

Remote management

Security configurations is to be ensured and the security profile should be scanned when a user
connects to the internal network. Moreover, two-factor authentication is required for all the users

who are allowed to remotely connect to the internal network. (Rapid7 n.d., 16)

Remote work has been on the rise considerably in recent years, and the company’s systems and

data are ever more managed through the home network. The company may not know what kind
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of home network equipment is used and how it is configured and whether sufficiently valid config-
urations are used. There may be low-quality home devices for consumers or small organizations,
which may have default settings on and limited security functionality available. However, devices
in the home environment face exactly the same kind of threats that occur in the most standard
and robust devices or larger organizations. The most common threats are spying on browser usage
and web activities, compromising connected devices and exploiting router’s vulnerabilities. Among
other things, neighbours, other people in the immediate vicinity of the home office and potential
remote attackers on the network are seen as threat actors to data security. The defence capability
and situation can be significantly improved by introducing security settings for the remote work
recommended by CIS framework as shown in the Figure 6 (Center for Internet Security n.d., 23).
There is also a marked control identifier to which each configuration is associated. (Center for In-

ternet Security n.d., 23)

CiIS Control Defense
N/A Register your device with the manufacturer.

4 Change the default administrative password of all routers and
modems to something unique.

4 Use a unique password to access your ISP's web portal,

B Enable two-factor authentication wherever possible. This may
include accessing the ISP web portal, the router/modem, or a
mobile app.

N/A Change the WiFi network (e.g., SSID) password to
something unique.

N/A Ensure the WiFi network (e.g., $5ID) name does not provide any
identifying information

a Carefully guard who has knowledge of the WiFi network password

13 Turn off the 2.4 GHz or 5GHz if you're not using one of them

N/A Move all routers and modems to a location not accessible by the
general public or passersby.

3 Enable automatic updates for all routers and modems.

15 Turn on WPA2 or WPA3,

n Disable WPS if possible.

12 Enable the router and modem firewall

n Enable NAT.

7 Enable DNS filtering on the router and/or modem

1 Disable UPnP.

Figure 6. Security settings for remote work.

Control 12.7. prompts VPN solution is required for remote machines when connecting to in-com-
pany services. User authentication has been required to implement a solution that can prioritize
accesses to enterprise resources on standard-user machines. (Center for Internet Security 2021,

41)
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Security configurations is to be ensured and the security profile should be explored when a user
connects to the internal network. Besides, two-factor authentication is required for all the users

who are allowed to remotely connect to the internal network. (Rapid7, 16)

Segmentation

According to the cis guide, the ideal situation would be for the network to be separated so that
the assets at the same sensitivity level are on the same subnet and thus separated from the com-

pany’s assets that included different sensitivity levels. (Center for Internet Security 2021, 28)

Control 12.2 that refers that the principles of least privilege to be implemented in the segmenta-
tion. That means that if host, service or network is not a legitimate reason to communicate with
second host, service or network, then it is not acceptable. In situations where services need to
communicate with each other, only those ports or protocols that are needed for connections are
allowed, others are blocked. The principle achieves the minimal need for user privileges and signif-
icantly improves safety and reduces the attack surface in the organization’s environment. (Austral-

ian Cyber Security Centre, 2012.)

Rapid7’s paper makes a good point about how segmentation should be considered. The first task
to do is to stop and think about what the most critical assets in the organization are. Secondly, it
should be considered whether there is a data classification policy in the company. In addition, it is
necessary to think about who determines the criticality of the system and information. An organi-
zation-wide data classification policy should developed and applied it to all IT systems. The paper
suggests using three classification levels: public, internal and confidential data. Public data is freely
available and openly shared. Internal data is not intended for public use and confidential, sensitive
data can affect the functioning of the organization if revealed. Based on the data classifications of
the different IT systems, segmentation can be performed by placing IT systems in different VLANs

with firewall rules. (Rapid7, 18.)
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Logging and monitoring

Control 13.1 calls for all security event management of the company’s assets to be centralised in
the same place where alerts can be set for various security events. The requirement is to imple-
ment a SIEM solution that enables vendor-based event correlation alerts. (Center for Internet Se-

curity 2021, 43)

The command line is usually used to get its driven malicious code in target, and there is also an op-
portunity to proceed in the network environment laterally. Control 8.8 prompts, all the manage-
ment tools which administrators are used in the systems management such as powershell, bash
and remote administrative interfaces. With the introduction of this control, the organisation has

the ability to track and monitor the attacker’s footprints. (Shamma 2018, 44)

2.1.2 NIST CSF

NIST Cybersecurity Framework is a security tool that contain guidelines, standards, best practice
and recommendations that can be used to organize and improve an organization’s cybersecurity.
Through the implementation of recommendations and standards, the organization is thus more
capable and prepared to identify and detect cyber-attacks, and the guidelines provide capabilities
to respond, prevent and recover from cyber incidents. The criteria are published by the US Na-

tional Institute of Standards and Technology. (Balbix, n.d.)

Network infrastructure management

Control SC-2 requires primary network user functionalities to be isolated from system manage-
ment functionalities by physical or logical implementation. System activities include tasks that a
system expert performs on a daily basis, such as managing databases, network components, work-
stations and servers. Several different means can be used to meet this requirement, such as using
different workstations, versions of operating systems, centralized processing platforms or using a

different network address i.e. using virtual technology or combinations of proposed methods. The
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isolation of systems and user functionalities can be performed by isolating admin interfaces by us-
ing additional domain access controls. There is also a requirement for the visibility of management
tools to be prevented by standard users. (National Institute of Standards and Technology 2020,

293)

Remote management

More security controls need to be applied on remote work equipment because they face more
threats, such as malware, device loss or theft, than enterprise environment devices. However, re-
mote machines should contain the same security controls used in non-telework devices and addi-
tional security controls are recommended. When working remotely, the external environmental
threats are greater compared to organization’s local environment, so updates to operating sys-
tems and applications should be performed without delay, unnecessary services and ports should
be disabled and the use of antivirus and host firewall is essential. Additional controls could be
used to protect the sensitive data on the device and the existing controls can be adjusted. The or-
ganisation’s mission would be to ensure that all types of remote devices are protected by properly
referred solutions including PC, mobile phones and PDAs. The organisation must ensure that sys-
tem administrators and users with a responsibility to secure telework devices have sufficient capa-

bilities to secure them. (Scarfone et al., 2009, ES-2)

Each user should have a separate user account with limited privileges when using the PC remotely.
Daily work is performed using a limited privilege account and separately used management IDs for

administrative tasks with specific admin level access requirements. (Scarfone et al., 2009, 4-3)

Segmentation

Network security can be enhanced by segmenting networks not only for safety reasons, but also
for network performance and controlled network broadcast traffic. Segmentation can also be used

to manage and reduce visibility from hostile actor’s perspective. (Rusere & Ngassam, 2021, 7)

In organization’s IT infrastructure protection, network segmentation is one of the most significant

and effective methods to impede a hacker’s ability to cause damage to the organization’s domain
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functionalities. Besides, the main idea is to secure the organization’s operations to operate effec-

tively by minimizing access to sensitive information. (Stouffer et al., 2015, 5-1)

The approach can be adopted by using the principles of least privilege and need-to-know. The
main idea of these principles is that if there is no need for communication between certain sys-

tems, the communication is not allowed. (Stouffer et al., 2015, 5-2)

Before segmentation is carried out, operational a risk analysis needs to be carried out to specify
the critical parts of the network infrastructure. Segmentation aims to get the network divided into

smaller networks. (Stouffer et al., 2015, 5-1)

Logging and monitoring

Control SI-4 requires enhanced monitoring of privileged users because they have access to critical
and security-related data that standard users do not have access to. At worst, this can lead to a
situation where a privileged user can cause worse damage to systems and organizational function
than standard users. Enhanced privileged user monitoring can improve the ability to observe and
enable malicious activity to be identified in good time and appropriate countermeasures can be

used against them. (National Institute of Standards and technology 2020, 342)

Protecting network architecture requires intrusion prevention systems (IPS) that detect and pre-
vent unprecedented network traffic and security issues such as insider threats. In addition, there
needs to be an intrusion detection system (IDS) in the network boundary. It acts as a software or
device and malicious and suspicious activities are detected in the network. One of the most im-
portant components of a network boundary is next-generation firewall that can contribute to miti-
gate data breaches with predefined rules to regulate and monitor network activities and traffics.

(Rusere & Ngassam 2021, 7)

Perception capability can be improved by using different network monitoring tools or software

such as Network protocol analysers, Network Taps, Port mirroring, Switch Port Analyzer, Threats
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intelligence devices, Simple Network Management Protocol (SMTP), Security Information Event
Management (SIEM) and mobile device management (MDM). It is important to identify and know
how the network being managed usually behaves, thus the operations of the network need be
monitored regularly. In the event of attacks, threats, anomalies, they are much easier to identify
and alarm limit values for situations are easier to adjust to SIEM. Possible attacks can be pre-
vented by measuring in advance by performing vulnerability scans regularly to detect the most
vulnerable assets. Vulnerability scans can be used to establish a current state of the assets in the
environment in terms of upgrades. Vulnerability scans can also be used to assess the security risks

and prioritise the repair of critical assets. (Rusere & Ngassam 2021, 8)

2.1.3 KATAKRI

Katakri is information security auditing tool for authorities. First version is published in 2009 and a
latest version is in 2020. Nowadays, National Security Authority is responsibility maintaining and
managing of Katakri. Through this auditing tool can test capability of organization to protect sensi-
tive information. Katakri is a like check list for organization that can improve functionalities and
securing information significantly, through that also can check what things already noticed. Kata-
kri is compiled minimum requirements that based national regulations and international obliga-
tions. Katakri can use as auditing tool to evaluate the company’s security arrangements in a secu-
rity survey. In addition, it can be used as an aid to companies, communities and different kind of
organizations in security tasks and it is development. In Katakri, secrecy and security classification
levels are determined as shown in Figure 7 (Ministry of Finance 2021, 19). The more detailed han-
dling principles per classification level are presented in Figure 8. (Kansallinen turvallisuusvirano-

mainen 2020, 2,5,30)
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Figure 7. Secrecy and security classification levels.
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HANDLING AND STORAGE OF INTERNATIONAL CLASSIFIED INFORMATION

Security classification | Handling

Turva-alue

I Paper documents: Yes,
temporarily when additional
demands are fulfilled*

In terminal device: Yes, in
a terminal device fulfilling
the requirements and
additional demands*

1 Paper documents: Yes,
CONFIDENTIAL temporarily when additional
demands are fulfilled*

In terminal device: Yes, in
a terminal device fulfilling
the requirements and
additional demands*

v Paper documents: Yes
RESTRICTED temporarily when additional
demands are fulfilled*

In terminal device: Yes, in
a terminal device fulfilling
the requirements and
additional demands**

Paper documents: Yes,
in case the unauthorised
access is prevented

In terminal device: Yes, in
a terminal device fulfilling
the requirements in case
the unauthorised access is

prevented

Paper documents: Yes,
in case the unauthorised
access is prevented

In terminal device: Yes, in
a terminal dewvice fulfilling
the requirements in case
the unauthorised access is

prevented

Paper documents: Yes,
in case the unauthorised
access is prevented

In terminal device: Yes, in
a terminal dewvice fulfilling
the requirements in case
the unauthorised access is
prevented

Paper documents: Yes,
in case the unauthorised
access is prevented

In terminal device: Yes, in
a terminal device fulfilling
the requirements in case
the unauthorised access is

prevented

Paper documents: Yes,
in case the unauthorised
access is prevented

In terminal device: Yes, in
a terminal device fulfilling
the requirements in case
the unauthorised access is

prevented

Paper documents: Yes,
in case the unauthorised
access is prevented

In terminal device: Yes, in
a terminal device fulfilling
the requirements in case
the unauthorised access is

prevented

Figure 8. Principles for the processing of classified information.

Network infrastructure management

Control I-04 takes a position on how administrators should implement management connections
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in a security-based manner to interfaces of different systems, such as firewalls, routers, switches,

wireless access points, servers and workstations. The control warns that classified information can

be accessed directly or indirectly through different management tasks. The database administra-
tor has direct access to the data in the database, but the network equipment operator can indi-

rectly influence the operation of the database, e.g. by the database firewall settings. This type of
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case could be of particular interest to the hostile actor. For example, the control aims to highlight
and demonstrate that if a direct and indirect management link has access to classified information,
the device used for management and the connections should be operated in the same security
class as the managed data processing environment. (Kansallinen turvallisuusviranomainen 2020,

72)

In exceptional cases, lower-level environmental management from a higher-level management en-
vironment may be performed, but there is a requirement that the gateway solution approved by
the Authority should be used at the limits of the safety classes to prevent the transfer of infor-
mation of the upper classification level of the data to the lower-level environment. (Katakri, 2020,

72)

Control I-08 requires compliance with the principle of minimum functionality and least privileges
i.e. in practice system hardening is carried out through controls on network devices, server, work-
stations, mobile devices and printers. The new systems come with a lot of features and not all fea-
tures may be necessary for the use of the core of the system. In many cases, devices have unnec-
essary settings turned on that open up opportunities for the hostile actor to take advantage of
weaknesses of services. For instance, systems can have default user accounts with a default pass-
word. The aim of hardening is to minimise system settings in order to reduce their vulnerability
area. The aim is therefore to have the necessary settings configured for use in the systems. (Kata-

kri, 2020, 80)

Hardening also includes item management connections, which should be limited, user-identified,
hardened, and session time-limited. In principle, the requirement for the systems is to be hard-
ened according to manufactures’ hardening recommendations or general hardening instructions

should be used. Hardening can also be approached based on risk assessments. (Katakri, 2020, 80)

Remote management

The control I-18 emphasises that the protection of management connections is one of the most

important and critical points that affects the security of information systems. Control requires for
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sufficient reliance on the identity of users and equipment and provides guidance that classified in-
formation shall be protected from bystanders if handled outside the security areas. Staff should be
trained in secure remote management. The criteria require remote access to be carried out only
for the processing of level IV classified information. ST Il confidential level material is processed in
accordance with a physically protected space approved by the authority or in exceptional circum-
stances, other compensating methods of protection are applied. (Valtiohallinnon tietoturval-

lisuuden johtoryhma, 2012, 51)

Segmentation

The isolation of networks of information systems into different segments can significantly contrib-
ute to the protection of classified information. As regards the segmentation, the criteria aim to
achieve a safe environment for the processing of classified information at different levels and to
isolate different safety class processing environments. It is not possible to process upper-level data
in a lower-level handling environment but vice versa it is possible, and the processing can then be
carried out in such a way as to comply with the protections specified for the higher classification
level. 1-01 control requires at least the use of a firewall solution between environments of differ-
ent levels of safety class. Secondly, class lll-ll requires gateway use approved by the authority if

the data processing environment is combined with that of other safety classes. (Katakri, 2020, 65)

The control emphasises that if a safety class crossing occurs in the case of management traffic, a
gateway solution for the operation of the management approved by the authority is required.

(Katakri, 2020, 65)

A data network can have different roles, ranges or functions that are targeted different strengths
of security level requirements. Segmentation can be carried out by dividing the networks into sep-
arate subnets and logical virtual networks by implementing it through firewall functionalities. Vir-

tual networks are typically used in these activities:
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- Production network or office network in which the standard user and workstations are involved.

- A maintenance network through which network systems and network devices are managed. The
user must be strongly identified when logging in to management services. The network infrastruc-
ture can be implemented in such a way that the maintenance network is completely separate from
the production network, in which case network equipment management is not prevented in the
event of a malfunction in the production network

- Server network

- Atest network that tests equipment, programs, and configurations separately from the production
environment.

- ADMZ network where services are placed for users outside the internal network, such as www,
external DNS and gateways to the internal network.

- Guest network with the lowest security level. Intended for occasional use by visitors. (Valtiohallin-
non tietoturvallisuuden johtoryhma, 2010, 24)

Logging and monitoring

The I-10 control prompts the following devices on workstations, servers, network devices such as
firewall, and also workstation’s firewall are collecting logs. The log data is collected for anomalies,
and it can be used to prove which activities have been carried out on the environmental assets
and who is behind the action. The control mentions that an event’s log of the network administra-
tive tasks should be available, indicating what actions have been taken in the network, what has
been the purpose of the operation and who is behind the action. The recommended method is to
redirect key log data to a centralized and robustly secured log server, whose data should be

backed up daily in an environment at least of the corresponding security class. (Katakri, 2020, 85)

2.1.4 PITUKRI

Pitukri contains interpretations and guidelines for assessing the risks associated with cloud ser-

vices. In addition, it brings together good practices affecting the security of cloud services that can
also be used both in commercial operators and the private commercial sector operators to protect
business-critical services and information. The criteria help in the acquisition of new cloud services

and in the assessment of the security of existing cloud services. (Traficom 2019.)
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Network infrastructure management

IP-03 is an encompassing control that incorporates many aspects of the same requirement, such
as system management methods, segmentation and management connection protection require-
ments. For access to management, strong authentication is required for user identification, for ex-
ample password and token-based combination with at least two authentication factors. The con-
trol has instructed that, in principle, less secure environments and terminal equipment cannot be
managed in an environment intended for the processing of classified information. (Traficom, 2020,

37)

Remote management

The cloud environment is typically managed remotely because maintenance takes place from out-
side the data center environment. The requirement is that management is performed through lim-
ited, managed and controlled points, such as jump hosts, admin portals and similar portals. Access
to management requires a strong user ID based on at least two authentication factors. Manage-

ment is advised to use the appropriate encrypted method to guarantee integrity. (Traficom, 2020,

37)

Segmentation

The first paragraph of IP-03 requires that management access is performed in a cloud environment
through jump hosts, management portals or the like placed at its own limited and controlled
points. If there are several control points e.g. in the case of a cloud services provider, they need to
be differentiated so that the services to be achieved remain clearly separate from each other.

(Traficom, 2020, 37)

Logging and monitoring

JT-01 control requires for event logs to be collected for deviations from system operation, user ac-
tivities, security-related events and exceptions. It is recommended to collect logs as widely as pos-

sible from different systems and equipment such as workstations, servers, network equipment,
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especially from host firewall and boundary firewalls. It is best practice to redirect all logs to a cen-
tralized server and it is also necessary to ensure that collected logs are strongly protected and
backed up regularly. The content of the log data must be sufficiently comprehensive to verify the
data breaches and their attempts afterwards. According to the control, logs should be transmitted
from log sources to the log collector in a secure manner so that the parties are truly identified. Al-
ternatively, log data can be transmitted over the management network to SIEM. Network equip-
ment and other network asset clocks need to be synchronized with a centralized time service.
When the number of logs is high, there is a need to obtain automation. Separate alarm tools for
the observation of deviations in network traffic can be improved by placing sensors in key network
nodes, as well as in workstations and server which can also provide indications of abnormal opera-
tion. This requires knowledge of the normal state of network traffic. For better traceability, the
jump host policy can be used, where all maintenance operations are carried out and efficient log-

ging is carried out through the jump host. (Traficom, 2020, 38)

2.1.5 15027001

ISO 27001 is part of growing ISO/IEC standard family that defines requirements to establish, imple-
ment and maintain organization’s information security management system, and to constantly is
improve it. ISO27001 main cornerstone is to protect the confidentiality, integrity and availability of
the information. The standard guides risk-based thinking that maps safeguarding the assets and
determines their level of criticality. The risk management plan is built on the risks that are identi-

fied and assessed. (Itewiki, n.d.)

Remote management

Remote work is usually carried out at home, but it allows people work on a train, at café, at meet-
ings or elsewhere outside the workplace, and different methods of connecting to the organiza-
tion’s internal services are used. There are more risks associated to remote work than working at
office. The risks include for example physical safety, as workplace equipment can be available to
other people such as family members and visitors. It is important for a teleworker to be aware of

the risks involved in remote work and to know what kind of practices should be taken. Remote
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work policy and operating models must be defined by organization. Partly through defined prac-

tices and processes, it is possible to reduce the risks. (Kenyon, 2019, Chapter 2)

In an operating environment, it should be ensured that the information processed cannot be de-
stroyed, damaged, compromised or modified. The organization and the connections between the
functions should be protected. Remotely accessed data should be limited to a minimum. (Kenyon,

2019, Chapter 2)

Segmentation

It is difficult to secure large and complex domain environments, hence they may be divided into
numerous separate local network domains. Each domain has its own function, such as desktop ac-
cess, finance and marketing. Different trust levels are represented in the domains. Firewall can be
used to control access and data flow between the local networks. Traffic can be limited by a fire-
wall based on a risk assessment. Risk assessment should be performed on each domain separately

in order to block the prohibited access. (Calder & Watkins, 2020, Chapter 19)

Networks of companies are often exposed and vulnerable to unauthorized access that may pose a
risk to network operations and related components. The situation may lead to a shattering of reli-
ability and the disintegration of integrity for the network or its components. IT infrastructure

faces more risks the larger it is and therefore securing of large networks can be challenging. Divid-

ing the network into physical and look domains can make the security management easier.

Each network zone should be viewed separately within the organization. Risk assessment is carried
out for each of them to determine the level of security. Robust segregation of networks is

achieved by implementing routing and network connection controls. (Kenyon, 2019, Chapter 2)

Logging and monitoring

In control A.12.4.3, the requirement is to log the actions of administrators and system operators.
Logs should be protected and checked regularly. The following identifiers should be included in

the log data:
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- System or event starting and finishing times

- Persons involved

- Eventinformation (event)

- System errors (what, date, time) and corrective actions taken

Network admins and systems network management activities can be monitored using the intru-
sion detection system (IDS). Since administrator’s activities are monitored, monitoring and IDS
maintenance, as well as control, should not be administrator’s responsibility, to preserve the in-
tegrity of log data from someone other than the admins. The following matters should be involved
in the logs: the time when an event occurred, relevant and useful information about the event is

provided. (Calder & Watkins, 2020, Chapter 2)

2.1.6 PCI DSS

The Payment Card Industry Data Security Standard contains requirements to ensure that com-
pany’s all processes, storing or transmitting credit card information is maintained in a secure envi-
ronment. The purpose of the criteria is to improve the security of the consumer card payments
worldwide, and the aim is to get companies to process card data in a consistent manner. (Groot,

2021)

Network infrastructure management

The Figure 9 (PCI Security Standards Council, 2016, 21) shows one example of how to implement a
control. Administration can only be performed through a jump server. The criteria define precisely
that connections must be prevented from other environments to the cardholder data environ-
ment (CDE), only those systems that have access to the in scope or for other specific reasons, are
accepted. Normally, corporate LAN environments are not allowed to connect to the CDE environ-
ment or in the other direction. However, in the Figure 9 the admin’s workstation is placed in the
corporate LAN network, which meets the requirements and is defined in scope. (PCI Security

Standards Council, 2016, 18-21)
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Figure 9. PCI DSS model of the network infrastructure management.

Performing of admin management is described in generally the Figure 9. The figure shows that ad-
min management can only be performed from an admin workstation of a LAN network and the
management is established by connecting to the jump server and allowing connections to the CDE

environment. (PCl Security Standards Council, 2016, 18-21)

Remote management

Control 8.3 requires MFA use to secure all non-console administrative access and all remote access
to the CDE. Non-console administrative access refers to, as logical access to control is done by net-
work route. In that case, no direct or physical connection to the system interface will be estab-
lished. In practice, different type of the connection is performed from within internal networks or
from external establishing non-console administrative accesses. The requirements advice to use at
least two out of three authentication methods for the authentication. Control 8.3.2 separately re-
guires MFA access to the remote network in general for all users, it is also required of third parties

and administrators. (RSI Security, 2018)
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Segmentation

Main point of the criteria regarding segmentation is to keep in-scope systems and out-of-scope
systems separated from each other. Practically, this means that communications are prevented
from out-of-scope systems to CDE environment that is called as in-scope environment. The out-of-
scope system does not have access to the CDE meaning that the connections from an untrusted
network are not allowed to access the CDE. In turn, in-scope systems have a direct connection to

cardholder data. (Glover, 2017)

The CDE and out-of-scope systems are properly kept separate by using different technologies and
process controllers. As a result of proper segmentation, no out-of-scope environmental compo-

nents can compromise the safety of the CDE environment. Even if the hostile actor tries to estab-
lish a management connection from the out-of-scope system it would be prevented. (PCl Security

Standards Council, 2016, 6)

Segmentation in methods is usually applied by using firewall and router settings to prevent traffic
from untrusted networks to enter the CDE network. Physical access controls and network configu-
rations to limit connections between different systems and subnets. (PCl Security Standards Coun-

cil, 2016, 6)

In the PCI DSS criteria, several models of how the segmentation could be implemented are pre-
sented in the Figure 9. There are several ways of implementing segmentation for the network that
works expectedly in one network and the other network does not achieve the benefits that are
pursued. However, to provide efficient segmentation for the network, each segmentation method
must be piloted against PCI DSS requirements to ensure that it works in line with the objectives. In
Figure 9, the example describes three different network segments: shared services, CDE and Cor-

porate LAN networks. (PCl Security Standards Council, 2016, 15)

The requirements of the criteria determine where management may be carried out and where
CDE cannot be obtained for the environment. The purpose of the example is to bring in a single
solution that can be used to implement segmentation where a CDE network is effectively blocked

from the corporate network to which direct management connections are blocked. However,
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shared services on the network could support both networks. (PCI Security Standards Council,

2016, 15)

Logging and monitoring

Control 10.2.2 takes into account all credentials with elevated privileges, such as the root, admin
or administrator that have full control of a network and access to all sensitive information that can
significantly compromise the security or organization’s system. Without logging administrator ac-
tions, it may lead to a situation where problems appear in administrator error and shortcuts are
used by giving privileges rights for a specific purpose when situations may not be monitored.

(Baykara 2020)

There are at least three points of logging and monitoring to which particular attention should be
taken in PCI DSS. The first one emphasises situational awareness aiming at obtaining the fullest
possible clarity on the status quo. It should be considered what is happening on the server at cer-
tain moment and by whom the control is performed on the server, It needs to be observed who
has gained access to the organization’s network or what a certain application does with the card
data. The importance of logging and monitoring is emphasised when there is a need for infor-
mation and realisation material or incidents breach. That information also improves the later inci-
dent response. Secondly, it takes IDS to detect threats to get information about the nature of the
threat. Thirdly, logging is the guiding factor in network infrastructure and security management,
providing valuable information on how and where security controls should primarily be targeted at
blocking and blocking measures. One example is to use firewall logs to detect intrusion. (Branden

& Chuvakin, 2015, Chapter 10)

2.1.7 Collected security controls from frameworks

Security controls related to IT administration and functions are aggregated in a single spreadsheet.
The table has a total of 67 controls that can be used to improve information security if an existing
control or its own controls cannot mitigate the risk. This serves as an additional tool for the organi-

zation when considering new controls against threats.
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2.2 Risk analysis

Risk analysis is one part of the risk assessment. Based on the risk analysis, actions to measure, and
management and mitigation methods to threats can be determined. Harmful events can be man-
aged through operation culture, process and structures. The risk analysis provides a cross-section
and information on the most critical risks to the organization’s operations. The nature and the se-
verity of the risks are assessed as well as their probabilities and impact on the organization’s activi-
ties. The risks are determined by measures to mitigate them and to take control of the risks to en-
able normal operation for the core of the organization. The most critical risks are brought to the
attention of the key personnel of the organization, in order to situational awareness can be main-
tained, and lager lines can be agreed together to manage the risk. Some of the risks may not be
eliminated. Decisions how to take control of the risk or whether to take a conscious risk with re-

gard to some threats should be made by stakeholders and key personnel.

Risk analysis is one part of the risk assessment. The purpose of the risk analysis is to understand
the elements related to the risk and more deeply what the risk holds. The aim is to find out the na-
ture, quality and level of risk. When a risk analysis is performed, different perspectives are consid-
ered e.g. source of the risks, reaction, probability, events, scenario and impact. (Finnish Standards

Association SFS, 2018, 35)

The risk consists of cyber threats, vulnerabilities and incidents that can cause damage to organiza-
tion’s assets, i.e. information systems and various functions. The risk level can be determined
through an impact assessment that is calculated using the following formula: impact * likelihood =
risk (I*L=R). The level and severity of the risk to a particular asset is assessed from the point of
view how high the probability that the threat will materialise and how much impact it would have
on the identified asset. In order to establish the level of risks, it is necessary to carry out an in-
depth analysis of threats and vulnerabilities. Analysis helps to understand which factors are re-
lated to the risks. This contributes to providing directions for what measures can be taken against

risks. (Stglen et al., 2015, Chapter 2)

The risk analysis is performed representatively when the information security audit of a system or

the planning phase is performed. In the information security audit, one of the most important
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tasks is to assess the capability and effectiveness of the control mechanisms applicable to the in-
formation technology items and generally, the architecture of the information systems. During the
audit, the effectiveness of the information processing system is evaluated, and the security of the
technologies used is assessed. When considering solutions, securing of the confidentiality, integ-
rity and availability of an organization’s assets should always be kept in mind. (Kuzminykh et al.,

2021)

In the risk analysis phase, each identified risk is assessed and adequately described. Practically,
during risk analysis it is assessed which threats are targeted at each safeguard IT asset. In addition,
it can be assessed how largely the same threat affects different assets and which routes or rather
what vulnerability is exploited a threat can take to reach the target. The risk analysis focuses on
those risks that pose internal and external threats to the confidentiality, integrity and availability

of the organization’s data. (Brooks 2020)

The phases of the risk management process are definition of the operation, evaluation of the pro-
cess and treatment of the identified risks. Each phase involves monitoring, review, communication
and exchange of information. The risk management process is presented in Figure 10 (Finnish

Standards Association SFS, 2018, 32).

Scope, Context, Criteria

Risk Assessment
—_—
Risk
Identification
v
Risk
Analysis
.
Risk
Evaluation

E
RECORDING & REPORTING

MONITORING & REVIEW

COMMUNICATION & CONSULTATION

Figure 10. The risk management process.
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2.2.1 Qualitative and quantitative risk analysis

The security risk analysis can be performed by using three methods, qualitative or quantitative
analysis or a combination of them. A qualitative analysis technique is subjective and the most
commonly used method because of a clearer and easier way of highlighting the most relevant
findings about the severity of critical risks. The results of the analysis may be presented in a form
of risk matrix that provides the most up-to-date information to stakeholders. The risk analysis is
usually performed using three risk levels (low, medium, high), but each organisation decides for
itself which criteria to use for classification. A quantitative analysis technique is more objective

and deals with numbers. (Kuzminykh et al., 2021)

Semi-quantitative analysis method may be used as an intermediate form of quantitative and quali-
tative assessment method. This method uses a qualitative method as an aid to determine the level
of risk by using a formula. The semi-quantitative method differs from the qualitative method by
using numerical assessment scales to assess the consequences and probabilities. (SFS-EN 31010,

2019, 145)

2.2.2 Asset management

Asset management is a significant part of successful business, because the company’s assets are
the factors that generate value for the business. Asset management aims to understand the value
of the assets owned by the organisation. (Souza et al., 2022, 214) The core idea of asset manage-

ment can be defined in this way:

“An integrated set of processes to minimize the life-cycle costs of infrastructure as-
sets, at an acceptable level of risk, while continuously delivering established levels of

service” (CH2M, 2007, 9)

Asset management could be thought as a set of processes instead of a single process and it is not
an individual project or task, but business practice that must be performed repeatedly. These

types of processes belong to asset management:
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- Asset identification

- Classification

- Valuation

- Impact assessment (SFS-I1SO /IEC 27005, 2018)

For efficient asset management, risks are balanced between minimizing costs and achieving de-
sired services levels. It assists the upper layer managers to understand and define the risks dam-
aged or breached assets and risks are managed those risks will not rise above acceptable levels.
Effective asset management includes the following key concepts as shown in Figure . (CH2M, 2007,

9)

Knowledge of: | Levels of service
Assets and their characteristics

Physical condition of assets

Performance of assets

Total cost of asset ownership

Ability to: | Optimize O&M activities

| Assess asset risk
Identify and evaluate risk mitigation options
Prioritize options and fund within available budget

Effectively manage information and employ decision support tools

\
Predict future demands }
Obtain and sustain organizational coordination and commitment ’

Figure 12. Key Concepts for Effective Asset Management.

2.2.3 Scenario method

Scenario analysis is one of the techniques that can used as a tool for risk assessments. The core
point and the benefit of scenario analysis is to understand risk and opportunity. Through scenar-
ios, unpredictable outputs may revealed and which encourages creative and a free exchange of
ideas. This method encourages people to think widely different kind of potential outputs. (U.S. De-

partment of Homeland security 2018, 9)

In scenario-type analysis different cases/ways to identify potential threats are examined. At the

beginning of the analysis a scenario is created. Previous security breaches and near misses worth
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taking advanced should be considered when the scenario is composed. General data security re-
lated material can be used as guidance. Based on analysis, security IT state and potential security
flaws are pointed out and cases are drawn up. In order to achieve the the most complete scenar-
ios, it is advisable to bring in specialists and staff from different departments in different areas of

expertise. (Valtiohallinnon tietoturvallisuuden johtoryhma, 2003, 88)

3 Implementation

3.1 Current state analysis

At the beginning of the work, a query was arranged for the personnel to pose a current state of IT
management. The query was used to orienteer and prepare for future workshops where risk anal-
yses were performed on the basis of observations. The query included 24 multiple-choice ques-
tions and open-ended questions (Appendix 1). A few questions have been removed because of
sensitive information. A question matrix was in connection to several questions to find out how
often a specific method is used. The frequency options were: once a month or less, once a week,

several times a week, daily and several times a day.

In more detail, the query aimed to identify which tools and working methods each employee uses
and how often. The query also sought to understand how uniform management methods are
among employees. Each employee has a certain responsibility in the team, but the same type of
tasks are performed in daily maintenance work. This will determine where the management is fo-
cused among users. The query also aimed to identify problem areas and security challenges that

occur in the performance of work tasks.

Efforts were made to position the questions in such a way that several options were added to the
multiple-choice questions to make it easy to aggregate answers for analysis. Efforts were made to
minimise the number of open-ended questions, but the respondent was also given the oppor-
tunity to answer questions freely so that the comment box was embedded as an option in the

multiple-choice question field.
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The query mapped which methods and tools are used to manage IT from different locations and
what kind of practices are included in the maintenance work. Replies to the anonymously organ-
ised questionnaire were received from seven IT employees. Respondents were experts in support,

SQL, workstation and server environment.

3.2 Workshop

During the thesis, workshops with IT employees was arranged remotely. In the workshops, pro-
tectable assets were mapped. As many threats to IT administration and its assets as possible were
identified. The nature and reason for the threats and the consequences that threats would cause
when realised was described and documented. In addition, risk analysis was performed on threats

and their likelihood and impacts were discussed and assessed.

The workshop had three main stages. In the first stage, the results of the query and the observa-
tions made by the thesis author were reviewed and how to the pass-the-hash attack was carried
out. Risk assessment methodologies were also presented, classification of threats in scales and
measures definition tables. In the second stage, people were divided into two groups of three par-
ticipants and the groups identified protectable assets and possible threats using a pre-made threat
map as an aid (Appendix 2). The threats were classified in accordance with People, Process and
Product principle. In the third stage, the risks were addressed, and the probabilities and impacts of
the risks were assessed and measures were considered to reduce or remove the risk completely.

The workshop used the following documents and tools:

- Teams for organising the workshop
- Pre-made threat map for supportive use
- Miro Whiteboard platform for identifying assets to be protected and the threats (Appendix 3)
- Risk analysis -excel
o Threats classification file
o Definition of measures file
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3.2.1 Risk matrix

A 4x4 level semi quantitative risk matrix was used in the risk assessment. The values of the risk
matrix were determined according to the likelihood and impact criteria in the classification of
threats. The probability and impact values for the risk assessment were determined according to

the risk matrix presented in Table 1.

Table 1. A 4x4 semi quantitative risk matrix.

; - nleablrisk
T
e 3 Significant risk
=
g 2 Notable risk
—
1 No risk

3.2.2 Risk categorising

The assessment of the magnitude of the risk shall was performed based on the likelihood and im-

pact assessments. In this work, the threats were classified as shown in Appendix 4.

Once a certain threat was assessed for its risk value, the risk value was mirrored against the risk
categories and corresponding actions needed to deal with the threat in the future. The risk catego-

ries and the actions are presented in Appendix 5.

After the risk assessment, controls were selected for the target to be protected to reduce the risk.
The risk analysis was re-performed to show how much the control had reduced the risk. The re-

sults of the risk analysis can be compared between current and after control effect, which also de-

termined the residual risk.
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4 Results

4.1 Risk analysis stages

Risk management tool was used in the workshops to carry out the risk analysis including all stages
of the risk assessment such as risk identification, risk analysis, risk evaluation and risk treatment,
as shown in Figure 13. In addition, a new set of risk assessments was set up as an extension of the
main table for the sections to be used if a risk was classified as a significant or unacceptable. In
these cases, the risk assessment was re-performed to see how well the defined controls could re-
duce the risk and to get result of the residual risk. The goal was to find and determine proper
measures and robust controls to mitigate and reduce the risk so well that the risk fell on the green
area in the matrix. The green area indicates that there is no risk and no need for further controls
are needed. The assessment of the risks and assets and their consequences resulted in a numeral
assessment and determination of the severity and magnitude of the risk. This numeral assessment

guided the selection of further actions in accordance with the risk categories.

L Risk identification Risk analysis. Risk evaluation Risk treatment - Risk analysis Risk evaluation
Ri

isk (name of |Description of the risk | Likelihood Impact The magnitude of | Measures to Proposals for | Description of the[Person in [Goal schedue | . <o |Likelihood Impact The magnitude of | Measures to
infromation

the risk) therisk (LxI) |address the risk |measures to measures charge the risk (Lx 1) |address the risk

address the risk

information

ad been | 3 2z [2] 3 2

Likely Critical Intalarable risk MM intolerable risk Passibla Moderate Notabla risk Notabla risk

wher s
equipment s hijacked over
the network, which could BEssils il 2 Hatabisluk
happen during the on-call
shift.

ot evaluated | [Notevaluated [ |Notevaluated | [Mot evaluated

staged.

Figure 13. Risk management tool.

The risk analysis was started with assigning a risk, that had been identified during the asset and
threat mapping. After this, the nature of the risk was described in the table and what the risk is re-

lated to and what could be happen if the risk would realise.

After the risk description, the likelihood and impact of the risk was assessed with the participants
using a threat classification that showed the criteria (Appendix 4) for likelihood and impact assess-
ments. Once the likelihood and impact of the risk had been added into the table, the final result

on the magnitude of the risk was obtained. This result guided how to the risk would be addressed
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in the future. Appropriate controls and tasks were assigned to remove or mitigate the risk. The or-
ganization might have own controls to mitigate the risks but if not, the controls were obtained
from collected controls from well-known criteria. The end of the risk assessment, the executor of

controls and the person in charge of the project was assigned with schedules.

4.2 Overall results of the risk analysis

Unfortunately, all risks could not be published in this thesis because of their sensitivity, hence
most of all medium and high-level risks had to be excluded and the risks were purposed solely for
the organization’s knowledge. However, two risks were considered more detailed in this part and

all stages how the risk was handled during the workshop was described.

Table 2 shows the statistics of overall results of the evaluations and mappings. During the work-
shops, protectable assets and threats were identified and separately, the asset-by-asset assess-
ment of the threats to them. Based on asset and threat mapping 9 significant risks raised and were
taken into consideration for risk assessment. By mitigating the risk, there were plans to use nu-

merous controls which have been selected from collected criteria.

Table 2. The statistics of overall results of the evaluation and mappings

Assets 50
Identified threats 62
Threat mapping for the assets 18
Risk analyses 9
Controls from collected criteria 18

Table 3 shows the statistics of the results of the risk assessment. It presents how many risks were
identified and how many measures were done to mitigate the risks and how many risks were mon-

itored.
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Table 3. The statistics of the results of the risk assessment

No risk 0 Not required -
Notable risk 3 Not required 3
Significant risk 2 2 2
Intolerable risk 4 4 4

4.2.1 More detailed results of the risks

A few identified risks with more detailed information are presented below. Part of the risks could
not be presented due to the confidentiality of the information. As shown earlier, the Figure 13
shows two risks of different severity that were identified during the workshop. One of the risks is
classified as highly critical, requiring immediate action and the other one is less severe in which

the outcome of the assessment monitors the development of the risk.

The first identified risk was local administration account leakage. This had been identified as a risk
that enables unauthorized measures in the IT infrastructure. This can occur when a machine has
been compromised through a vulnerability that allows an attacker to steal account from the com-
puter and possibly use it to bypass security controls. In addition, the attacker can possibly move
laterally in the network from one computer to another and the attacker could obtain critical as-
sets, sensitive business data or administrator credentials. This type of risk was assessed as likely to
materialise and the severity of the risk was classified to a critical level, in which case the overall
result of the risk indicated that there was an unacceptable level of risk. The likelihood was as-
sessed to be at level notable risk and the value of the impact was at level critical risk. The overall
of the risk was evaluated as an intolerable risk. In this case, the risk is severe and immediate
measures and controls were needed to eliminate or reduce the risk. A number of measures have
been assigned, such as the deployment of Local Administrator Password Solution (LAPS) and the

complete deletion of the account has been considered.

As a control the organization decided to deploy the Local Administrator Password Solution (LAPS)
with additional hardenings as a countermeasure to local administrator leakage. These mitigations
can significantly restrict the ability of attackers to use administrator’s local accounts for lateral

movement Pass the Hash (PtH) attacks. The measure was the correct solution and well-founded
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for this situation because local administrator’s accounts are only available to administrators and
grants are not authorized for standard users and developers. In complex environments, other solu-

tions may have to be considered.

The risk analysis was re-performed after deployment of the LAPS and other additional hardenings
to get the result of the residual risk and also to get indications of how well the controls work. The
residual risk was assessed in the risk analysis for the risks that had been classified as notable risk as

shown in the

Figure 13. Risk management tool.

. The likelihood was assessed to be at level possible and the value of the impact was at level mod-
erate. The overall of the risk was evaluated as a notable risk. The risk was reduced from intolerable
risk to notable risk and the overall risk level reached an acceptable level. The risk has been signifi-
cantly mitigated; hence, further action was required to monitor the risk development. New con-

trols were not needed at this stage.

Second risk was detected for the scenario where employee’s equipment is hijacked over the net-
work and it allows to feed malware to the equipment. This could happen for example at shopping
center or cafeteria during the on-call shift. In the workshop, it was assessed the scenario could be
possible and its effects could be significant. As a result of the assessment, monitoring of the risk
development was required and therefore new controls were not needed at this stage. However,

the table contains proposals for measures if the risk would increase.

5 Conclusion

The goal of this work was to find out the methods that can improve the organisation's information
security. In addition, those risks that compromise IT maintenance operation were identified and

areas of development were mapped to improve security.
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The result of the research and the risk management model developed during this work are particu-
larly useful for those organisations and IT administrations that have not yet invested in improving
risk based information security. In this work, tools and clear phases were created to highlight the
risk and development targets with a reasonably light model. The study also provided concrete ex-

amples of risks and corrective measures, as well as controls to mitigate risks.

The study made extensive use of several security criteria, which have not been utilised as compre-
hensively in other studies in the IT maintenance area. This work gives visibility to how well the dif-
ferent criteria have controls to secure IT maintenance work. The work showed that it is worth us-

ing several different criteria, as the controls related to maintenance work might not be sufficiently
comprehensive in a singular criterion. In addition, it was noteworthy that for example the PCI DSS
criterion is provided for companies working in payment transport, but the criteria contained a lot

of useful controls for the maintenance and other sectors. Hence, the use of PCI DSS criterion can

be highly recommended also for other industry areas.

The risk management method developed for the organisation was found to be suitable for risk
management. The risk assessment stages were clear and the criteria for risk assessment were ap-
propriate. Efforts were made to obtain the most accurate and correct possible assessment of the
risks collectively, which provided a stronger and more convincing outcome on the basis of which
measures and mitigating methods can be determined to eliminate and minimise the risk. The au-

thor suggests that the risk assessment alone should not be considered sufficient.

Risk analysis and assessment processes were proceeded in moderation, e.g. it may have taken a
lot of time to describe the risk and assess its severity, but that is understandable because the as-
sessment must take into account so many factors that affect the outcome of the assessment.

However, in risk analysis, it is important to focus on a deeper understanding of risk and what the

risks may cause to the organisation’s operations if it realised.

The risk management tool serves as an adequate tool for monitoring. Risk management is a con-
tinuous activity. The tool is a good indicator of how the situation has been improved after
measures taken and the tool serves as a good indicator for assessing whether the severity of the

risk is at an acceptable level or not.
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5.1 Research questions

Are there any ready-made controls in the existing security frameworks?

The work dealt very extensively with the controls of different criteria that hit the IT maintenance
sector. Mapping of controls was facilitated by dividing them into various topics such as IT adminis-
trative operating models, network infrastructure management, identity management, access man-
agement, remote management, segmentation and logging/monitoring. The coverage of the con-
trols was perceived through the topics discussed. It is clear that more controls were found in
certain criteria i.e. the broader the criteria, the more controls related to maintenance work were
found. For instance, the NIST criteria are so wide that most of the controls were found there. How-
ever, there were surprisingly few controls in relation to the total number. A total of 67 controls
from different criteria were listed during the research. Obviously, it can be stated that more con-
trols should be found. It is obvious that these controls also belong to the IT maintenance sector,
which improves the non-privileged employee’s field of activity. This work focused solely on en-
hancing information security related to IT maintenance work, which is the reason for the low num-

ber of controls.

Did significant risks detect during the risk analysis?

As indicated in section 4.2, significant risks were found during the workshops, which required im-
mediate measures to eliminate or reduce the risk. During the work, a lot of threats that target dif-
ferent assets were identified, which ultimately poses a risk to the organization’s operations. How-
ever, the main focus of the work was on analysing and evaluating significant risks. There were a lot

of risks on the list, but the most significant risks were selected for the assessment.
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6 Discussion

The thesis changed shape during the project. At the beginning of the project, there was an idea
that technical implementations would be included in the work. As the project progressed, it be-
came clear that the technical implementation would not fit in the scope and schedule. In the work,
it was decided to focus more on risk-based and systematic thinking. Firstly, we thoroughly identi-
fied the risks to the activities and analysed and evaluated them. Perhaps this focused more on
finding the root causes of the risks and assessing their severity, which will make it possible to bet-
ter justify the measures required and to justify to stakeholders why investments are needed to

minimise the risks.

According to the representative of the host company, the workshops were necessary, and the re-
sults were valuable. The outputs of the observations and risk analyses received in the workshops
will lead to several measures. In addition, the risk management method was found useful during
the process and the method will be used in risk assessments also in future. The workshops were

arranged remotely, but even more productive workshops could be arranged face to face.

6.1 Ethical Principles, quality and Data Protection

No personal data and copyright material are included in the text, research or other accompanying
materials of the thesis. The research is organized anonymously, and the survey data has been
properly stored during the thesis writing process. The query data is deleted when the thesis pro-

ject is finished.

The study used reliable sources and research. The author respects the work and achievements of
other researchers, referring to their publications and results in an appropriate manner. The quality
of the research was ensured by the fact the materials needed for the research were collected
mainly from scientific sources and well-known criteria. Above all, the aim was to find and utilize a
lot of new research. The statistics were collected from well-known reports and information secu-

rity research actors who have been studying the development of threat trends for years.
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The confidential matters dealt with in the thesis have been kept safe with the various parties in-
volved in the thesis and the obligation of confidentiality imposes it. In addition, at the beginning of
the study, the signed agreement contains conditions for strengthening trust. With the representa-
tive of host company, it has been separately agreed on what matters, and observations can be
made in the publication in the public part of the work. The results of the workshops have been dis-
cussed separately with the principal and agreed on how they can be presented in the work, but
with aim of ensuring that the scientific community can also see concrete results. The author of the
thesis respects the wishes of the principal and details of the organisation’s environment are not

published, which could cause harm and unauthorised behaviour towards them.

The author (Hertteli) has followed JAMK’s ethical principles (JAMK university of Applied Sciences,
2018) and the “Ethical recommendations for thesis writing at university of applied sciences” pro-
duced by The Rectors’ Conference of Finnish University of Applied Sciences. (The Rectors' Confer-

ence of Finnish Universities of Applied Sciences Arene 2019)

6.2 Development proposals

As mentioned at the beginning of the thesis, the technical implementation has been excluded
from the work because it does not fit the scope. It would be adequate to continue the work on
technical implementation and to consider a control whose need has been clearly come out as a
result of a risk assessment. The technical implementation could be e.g. the introduction of a Privi-
leged Access Workstation (PAW) principle or Privileged Access Management (PAM) solution. It is
essential to keep the risk management tool as a guide in making decisions. It serves also as an ade-
guate guide in how strongly the risk needs to be rectified. Before corrections, the likelihood and
impact of the risk are assessed when a clear snapshot and an assessment of the magnitude of the
risk are obtained. After assessing the risk, main focus should be kept on further work to improve
the information security through technical implementation or by improving processes. An appro-
priate mitigating method or control is performed based on risk assessment. The mitigating method
could be a control that significantly changes the operating models in the organization. After the
change, a risk assessment is re-performed to determine the residual risk and real information on

the functioning of the control is obtained. In addition to this, the same type of query that was
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done at the beginning of the work could be arranged for the personnel, which would also provide

information on how the personnel have reacted to the changes in the operating models.



50

References

National Security Authority of Finland. 2020. Information Security Audit Tool for Authorities. Accessed on
15 December 2021. Retrieved from https://um.fi/documents/35732/0/FINAL+-+Katakri-
2020 201218 _en.pdf/705d2bc6-6f1b-90dd-52e1-1ef97dae0623?t=1625140100978

Verizon. 2021. 2021 Data Breach Investigations Report. Accessed on 15 January 2022. Retrieved from
https://www.verizon.com/business/resources/reports/dbir/

Finnish Standards Association SFS. 2018. Risk management. Guidelines.

BeyondTrust. 2021. Microsoft Vulnerabilities Report 2021. Accessed on 10 December 2021. Retrieved from
https://assets.beyondtrust.com/assets/documents/BeyondTrust-Microsoft-Vulnerabilities-Report-
2021.pdf

Calder, A., & Watkins, S. (2020). IT governance: an international guide to data security and ISO 27001/I1SO
27002 (Seventh edition). KoganPage.

CH2M HILL (Firm), N. A. of C. W. A. (U. S.), & Association of Metropolitan Water Agencies (U.S.), W. E. F.
(2007). Implementing asset management: a practical guide. Accessed on 9 December 2021. Re-
trieved from http://app.knovel.com/hotlink/toc/id:kpINFNBOV6/implementing-asset-management

SANS Institute. 2021. CIS Controls v8. Accessed on 8 December 2021. Retrieved from
https://www.sans.org/blog/cis-controls-v8/

Center for Internet Security. n.d. Telework and Small Office Network Security Guide. Accessed on 14 January
2022. Retrieved from https://www.cisecurity.org/insights/white-papers/cis-controls-telework-and-
small-office-network-security-guide

Center for Internet Security. 2021. CIS Controls Version 8. Accessed on 10 December 2021. Retrieved from
https://www.cisecurity.org/controls/cis-controls-list

Lukka, K. 2014. Kari Lukka: Konstruktiivinen tutkimusote. METODIX. Accessed on 1 December 2021. Re-
trieved from https://metodix.fi/2014/05/19/lukka-konstruktiivinen-tutkimusote/

PCl Security Standards Council. 2016. Guidance for PCI DSS Scoping and Network Segmentation. Accessed on
9 December 2021. Retrieved from https://www.pcisecuritystandards.org/documents/Guidance-PCI-
DSS-Scoping-and-Segmentation_v1.pdf

Glover, G. 2017. How Does Network Segmentation Affect PCl Scope?. SecurityMetrics. Accessed on 20 De-
cember 2021. Retrieved from https://www.securitymetrics.com/blog/how-does-network-segmen-
tation-affect-pci-scope

Australian Cyber Security Centre. 2012. Implementing Network Segmentation and Segregation |
Cyber.gov.au. Accessed on 27 December 2021. Retrieved from
https://www.cyber.gov.au/acsc/view-all-content/publications/implementing-network-segmenta-
tion-and-segregation



51

National Institute of Standards and Technology. 2020. Security and Privacy Controls for Information Systems
and Organizations (Revision 5). Accessed on 9 December 2021. Retrieved from
https://doi.org/10.6028/NIST.SP.800-53r5

U.S. Department of Homeland security. 2018. SECURING HIGH VALUE ASSETS. Accessed on 14 January
2022. Retrieved from https://www.cisa.gov/sites/default/files/publications/Secur-
ing%20High%20Value%20Assets Version%201.1 July%202018 508c.pdf

Kenyon, B. (2019). ISO 27001 Controls: A Guide to Implementing and Auditing. Accessed on 3 January 2022.
Retrieved from https://brad.idm.oclc.org/login?url=http://library.books24x7.com/li-
brary.asp?bookid=147715

Kuokkanen, A. 2020. Newcomer’s introduction to Privileged Access Management. Accessed on 8 December
2021. Retrieved from https://www.theseus.fi/handle/10024/348503

Kuzminykh, 1., Ghita, B., Sokolov, V., & Bakhshi, T. (2021). Information Security Risk Assessment. Encyclope-
dia, 1(3), 602—617. Accessed on 15 January 2022. Retrieved from https://doi.org/10.3390/encyclo-
pedial030050

Leppdnen, T. 2020. Practical implementation of Windows end-point security controls. Accessed on 10 De-
cember 2021. Retrieved from https://www.theseus.fi/bitstream/handle/10024/139806/Lep-
panen_Tuomo.pdf?sequence=1

Lddkdrikeskus Aava - Eldmdntyénd terveytesi | Lddkdrikeskus Aava. Accessed on 3 February 2022. Retrieved
from https://www.aava.fi/yritys/laakarikeskus-aava

McGregor, C. (2018). Using Constructive Research to Structure the Path to Transdisciplinary Innovation and
Its Application for Precision Public Health with Big Data Analytics. Technology Innovation Manage-
ment Review, 8(8), 7-15. Accessed on 10 December 2021. Retrieved from
https://doi.org/10.22215/timreview/1174

Valtiohallinnon tietoturvallisuuden johtoryhmd. 2010. Siséiverkko-ohje. Accessed on 9 January 2022. Re-
trieved from https://www.suomidigi.fi/sites/default/files/2020-
06/0hje_3_2010_etusivu_ohjepdf.pdf

Baykara. 2020. PCI DSS Requirement 10 Explained. PCI DSS GUIDE. Accessed on 20 December 2021. Re-
trieved from https://www.pcidssguide.com/pci-dss-requirement-10/

Pescatore, J. (2021). SANS 2021 Top New Attacks and Threat Report. Accessed on 20 December 2021. Re-
trieved from https://www.sans.org/blog/sans-2021-threat-report/

Finnish Transport and Communication Agency. 2020. Pilvipalveluiden turvallisuuden arviointikriteeristé (Pi-
TuKri). Traficom. Accessed on 2 January 2021. Retrieved from https://www.kyberturvallisuusk-
eskus.fi/fi/julkaisut/pilvipalveluiden-turvallisuuden-arviointikriteeristo-pitukri

Rapid7. n.d. A Definitive Guide to Understanding and Meeting the CIS Critical Security Controls. Accessed on
8 December 2021. Retrieved from https://www.rapid7.com/globalassets/ pdfs/whitepaper-
guide/rapid7-solution-guide-a-definitive-guide-to-understanding-and-meeting-the-cis-critical-secu-
rity-controls.pdf



52

Ministry of Finance. 2021. Recommendation on the handling of classified documents. Ministry of Finance.
Accessed on 13 February 2022. Retrieved from https://julkaisut.valtioneuvosto.fi/bitstream/han-
dle/10024/162846/VM_2021_8.pdf?sequence=1

Refsdal, A., Solhaug, B., & Stglen, K. (2015). Cyber-risk management. Springer.

Brooks, R. 2020. Risk Analysis Example: How to Evaluate Risks. Netwrix. Accessed on 10 December 2021.
Retrieved from https://blog.netwrix.com/2020/04/07/risk-analysis-example/

Rusere, K., & Ngassam, E. K. (2021). A Preliminary Integrated Network Security Framework for Tertiary Insti-
tutions. 2021 IST-Africa Conference (IST-Africa), 1-10. Accessed on 7 December 2021. Retrieved
https://ieeexplore-ieee-org.ezproxy.jamk.fi:2443/stamp/stamp.jsp?tp=&ar-
number=9576934&tag=1

The Rectors' Conference of Finnish Universities of Applied Sciences Arene. (2019.) Ethical recommendations
for thesis writing at universities of applied sciences. Accessed on 21 February 2022. Retrieved from
http://www.arene.fi/wp-content/uploads/Rapor-
tit/2020/ETHICAL%20RECOMMENDATIONS%20FOR%20THESIS%20WRITING%20AT%20UNIVERSITIE
S%200F%20APPLIED%20SCIENCES_2020.pdf

Scarfone, K. A., Hoffman, P., & Souppaya, M. P. (2009). Guide to enterprise telework and remote access se-
curity (NIST SP 800-46r1; 0 p., s. NIST SP 800-46r1). National Institute of Standards and Technology.
Accessed on 12 December 2021. Retrieved from https://doi.org/10.6028/NIST.SP.800-46r1

Shamma, B. 2018. Implementing CIS critical security controls for organizations on a low-budget. Accessed
on 26 December 2021. Retrieved from https://uh-ir.tdl.org/bitstream/han-
dle/10657/4048/SHAMMA-THESIS-2018.pdf?sequence=1&isAllowed=y

Souza, G. F. M. de, Caminada Netto, A., Melani, A. H. D. A., Michalski, M. A. D. C., & Silva, R. F. da. (2022).
Reliability analysis and asset management of engineering systems.

Stouffer, K., Pillitteri, V., Lightman, S., Abrams, M., & Hahn, A. (2015). Guide to Industrial Control Systems
(ICS) Security (NIST SP 800-82r2; s. NIST SP 800-82r2). National Institute of Standards and Technol-
ogy. Accessed on 10 December 2021. Retrieved from https://doi.org/10.6028/NIST.SP.800-82r2

Liikenne- ja viestintdvirasto kyberturvallisuuskeskus. 2019. Tunnetko jo PiTuKrin?. Traficom. Accessed on 15
January 2022. Retrieved from https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/tunnetko-jo-
pitukrin

Valtiohallinnon tietoturvallisuuden johtoryhmd. 2012. Teknisen ICT-ympdristén tietoturvataso-ohje. Vahti.
Accessed on 17 December 2021. Retrieved from https://www.suomidigi.fi/sites/default/files/2020-
06/VAHTI_3_2012_pdf.pdf

Valtiohallinnon tietoturvallisuuden johtoryhmd. 2003. Ohje riskien arvioinnista tietoturvallisuuden edist -
miseksi valtionhallinnossa. Accessed on 3 February 2022. Retrieved https://www.suomi-
digi.fi/ohjeet-ja-tuki/vahti-ohjeet/vahti-72003-ohje-riskien-arvioinnista-tietoturvallisuuden-edis-
tamiseksi-valtionhallinnossa

Itewiki. n.d. Viitekehyksid parempiin tietoturvallisuuskdytdntéihin: Osa 2 — ISO/IEC 27001. Accessed on 10
December 2021. Retrieved from https://www.itewiki.fi/p/viitekehyksia-parempiin-tietoturvallisuus-
kaytantoihin-osa-2-iso-iec-27001



53

Groot, J. 2021. What is PCI Compliance?. Digital Guardian. Accessed on 13 December 2021. Retrieved from
https://digitalguardian.com/blog/what-pci-compliance

Balbix. n.d. What is the NIST Cybersecurity Framework? Accessed on 10 December 2021. Retrieved from
https://www.balbix.com/insights/nist-cybersecurity-framework/

Williams, B. (2014). Pci compliance: understand and implement effective pci data security standard compli-
ance (4th edition). Elsevier.



54

Appendices

Appendix 1. Query

LN ULAWNE

N el
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14.
15.
16.
17.
18.

19.
20.
21.

22.

Kaytatké Domain Administrator -tunnusta tydssasi?

Mihin tarkoitukseen kdytat Domain Administrator -tunnusta?

Kuinka usein kdytat Domain Administrator -tunnusta tyossasi?

Mita tyokaluja kdytat jarjestelmien hallintaan omalla tydkoneellasi?

Mita tyokaluja kdytat eniten tyokoneellasi? Lisda arvio kuinka paljon kadytat tyckalua viikossa.
Kaytatko toimistolla olevaa tyokonetta jarjestelmien hallintaan, kun olet etana?

Milla etaratkaisulla otat yhteyden toimistolla olevaan koneeseen?

Mita jarjestelmia hallitset toimistolla olevan tyékoneesi kautta, kun olet etana?

Kuinka usein suoritat jarjestelmien hallintaa toimiston koneen kautta etana ollessa?

. Suoritatko jarjestelmien hallintaa ladkariaseman koneelta?

. Mita tyokaluja kaytat MGMT-palvelimella?

. Mihin palvelimiin luot RDP-hallintayhteyksia suoraan omalta tyokoneeltasi?

. Mihin palvelimiin luot RDP-hallintayhteyksia MGMT-palvelimelta ja mita tunnusta kaytat kirjautu-

misessa? Kerro vapaasti.

Teetko tyOssasi tietokantakyselyja?

Milla palvelimella tai tydkoneella suoritat tietokantakyselyita?

Mita tunnuksia kaytat tietokantapalveluun (SQL Server Management Studio) kirjautumisessa?
Kuinka usein suoritat tietokantakyselyita?

Koetko, ettd organisaatiossa tarvitaan lisaa turvallisuuskontrolleja, joilla voidaan parantaa IT-
hallinnan tietoturvaa?

Kuinka tarkeana pidat sita, ettd tietoturva huomioidaan IT-asiantuntijan tyossa?

Kuinka riittdvana koet oman osaamisesi ja tietamyksesi tietoturvaan liittyvissa asioissa?
Kaipaatko IT-jarjestelmien hallintaan ohjeistuksia tietoturvan ndakékulmasta ja yhtendisempaa toi-
mintamallia?

Kaytatko tyokonetta vapaa-ajallasi?
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Appendix 2. Threat map that is classified in accordance with People, Process and

Product principle
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Appendix 3. The results of the identified assets to be protected and the threats

L
.
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Appendix 4. Classification of the likelihood and impacts of threats.

(Valtiohallinnon tietoturvallisuuden johtoryhma, 2003, 41)

Likelihood Impact
. . . The consequences apply to all users of data or services
The function or system is poorly monitored " q. PRl B 5 .
. . The realisation of the threat causes immediate action
Access to a function or system is easy L N -
B N . . The realisation of the threat causes reporting to the media
There is great interest in the function or system o .
N N ) N The realisation of the threat causes operations to be suspended from hours to
. There is no instruction for the operation .
Certain Critical several days
The event occurs once a month o . .
N . The realisation of the threat causes high financial costs
Itis possible to carry out the threat to a large number of users . . y . L,
. . The realisation of the threat causes a serious disturbance in the organisation’s
(own personnel, partners, third parties) L
activities (loss of several key personnel)
The realisation of the threat causes a loss of confidentiality
The action is contrary to legal obligations
The function is partially monitored The consequer}ce.s !wave implications within the organisation, e.g. increasing
. . N . workloads for individual employees (loss of key personnel)
The instructions for the function are incompete ) .
. - L The consequences apply to multiple users of data or services
Likely The event occurs 1-2 times a year Significant 3 K . .
N " . . The consequences have an impact on the functioning of the organisation
Itis possible to carry out the threat for certain categories of L
users (IT support) The realisation of the threat causes a press release to be made
P The realisation of the threat causes significant financial costs
The function is well monitored and access is controlled The consequences apply to a few users of data or services
The function is well instructed The realisation of the threat does not immediately give rise to any measures
. There is no interest in the function The realisation of the threat causes internal reporting
Possible Moderate 2 - R
The event occurs once a year The realisation of the threat causes low financial costs
The realisation of the threat is only possible for individual The interruption of operations is a few minutes long
employees
The realisation of the threat may cause minor inconvenience.
Unlikel The probability is almost non-existent. This threat cannot Mi 1 Implementation has a minor impact on the organisation’s operations.
niikely become true in any circumstances. inor The impact of the threat is minimal. Very minor disruptions to operations, does
not affect the achievement of the objectives.




Appendix 5. The risk categories and the actions

No risk

Notable risk

Significant risk

Intolerable risk

1-3

I 12-16

No acute measures are required, risk is at an

acceptable level. Existing controls are functional.

Monitoring of the risk development is required;
new controls are not needed at this stage.

Further planning is required to mitigate the risk.
The mitigating measures to reduce or eliminate
the risk will be taken care of during this budget

period.

Immediate action is required for mitigating the
risk.
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